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FIBTEEERTE CheckPoint-2530

TR—  PIRRESEBREALTHER( BRASHEN ) - AEEE WebUl BRAREANES - BNNEHRKNESEEGEX/AX/ERPX) -

Quantum Spark 2550 Appliance Wizard @ English | BZ38 | &R | B8R

Welcome to the Quantum Spark 2550 Appliance
First Time Configuration Wizard

You are just a few steps away from using your new Quantum Spark 2550 Appliance!

R82.00.00 (998000445)

TR REEW  WABEERIRBARE
B REFAER
EREFAENEET - AT AEERE WebUl FIBRIEAER

EEEEE  AMEACEERRNWEEEEALZE "admin, - BHBEHK/NE
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S BRABWELEE 6 BF T - AP EEEV—EARFE - —ANEFEUR—ERFHFT -

ERBRRERIGELNBRRE -

[ ]
Authentication Details &7 CHECK POINT

Change the default administrator name and set the password:
Administrator name: admin

Password strength:
Password:
Confirm password:

Enforce password complexity on administrators

Itis strongly recommended to use both uppercase and lowercase characters
as well as one of the following characters in the password: |@#$%"&*()-_=+:;

Enforce the password history mechanism

Email: Field is recommended

Phone number: Field is recommended i ]

v Help us improve product experience by sending data to Check Point.

v Help us improve product stability by getting critical updates from Check Point.

Step 1 0f 9 | Authenticatior < Back

AR BERREZE—ERER  UAZRHZUEEREEHENT AT TAGHNEN - BEEMTRERY - BFR—T2IHR -

el

TR= REFBHEFBE
| EREREHYERERE

EEERFAPNRRRERERH - FOREEERFENLY - BELUAKERE - =26 TRBEEEAIHE. BIR -

MRGEFERFHRERRD - BRERFEGEABRPNHRLEBBEERYGE - IRFE - FEEREREUBESCHNLEEUE - RIBERR -

R ARNENGE - AT LE WebUl BREXPHEE > APRKEREEE B IR -

B RIBFRR - OIS AEBR LR - IRFBE - FREAFHAY -

WM RBRR - KESEEM LR - IRBE - BREADNER -

KE : RERR  KEFEBK LR - IREFE - FEEREREURRCERNAEUE -

FZ NTP EAR2S : =2 NTP @RI IP S E 421 - FBRREMREE % ntp.checkpoint.com

23

g8



RE NTP EARER : RE NTP ERERH IP T2 - FRREMRIBIR ntp2.checkpoint.com
Appliance Date and Time Settings e'cuscx POINT

Set time manually

Date: Monday, December 15, 2025 &

Time: 10 : 13 AM =

Time zone: (GMT+08:00) Krasnoyarsk v
@ Use Network Time Protocol (NTP)

First NTP server: ntp.checkpoint.com

Second NTP server: ntp2.checkpoint.com

Time zone: (GMT+08:00) Krasnoyarsk -

Step 2 of 9 | Date and Time Settings < Back Quit

TR RERBREAPEZE

] ERERERE

ERERFEEEERTHAZHELGERIERERE  REBABARBOEAUALEA)

ERERBENMHZEHNT DNS B#4TH - EERZESHMENGEHE - QI DEEER PN ERIREA 2 EEREH -
TRE REETEEN BB/ D OIRERE

| ZEMHRAIERE

Security Policy Management Q.cnscx POINT

Choose how to manage security settings

® Local management
| want to manage the security policy of the device
using the local web application

Central management
| am using a Management Server that will manage this device

m
B

Step 4 of 9 | Security Policy Management < Back Quit
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3. MAREERBENRL - L ESRABEBANENLAZTEAR - KU UEBRARERERBRME (SP)IS -

BFRERIP : ETE(GRENAR)AVIPALLL -
DHCP : 5 #:8 E BA1BE (Dynamic Host Configuration Protocol, DHCP)& B &)i& 15 E & B RRIIPAIIE 848 4888 LIERE - ERERE
BRBHBRERSERIOER -
PPPoE(Z X 48 LRIPPP) : R0 KRR ER AR H RIBMIBE(PPPERNARBENGE - TEZHDSLRBERER - EILRE
b EREAEEERLKEBMNAE L REREZEEDSLEER - WAISPEACRAERZBHEISPEAZE - I8 £ "TERRERE, PE
KIEBIREIP -
PPTP : Bh¥T24imIE BN 1%E(PPTP) EMiE #IFA A MBS - PPTPIETCPLUR GREBIE 1F2E o 6 FR 12 3B 18 U 39 25 PPPEI & -
L2TP : E_EREBNFE(L2TP) AR EERLARBVPN)HBEBARE - ItBABELRRETANBREE - CRENESMNER
ABE - WIBESEBENE ST LU HIER -
B BREANEREG _B)NSEREER -

DNSTIRR=3 (PR8I PEAMS 2338 %) « AR MNP 8 ADNSEIBR=F AL B - #HHRDHCP -

PPPoE - PPTP - L2TP - fTE)#8#& UK - DNS SREZHMNWIRBREEBPIRM - MILIHETE WebUl BRREANEE> DNS ETFERELRTE °
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HMZZAH DNS RESERREFE - MUESHE ARINEENIT DNS #17 - £HIKER - ERERBHEN 2 E BARENES - Alh
FERHBREBHIRIZRURRERE Check Point fERE L -

FEIRBAREREZR 5-2-1. REIMNPER (BIRRRER)

- L ]
Internet Connection & CHECK POINT

® Configure Internet connection now —

Type: DHCP - \
. [—3—a 5 WaN
Use connection as VLAN ‘
)
Configure Internet connection later G I
T " w=. N
1O M

Step50f9 | Internet Connection < Back Quit

BEAGM ISP B | B—TER -

ERER BT EEEEH ISP - RS AN SR RERHES -

SRt RERHO

] &I A

308

Bz

DiES 78

EEREMAEERT - BERANEFEM LAN BZEENRE  THESCHMERE - REBER - EARRBNRE - EEERENERR IP RERAIZ

IPBS - MOLIEE IP At BREER - BEREYIRBEERBRERL -

HEE

° RUFLANZERIZGIRS - REPMBLANERIBEREHE - BRIHEEE—EIPLL - MRSFERIEIR(CEERZIIR) - IERREEE

EESELANL -
° MREETE  BAREEE -
° IPAzdlt : S LUECLIPAL I BAE R E Y - B BIRBIPRERAIBIPLIER EEY - ERIBEABLLE -

° FRBES  BAFEEBES -

° DHCPE MRz BMAL : IRIBFRR - DHCPRRAME - WHARRNWBRERHE - FHELREBERE - FEERBPEERTERNF

P

26

rMD



° PEBR&EE : SR EDHCPEMRERARE

FBEIHERR -

BZFIR | IRAEZFFH Enable Switch on LAN ports -

Local Network

LAN Settings

v| Enable switch on LAN ports

Network name: LAN Switch
IP address: 192.168.1.1
Subnet mask: 255.255.255.0
DHCP Settings
DHCP Server: Enabled A4
DHCP range: 192.168.1.1 1 192.168.1.254

Exclusion range: not mandatory

Step60of9 | LAN

| REFIEE

N

T EAEE EE
1. BEEURFEEESFIRRIRMUE
° LAN : FRERBI B2 ERE -

° REENER | SHRREEE -

EMIPABLLFRER - EREABPIEE

SR - RERREIPRLLLL RsgENRS

;| not mandatory

S 2E OIS ERY IP (3 SUAEa IP Azl fEFRE SRS

PRzt DHCPE BERRAIPAI I EEE - FEAERR

#1.1.1.15% - EEEESHIPAULAIS -

EMNAEBACERE LANL g8 - &8 EE—TFF—

L ]
&7 CHECK POINT

LAN switch

Traffic between LAN ports is not
inspected

r O eee— W
I OOI1T171 M ]

< Back Next > Quit

S -

ERIPAAL S RS FEUE AR SR - 12— PHTBLIREIPUUE -

° VPN : #tEInAlaEBVPNEBEEERNERENESRAEREFNES -
° MR | BREREEBIRE(RNER) -

2. EE P AL - EESYLUEBIL IP It FRUERERME

° EATIPAzE -

° EIRENIPALL : ERULEIRELREE BB B

° R P VTE
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WEMEINIREE - ILEIRRTERE -
EEEE Pl :
1 %Z—T#IE -
2. IP MR ERED - EE(EEI :
° FEIPAL : WAIPAI s B IR — N HAVBILEVSIP -
° RHEME | BARBIPAR FEEES -

3. B—TERM -

Administrator Access

Select the sources from which to allow administrator access:

v LAN v VPN Internet

Access from the above sources is allowed from

Specified IP addresses only

® Specified IP addresses from the Internet
and any IP address from other sources

2% New Delete

No items found

Step 7 of 9 | Administrator Access < Back
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LN REEREREM
| IERERR AL
IEERR B LUEEE Check Point fEAE L - MAERE MG RESNIL HRMENERERE -

WMRCEARTEMARAEER | - TRARE - SEWSHEKRIRBIERRE  LEEEREE "REIE | NEENRE -

TR

L]
Software Blades Activation &7 CHECK POINT

Select the Software Blades you wish to activate

Access Control VPN
v E3 v ¥ v DOf v v & v ¥
Firewall SD-WAN Applications User Remote Site to Site
& URL Awareness Access VPN
Filtering

Threat Prevention

v v A v & v ® v ™M v ik

Intrusion Anti-Virus Anti-Bot Threat Anti-Spam loT
Prevention Emulation
(IPS)

@ Blocks attacks on your organization and provides coverage for clients, servers, OS and other
vulnerabilities, malware/worm infections and more.

Step 9of 9 | Software Blades Activation < Back Quit

LR+ BIRHE
u HEE

The First Time Configuration Wizard has completed

Administrator name: admin

System time: Monday, December 15, 2025 03:21 AM
Appliance name: Gateway-ID-7FB1CBAS (1500 Appliance)
Appliance version: R81.10.15 (996003749)

Internet: Not connected

License: Q Trial

Local network: 192.168.1.1/ 255.255.255.0

DHCP server is enabled
Security policy mode:  Locally managed

Active Software Blades: Firewall, Application Control, URL Filtering, User Awareness, Remote
Access, Site to Site VPN, Intrusion Prevention (IPS), Anti-Virus, Anti-Bot,
Threat Emulation, Anti-Spam, SD-WAN, loT

BEEEMBENEA " ERKRERE ) RETRNFMER - 2 —F Finish - DS "ERERERBE -

SEIAF IP BURIRM KSR —RE - HREREBAMKREN IP - EAFERER - IRERETH

29



4. EREIMDER (BIRFIEMF)

B. EEH p BF

i NI "connection type" - #EHY Static IP % - MIABIRMABESZRME IP AIUER DR TR RIS IP U E R
IP 483t /48883 : 10.10.150.99/255.255.255.0 -

Default gateway 10.10.150.254( It A#E6) - BEEFKEAMREZRHEREAN)

LUK DNS &1 8.8.8.8

SERBIR "Apply" SEHERE

x
Edit Internet Connection
Configuration Connection Monitoring Advanced
. . -
v Internet Configuration
Name: Internet1
Interface: WAN -
Type: Static IP v
IP address: 10.10.150.99
Subnet mask: 255.255.255.0
Default gateway: 10.10.150.254
Use connection as VLAN
~  DNS Server Settings
First DNS server: | 8.8.8.8
Second DNS server: Field is not mandatory v

4 [

Cancel Save
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Z ~ JEEEHI 1P BEE (PPPoE)

WMEFHIMEEEZ PPPOE 430 - RIZE Connection type #2HY -
40 DHCP IEERIER NABRGE AL KERS IP (il - ERKKEER ISP BikE

Edit Internet Connection

Configuration Connection Monitoring Advanced

~ Internet Configuration

Name: Internet1
Interface: WAN -
Type: PPPOE -

ISP login username:

ISP login password:

Show

Use connection as VLAN

Cancel Save
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A+ DHCP HIES

NP IMIRZE DHCP #83( - BIFE Connection type #HY DHCP -
41 DHCP [ERRITEA T BETREE ADLUKRER P il - MERKHKEER ISP fHiEEE

Edit Internet Connection

Configuration Connection Monitoring Advanced

~ Internet Configuration

Name: Internet1
Interface: WAN -
Type: DHCP -

Use connection as VLAN

Cancel Save
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AR RE ) B 48 i 4H R&

N

EEPiEE A CheckPoint2530 - &% "DEVICE" -> "Local Network" ->#8H LAN1 2 "Edit" - EAT—D 8

~ Network Local Network @ |
@ Internet Configure and manage local interfaces, switches, bridges, bonds and VLANs o
{ome
Local Network
Iég Hotspot 2% New v Ed b Enat Display:  Networks™/ Type to filter Q
Device MAC Filtering
DS Name Local IPv4 Address Subnet Mask MAC Address Status
E Proxy * (=) LAN1 Switch 192.168.1.1 255.255.255.0 00:1c:7f:b1:c6:a9
Access
Policy ~ System
@ AN © 1 Gbps/Full dup...
System Operations
Threat Administrators @ LAN2 & Ccable disconne...
Prevention
Administrator Access
) @ LAN3 & cCabledisconne...
W Device Details
e Date and Time LAN4 @ Cable disconne.
G DDNS and Device Access
=8
Tools @ LANS & Cabledisconne...
Users and
Objects

~ Advanced Routing

B BGP

EMHRTT - EUATERRY IP ALEREEES ( #M 0 192.168.1.99/255.255.255.0)
BER AW EW DHCP IR IP & - 3% DHCP Server fIitEE - EoiA :

IP:192.168.1.110-192.168.1.210 (L5 R & A - FEEFKERIRITER)

Configuration Advanced DHCPv4 Settings

Interface Configuration

Assigned to: Separate network -
Local IPv4 address: 192.168.1.1
Subnet mask: 255.255.255.0

Use hotspot when connecting to network

DHCPv4 Server ~
® Enabled

IP address range: 192.168.1.110 - 192.168.1.210

IP addresses exclude range:

Relay

Disabled

#HY DHCPv4 setting BH - HER# Auto-Use the DNS configuration of the device
SERLiE - BRE TETE" RRETAL
AR BREGEET - FENER IP R BEE IP % (fW: 192.168.1.99) BEHKE CheckPoint2530 %4 ( Bl

0 : https://192.168.1.254)
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3.

Configuration Advanced DHCPv4 Settings
DNS Server Settings (For DHCPv4)

® Auto - use the DNS configuration of the device

Use the following IP addresses

Default Gateway
®) Use this gateway's IP address as the default gateway
Use the following IP address:
WINS

® Use the WINS servers configured for the internet connection

Use the following WINS servers:

lease

AR RE SN AR 4 B #H &

Bl E &l P

BEeE 221 HE -
JFEIEHMAF (PPPOE) - 2% 222 RE °

DHCP #IFBF - 52% 223 &RE °
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1.EEH p BEF

EEPFiEE A CheckPoint2530 - &% "DEVICE" -> "Internet" ->3#% "Edit" - AN LR

~ Network Internet i

@ Internet Manage one or more Internet connections
Home
Local Network

T Hotspot -2 Status: Cable disconnected
Cxla o, . WAN cable is disconnected
e MAC Filtering \ .\

DNS - DHCP | WAN
=] Proxy

Policy ~ System m | Delete Disable

System Operations

Administrators

Administrator Access Add an Internet connection... | Configure monitoring..
W Device Details
VPN Date and Time

DDNS and Device Access
Tools

~ Advanced Routing

B BGP

@ Internet disconnected O uptime: 0h:29m:12s @ Update pending @ 03:34 AM

BAER | Z#TERESR DHCP

Configuration Connection Monitoring Advanced

Internet Configuration ~
Connection name: Internet1
Interface: WAN A
Connection type: DHCP -

Use connection as VLAN

#8 NI "connection type" - #EHY Static IP 1 - A BERKFEZIRME IP AIUER DR TEREFES P A&
IP #83t/48B8 38 : 10.10.150.104/255.255.255.0 -

Default gateway 10.10.150.254( ltA#4 - FEEPKERAIREZTREERREA)

PU% DNS ¥ 168.85.1.1 - 8.8.8.8
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SERERE "Apply" SERERTE

Configuration Connection Monitoring Advanced
Internet Configuration ~ :
Connection name: Internet1
Interface: WAN v
Connection type: Static IP A
IP address: 10.10.150.104
Subnet mask: 255.255.255.0
Default gateway: 10.10.150.254

Use connection as VLAN

DNS Server Settings ~
First DNS server: 168.95.1.1
Second DNS server: 8.8.8.8
Third DNS server: Field is not mandatory

2.JEEEHl 1P EF (PPPoE)

EEFFEF A CheckPoint2530 - 25# "DEVICE" -> "Internet" ->3% "Edit" + EAT—3FE

Configuration Connection Monitoring Advanced

Internet Configuration -~
Connection name: Internetl
Interface: WAN v
Connection type: PPPoE -

ISP login user name:

ISP login password:

Show

Use connection as VLAN

5 NI "connection type" - #EX PPPOE # - B A =IBMAKEERBNERAERELURERE -
SERERE "Apply" SBALERTE
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3.DHCP HIE B

S
&=

EEFEF A CheckPoint2530 + By "DEVICE" -> "Internet" ->3% "Edit" - AT —

Configuration Connection Monitoring Advanced

Internet Configuration

Connection name: Interneti
Interface: WAN b
Connection type: DHCP -

Use connection as VLAN

H#mTERESR DHCP - #8& "connection type"# DHCP # -

& "Apply" SERERE

4. FXTE DNS/NTP falfRES{iriit

BEFHEE A CheckPoint2530 - #4#8 "DEVICE" -> "DNS" ->#& "Configure" - F &1z DNS IP

<

a -
= Network 7
DNS @
Q Internet Configure DNS and Domain settings for the device
Home
Local Network
Ic%' Hotspot ~  IPv4 DNS
e MAC Filtering
) IPv4 DNS Servers
DNS
=] Proxy DNS is not configured. Anti-Virus, URL Filtering and Anti-Spam features will not function properly.
o (®) Configure DNS servers
Pollcy = System These settings will be applied on all Internet connections
S o] i
Ystem Operations First DNS server:
Administrators
Second DNS server:

Administrator Access
Third DNS server:

W Device Details
Use DNS servers configured for the active Internet connection(s)
VPN Date and Time
DDNS and Device Access
Cs IPv4 DNS Proxy
Users and Tools
Objects <£] Enabla BAIE mrauns

~ Advanced Rou[mg

@, Internet disconnected D Uptime: 0h:34m:17s (3 Update pending & 03:39 AM
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3 #EEY Use DNS servers configured for the active connection(s) - B &) B EEE R HAI DNS

Q

Home

Device

=

Access
Policy

®

Threat
Prevention

W

VPN

G2

Users and
Objects

8

v

~ Network
Internet
Local Network
Hotspot
MAC Filtering
DNS
Proxy
~ System
System Operations

Administrators

Administrator Access

Device Details

Date and Time

DDNS and Device Access

Tools
~ Advanced Routing

BGP

@ Internet disconnected

SEREIR "Apply" 5B

BEFTOLIE "DEVICE"

<
-
DNS
Configure DNS and Domain settings for the device
@ Use DNS servers configured for the active Internet connection(s)
Connection Name First DNS Server Second DNS Server Third DNS Server
No items were found
IPv4 DNS Proxy
¥ Enable DNS proxy
Relay DNS requests from internal network clients to the DNS servers defined above
+| Resolve Network Objects
Use network objects as a hosts list to translate names to their IP addresses
~  Domain Name
v
@ Uptime: Oh:35m:7s
AN
A e

-> "Date and Time" R ERFME

B F B E O LIBAE Set date and time manually - FENME IR

@

Home

\‘\:-E\I

Device

=

Accass
Policy

@®

Threat
Prevention

Users and
Objects

H

v

v Network
Internet
Local Network
Hatspot
MAC Filtering
DNS
Proxy
~ System
System Operations

Administrators

Administrator Access
Device Details
Date and Time
DDNS and Device Access
Tools

~ Advanced Routing

BGP

&2 Internet disconnected

Date and Time

Configuring device's date and time manually or using NTP
Current system time: Monday, December 15th, 2025 03:41:11 AM (GMT+08:00) Krasnoyarsk
~  Adjust Date and Time

@ Set date and time manually

Date: Monday, December 15th, 2025 =]

Time: 03 : M AM =

Set date and time using a Network Time Protocol (NTF) server

Cancel

O Uptime: Oh:35m:43s

38

Cancel Save

9 Update pending @ 03:40 AM

@ Update pending © 03:41 AM



- . =
* Network Date and Time D |
Q Internet Configuring device's date and time manually or using NTP o
Home
Local Network (®) set date and time using a Network Time Protocol (NTP) server I
IC“I%I Hotspot NTP server: ntp.checkpoint.com
Device MAC Filtering
o NTP server: ntp2.checkpoint.com
DNs
E Update Interval (minutes): 30
Proxy
Access NTP authentication
Policy » System
Systemn Operations
Threat Administrators
Prevention
Administrator Access
. . ~  Time Zone
W Device Details
VPN Date and Time Local time zone: (GMT+08:00) Krasnoyarsk -
[ DDNS and Device Access | Automatically adjust clock for daylight saving changes
Users and Tools d
Ob) N e mm .
e * Advanced Routing
@ BGP Cancel Save
v v
@R Internet disconnected O uptime: 0h:36m:32s ) Update pending @ 03:42 AM

SREER "Apply" EABERE

AR K B K i R R TH R AR 355

v

BEFFEE A CheckPoint2530 - 2% "HOME" -> "Security Dashboard" - T B 0] M 28 12 58 RISk BE AR K AE AB ARV THAE

- Overview Security Dashboard (®
@ System Control and monitor Software Blades configurations and status |
Home )
SESIUE RES T Access Policy Threat Prevention
l&g Security Management
. Firewall Intrusion Prevention (IPS)
Device Cloud services == Trial license @ I @ @ Trial license g h @
License
=] ot er i
Site Map oe Applications & URL Filtering Anti-Virus
Access =0 Trial license @ M O ’Eﬁ‘ Trial license 2 O
Policy + Monitoring
Notifications :
User Awareness Anti-Bot
Threat Assels Trial license e mh @ Trial license g h @
Prevention
Monitoring
Threat Emulation
hoird Extended Monitoring ® Qos @ M Tvial Beense @ I @
VPN Reports
~ Troubleshooting SD-WAN Anti-Spam
Q R[7l Trial license @ I @ & Trial license @ h @
Users and pr. Spa rk
Objects Tool
ools loT
E Ssupport * Trial license @ M ©
v v
@ Internet disconnected D Uptime: 0h:37m:10s [i] Update pending @ 03:42 AM
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6 )

Ax AE

EEFRE

IPS/Application Control/URL Filtering/Anti-Bot/AV&AM

A CheckPoint2530 - 2 "THREAT PREVENTION" -> "Blade Control" - £ & @ o] 542 A R =k BE B

IPS/Anti-Virus/Anti-Bot/Threat Emulation - tha]BUETTERERER - 7 Policy WE D A UKIBE SR RAREZEE

F 45 Recommended

R

Home

|é|:5|

Device

=

Access
Policy

Threat
Prevention

w

VPN

G2

Users and
Objects

E

Logs and
Manitoring

* Threat Prevention
Blade Control
Exceptions
Infected Devices

* Protections
IPS Protections
Engine Settings

~ Anti-5pam
Blade Control

Exceptions

Threat Prevention Blade Control

Configure IPS and malware policy

Oinfected devices  more details

Threat Prevention (Powered by ThreatCloud)

@ rs 3 Update pending
c' Anti-Virus [¥] Update pending
@D Anti-Bot ) Update pending

@D Threat Emulation

Schedule updates

Policy

Strict
® Recommended
Custom

Tracking options: E Log -

Protection Activation

High confidence: @ Prevent
Medium confidence: @ Prevent
Low confidence: Detect

40
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g #5# "THREAT PREVENTION" -> "IPS Protection" - fEEE S A L £t ¥} IPS FIABEAMENE

<
~ Threat Prevention IPS Protections ‘ =1Mf0o) ‘
Qo | e oot . , = =
Blade Control Monitor protections list and manually configure specific protections to override general policy
Home R
Exceptions
Iglg':bll Infected Devices /7 Edit Type to filter Q
Device ~ Protections . X . )
Protection Protection Type Category Action Severity Confide... Performan...
IPS Protections a
=] ) ) SYN Attack Server/Client Prote... TCP @ Inactive -— o= — Cri...
Engine Settings
Access
Policy = Anti-Spam Sequence Verifier Server Anomaly TCP @ Inactive - - - Low
@ Blade Control
. LAND server/Client Prote... Denial of Service O Prevent —_ - Ve...
Threat Exceptions
Prevention
Ping of Death Server/Client Prote... Denial of Service @ Prevent - -— Ve...
VPN Small PMTU Server/Client Ano... TCP @ Inactive - [SSSS —— Cri...
L:g\ Teardrop Server/Client Ano... Denial of Service @ Inactive -— = Ve...
Users and v
Objects
Page 1 of2 O O 1-50 of 64
v
@, Internet disconnected O uptime: 0h:38m:57s ) Updatepending @ 03:44 AM
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7. IP-Mac Binding

MEFERTE IP-Mac Binding BATE "USER&OBJECTS" -> "Network Objects" - TEEEF LR New -
ZHH NEW NETWORK OBJECT HIRRE - #F Type BIE%A Single IP W#MAMH IP LUERMHETE -

‘2% Reserve IP address in DHCP service for MAC - 17 MAC address #fiz#i A MAC i3t

FEAENES AAAAAAAAAAAA

New Network Object

Type: Single IP
Name: pPC2

IP address:: 192.168.1.2
Allow DNS server to resolve this object name

Exclude from DHCP service

Reserve IP address in DHCP service for MAC

Cancel

METHER "Save" STRRE
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F=8 EUrFEAZLHEIAR

MREBFFEEXATREMRE IP it E (10 AEEAR::E - BHEAR:S ) I2ELEERRETERTE BB port )%
FE( #0 : ABB83EEEL - BitTorrent) - BNTIH NAT 28 € °

1. ERE Web(#H)fEIAKz3
SEFARREANSERAE RN NARALRE  BRARERERTE

BRI Web Ul 2124125 BRI[ACCESS POLICY]>[Firewall]> [NAT], 2124325 28 NAT Rules BJ[New Server(forwarding rule)]i&

1TRR7E -

[

~ Firewall NAT
@ Blade Control Configure NAT (Network Address Translation) for outgoing traffic and forwarding NAT rules for incoming traffic
Home X
Policy
(T, Servers Outgoing Traffic
Device NAT () Hide internal networks behind the gateway's external IP address
SD-WAN
@ VolP
Access NAT Rules
Policy Fast Accel
loT | B New Server (forwarding rule) | | View NAT rules
Threat ~ User Awareness
Prevention
Blade Control
W * Qos
VPN Blade Control
Policy
[
Users and ¥ SSLInspection

Objects X
Policy
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E1E[Web Server], %S [edit] - FREFTREERN port IHERE -

Edit Web Server Ports

v HTTP 80, 8080

v HTTPS 443

Cancel

REMBRREAS :

New Server Wizard Step 2: Server Definitions

Name: WebServer1
IP address: 172.16.1.100
Comments: web server

v Allow DNS server to resolve this object name

v Exclude from DHCP service

Reserve IP address in DHCP service for MAC

MAC address:

Cancel

Back Next
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Name(FHHF®) : WebServer (ILR#4 - FEEPKFTEKRBA)

IP Address(IP ihilt) : 172.16.1.100 (%6 - FEEZSREKEA)
Comments(3£#2) : web server(ROZE) (b AFA - FEEPIKEKRBA)
MAllow DNS Server to resolve this object name(lb R4l - FFEEF KT KEA)
> 75T DNS AR AT Il ¥ 52 2 78

MExclude from DHCP service(lt &6l - SFEEFMKREKEA)

>t DHCP RR#% 8RR

oReserve IP address in DHCP service for MAC

>1 DHCP R#% &8 MAC fRE8 IP

MAC address :

R ERNREIARIR

This server is accessible from the following zones:

® All zones (including the Internet)

Only trusted zones (my organization)

Manually configure access policy to this server
Ping to this server
v Allow access to the server using ICMP (ping)

Logging traffic to this server

V' Log blocked connections

Log accepted connections

EEUELARSENES

®All zones(including the internet) (LR &EHI - FFEE PEKEA)
S>PBE &SR

OOnly trusted zones(my organization)

oLAN

oRemote Access VPN Sites

oRemote VPN Sites

>RAEREENRE M

OManually configure access policy to this server

>FERE YIRS B RS

Ping to this server :

MAllow access to the server using ICMP (ping) (Lt B &6l - FEZEKFKEA)
> FHER ICMP 2l AR
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Logging traffic to this server :

MLog blocked connections (A&6] - HEEFKEKRETA)
olog accepted connections

>R RER R AR ==

MRS LB IR AR E

NAT Settings

Hide Behind Gateway (Port Forwarding)

Traffic to the gateway's external IP address on the specified ports will be forwarded to
this server

® Static NAT: | 210.243.191.65

Traffic to the specified IP address and ports will be forwarded to this server

V' Hide outgoing traffic from the server behind this IP address

No NAT

The server's IP address is accessible from the Internet
Redirect from port:

@ Port translation is only available for a single-port server

Advanced

V' Force translated traffic to return to the gateway

Allow access from internal networks to the external IP address of the server via local
switch

AR Hh B ARG

OHide Behind Gateway(port Forwarding)

> REEAREE (KO 553%)

®©Static NAT : [210.243.191.65] (lb R &6l - FEEPIKERBA)

SFFRE NAT

MHide outgoing traffic from the server behind this IP address(lb &6l - HEE ST KEA)
ONo NAT

> NAT

Redirect from port : |

2 ESE R B EI[ACCESS POLICY]>[Servers| R EE AR EMI -

R EAREMIN - BEI[ACCESS POLICY]>[Firewall]>[NAT], 2 [Hide NAT rules] - lEREEHEBENEEHHEMN rule -

2. EXTE(Mail)E 4 El AR 28
EEFAERTARAS AR AR RINIRIRAREEE R RREG TS
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FARL Web Ul 12/ 12 73 BRI[ACCESS POLICY]>[Firewall] > [NAT], #1258 NAT Rules BJ[New Server(forwarding rule)]&

e -

* Firewall NAT
@ Blade Control Configure NAT (Network Address Translation) for outgoing traffic and forwarding NAT rules for incoming traffic
Home
Policy
“0.:5” Servers Outgoing Traffic
Device el ‘) Hide internal networks behind the gateway's external IP address
SD-WAN
E VolP
Access NAT Rules
Policy Fast Accel
loT [ B New server (forwarding rule)] View NAT rules
Threat ~ User Awareness
Prevention
Blade Control
W * QoS
VPN Blade Control
Policy
Cs |
Users and ~ SSL Inspection
Objects

Policy

#EH£([Mail Server], WREF[edit] - FREFRFLHEN port IHERTE °

Edit Mail Server Ports

REBHEKRBAS
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New Server Wizard Step 2: Server Definitions

Name: MailServer1
IP address: 172.16.1.200)
Comments:

v Allow DNS server to resolve this object name
+'| Exclude from DHCP service
Reserve IP address in DHCP service for MAC

MAC address:

Cancel Back Next

Name(FHF %) : MailServer (IL7&E6 - FFEEFIKFEREA)

IP Address(IP #hiilt) : 172.16.1.200 (%6 - HEEZSREKEA)
Comments(zE#%) : ol AE (REUEX)(UREH - BESPHREKBA)

MAllow DNS Server to resolve this object name(lt R4l - FFEEF KT KE@A)
> 75T DNS fEIiR s AR AT b ¥ 52 2 78

MExclude from DHCP service(lt %286l - SFEEFREREA)

>t DHCP RR#%HEbR

oReserve IP address in DHCP service for MAC

> DHCP iR %38 MAC fRE8 IP

MAC address :

RENBHNR
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New Server Wizard Step 3: Access

This server is accessible from the following zones:

® All zones (including the Internet)

Only trusted zones (my organization)

Manually configure access policy to this server

Ping to this server
+ Allow access to the server using ICMP (ping)
Logging traffic to this server

v Log blocked connections

Log accepted connections

Cancel Back Next

EETELARSENES

®All zones(including the internet) (LLREHI - FEEF KT KEBA)
S>PBE &SR

OOnly trusted zones(my organization)

oLAN

oRemote Access VPN Sites

oRemote VPN Sites

>RAEZREENRE M

OManually configure access policy to this server

> FEECEH I RE AR

Ping to this server :

MAllow access to the server using ICMP (ping) (Lt R &6l - FEZFKFEKEA)
> FHER ICMP 2l ARz

Logging traffic to this server :

MLog blocked connections (It B&E6 - FFEEPMEKEA)
olLog accepted connections

>R SRR AR &

ARSI IR E
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New Server Wizard Step 4: NAT

NAT Settings

Hide Behind Gateway (Port Forwarding)

Traffic to the gateway's external IP address on the specified ports will be forwarded to
this server

® Static NAT: | 210.243.191.65
Traffic to the specified IP address and ports will be forwarded to this server

v Hide outgoing traffic from the server behind this IP address

No NAT

The server's IP address is accessible from the Internet
Redirect from port:
© Port translation is only available for a single-port server

Advanced

v Force translated traffic to return to the gateway
Allow access from internal networks to the external IP address of the server via local

switch
Cancel Back
485 Hh 3 BB RG

OHide Behind Gateway(port Forwarding)

> RBEEAREE (KO E3%)

®Static NAT : [210.243.191.65] (LLREH - FEEFKFEK@A)

>FFRE NAT

MHide outgoing traffic from the server behind this IP address(lb &6l - FEE SR KEA)
ONo NAT

> NAT

Redirect from port : ]

8 E ST A B BI[ACCESS POLICY]>[Servers|iER 2 E AR EMIN -
R EAREMIN - BEI[ACCESS POLICY]>[Firewall]>[NAT], 2 [Hide NAT rules] - IR EEHEBENEEHHEMN rule -

3. ERTEHIMRFE (6 AR AR

BEEPEABRBH/AL PCRMBINDER (U - PCHIMIABBRERKERINRTE )
BEEFRERTANEREAERRIMNIEREARERTE - RERERERLER
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FRY Web Ul 212412 73 BRI[ACCESS POLICY]>[policy| BEiZEHEEE

~ Firewall Firewall Access Policy

Blade Control i

@

Home

Policy
IcTs” Servers v Incoming, Internal and VPN Traffic
Device NAT

SD-WAN 4% New
=
Access Vel No. Name Hits(30da Sources
Policy Fast Accel

v Auto Generated Rules
loT

®

Threat
3revention

~ User Awareness

Blade Control 1 Local_... 0(0%)

ks

VPN

* Qos

Blade Control

Eg Policy

« SSLInspection 2 Clean.. 2K (100%

* Any

Users and
Objects

B

v

Policy

Exceptions

7

#E1Z[Source],

E—EEBIMND IP - iFfEA Port #375)

Add Rule: Incoming, Internal and VPN Traffic

Name Sources Destinations
Access_Rulel * Any + * Any
210.243.191.66

Apply only during th

pplyonly duringth — \erworks Users AD Updatable abjects

o No items were found
Limit download trafl

Selected items (0)
Limit upload traffic ¢ There are no selected items.
Any source except... Import

#12[Destination] - 1 [New]F #I[Network object]

Networks Updatable objects

Bo'
[l

Blocked_infected_hosts

22 Blocked_hosts

=1

B
%

SIP-Provider

=1

IP-Phones

Ba
[

Selected items (0)

There are no selected items.

Any destination except... Import New

&

fog
wg

3

© LAND...

B ARBAEAILU/EE  210.243.191.66( LAEH)

More Q
Destinations Services
* Any * Any
* Any * Any

FEEPRERBA

BN Alincoming]#[New] #ETRHRTE -

2rules

Action Log Comment

Default policy
is configured
in Firewall
blade control
page

@ Accept None

Default policy
is configured
in Firewall

@ Block [ Log

blade control
page

—+

E)EASNERAEEE T IP -

Services Action Log
+ % , Search or Set: ik B Log

IP address:  210.243.191.66

IP range: 210.243.191.66-X.X.X.X

Network: 210.243.191.66/%.X.X.%

Wildcard: 210.243.191.66

Press ENTER when done

New Select

on

» Block

Network Object
Network Object Group

Domain
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¢ New Network object B HI[type]iE#E Single IP

New Network Object

Type: Single IP
Name: MyPC
IP address:: 172.16.1.50

Allow DNS server to resolve this object name
Exclude from DHCP service

Reserve IP address in DHCP service for MAC

Cancel Save

IPV4 address : 172.16.1.50 (Lt RE Al - FEZFKFTKEA)

Object name : MyPC (Lt &84l - BEEPKRFEKREA)

MAllow DNS Server to resolve object name (54386 - FEEFKREKEA)
> 75T DNS EARZR M AT I ¥ S 2 18

MExclude from DHCP (lb =886 - BEEPKREKEA)

>7it DHCP RRFEHEBR

BREBRETHE - E[save] B
Add Rule: Incoming, Internal and VPN Traffic

Name Sources Destinations Services Action

Access_Rulel & IP210.243... % - £ MyPC > - X Any - @ Accept
Apply only during this time:

Limit download traffic of applications to:

Limit upload traffic of applications to:
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R E T EZI[ACCESS POLICY]>[Servers|iER2E B EMRI -
v Incoming, Internal and VPN Traffic

44 New v i More Q 3rules

No. Name Hits (30 days) Sources Destinations Services Action Log Comment

~ Manual Rules

1 Access_Rulel 0 (0%) & 1P-210.243.191.66 & MyPC # Any @ Accept E Log

“ Auto Generated Rules

Default policy is configured

2 Local_Network_... 0 (0%) @ LAN networks % Any % Any @ Accept None
in Firewall blade control page

Default policy is configured

3 Cleanup_Rule - 2K (100% An * AN * A Block = Lo
P ° %) A Y 4 e B Log in Firewall blade control page

4. RTERRY BitTorrent ARFS

BItEE— PC TfEH BitTorrent RS
ERFHEBERTHAEEE AR RIMNIAEARERTE  BRERRERERIER

FARL Web Ul 212/ 12 5 BRI[ACCESS POLICY]>[Firewall]> [NAT], EZ A2 28 NAT Rules BJ[New Server(forwarding rule)]&

TR -

~ Firewall - NAT
@ Blade Control Configure NAT (Network Address Translation) for outgoing traffic and forwarding NAT rules for incoming traffic
Home
Policy
E&f,' Servers Outgoing Traffic
Device NAT @ Hide internal networks behind the gateway's external IP address
SD-WAN
E VolP
Access NAT Rules
Policy Fast Accel
loT \ [E New Server (forwarding rule) | View NAT rules
Threat ~ User Awareness

Prevention
Blade Control

hvavd * Qos
VPN Blade Control

_[:é Policy

Users and v SSLInspection

Objects .
Policy

E1Z[Other Server], ##1Z Protocol - AERTEMEHEEHERN port IHEE °

53



New Server Wizard Step 1: Server Type

v Web Server Edit
Mail Server
DNS Server
FTP Server
Citrix Server
PPTP Server

v| Other Server
Protocol: TCP Ad

TCP ports: 6881-6889

Enter port numbers and/or port ranges separated by commas
For example: 1,3,5-8,15

Cancel Back Next

Procotol : TCP (LEAR2EA - FEXFIKFEKEA)
TCP ports : 6881-6889 (LEAR2EH - FEXFIKFKEA)

REHIMIREAS -

New Server Wizard Step 2: Server Definitions

Name: My PC
IP address: 172.16.1.10
Comments:

v Allow DNS server to resolve this object name
v Exclude from DHCP service
Reserve IP address in DHCP service for MAC

MAC address:

Cancel Back Next
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Name(HHF &) : My_PC (It5&&E4 - FEEFIKEKREA)

IP Address(IP ithilt) : 172.16.1.10 (Lb5#6 - FEEPREKAA)
Comments(zE#%) : BitTorrent access (RU[Z=X)(ULBEEA] - FEEPKFTEKRBA)
MAllow DNS Server to resolve this object name(lb R4l - FFEEF KT KEA)
> 75T DNS AR AT Il ¥ 52 2 78

MExclude from DHCP service(lt &6l - SFEEFMKREKEA)

>t DHCP RR#% 8RR

oReserve IP address in DHCP service for MAC

> DHCP fR#5 218 MAC fREE IP

MAC address :

R ERNREIARIR

New Server Wizard Step 3: Access

This server is accessible from the following zones:

@ All zones (including the Internet)

Only trusted zones (my organization)

Manually configure access policy to this server
Ping to this server
v Allow access to the server using ICMP (ping)

Logging traffic to this server

v Log blocked connections

Log accepted connections

Cancel Back Next

EEUELARSENES

®All zones(including the internet) (LR &EHI - FFEE PEKEA)
S>PBE &SR

OOnly trusted zones(my organization)

oLAN

oRemote Access VPN Sites

oRemote VPN Sites

>RAEREENRE M

OManually configure access policy to this server

> F I E YW ULARFS R0 B RS
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Ping to this server :

MAllow access to the server using ICMP (ping) (bR &6l - FEEFKFEKEA)
> FFER ICMP 2 E RS

Logging traffic to this server :

MLog blocked connections (AE6] - HEEFMREKREA)

olLog accepted connections

SRR SRR IR =

AR it 3 BEIR AR T
New Server Wizard Step 4: NAT

NAT Settings

Hide Behind Gateway (Port Forwarding)

Traffic to the gateway's external IP address on the specified ports will be forwarded to
this server

® Static NAT:  210.243.191.65
Traffic to the specified IP address and ports will be forwarded to this server

v Hide outgoing traffic from the server behind this IP address

No NAT
The server's IP address is accessible from the Internet

Redirect from port:
© Port translation is only available for a single-port server

Advanced

v Force translated traffic to return to the gateway

Allow access from internal networks to the external IP address of the server via local

switch
Cancel Back
HERE A EEIREG

OHide Behind Gateway(port Forwarding)

> REE AR EE (KO 53%)

®©Static NAT : [210.243.191.65] (Lb R #6641 - FEEPIKERBA)

SFFRE NAT

MHide outgoing traffic from the server behind this IP address(lb &6l - FEE ST KEA)
ONo NAT

> NAT

Redirect from port : |

R ESE AL B RI[ACCESS POLICY]>[Servers| BB R E R R EMTN -
RS AREMIN - BEI[ACCESS POLICY]>[Firewall]>[NAT], 32 [Hide NAT rules] - lEREEAEBEEEHHER rule -
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x

= #4318 Fail-over i

1. ISP Redundancy

ISP Redundancy R3%#% IPv4 &3 - I ESIRM(HE) e FHH A N E LB O MAAERE -
ERECESELMADERER - 7€ Device > Internet EOEAIELBEEVEIR - Sf@ Internet EHEEA Advanced REAHTRBERENE -

RESEEENETRNESE -

High Availability ##3(- BG4 - BEEZNELR - RAERSELSANEZAIRR - 7T EERBREETRIES -

. Load Balancing # - # - %l Internet WRERBEREEMATREE BN -

SB— . MEAL LA "DEVIC"— ZhE "Network"®fy" Internet” ZHIRTE :

~ Network Internet

@ Internet Manage one or more Internet connections

Home
Local Network

Status: Cable disconnected

Nl Hotspot ’
e o . . WAN cable is disconnected
Devi MAC Filtering '\
evice
-
DNS DHCP | WAN
@ Proxy
Access X - \
Palicy > System | Delete Disable
System Operations
Threat Administrators
Prevention
Administrator Access Add an Internet connection... | Configure monitoring...
feivd Device Details
VPN Date and Time
C‘ DDNS and Device Access
=8

Users and Tools

Obj
Jecs ~ Advanced Routing

B BGP
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HER T35 Add an Internet connection - B AZRER BT - BIEAVAEE port LURILAAEEAVEEEY ex EE IP or DHCP -

Cenfiguration Connection Monitoring Advanced

Internet Configuration

Connection name: Internet2
Interface: I LANS hd I
Connection type: I pHCP hd I

Use connection as VLAN

TR REEMEIEDMISAENREE(FER RS0 A/ FEEELR)
BRI 25 Configure TIRUEERE T HA(S O A /E1EE )3 Load Balancing(B & H£ =15 5()
WA #H Load Balancing(B#iiE )&

SEN EMBEERTENRERE - BR% Internetl(primary) - 432 Edit IDUEREMESE - DIREMETE - (1TE

Configuration Connection Monitoring Advanced
Port Settings e
QoS Settings e
ISP Redundancy ~
v | Route traffic through this connection by default
In order to route traffic through this connection you need to add specific routes through it
High Availability
Upon failure of the primary Internet connection, traffic will be routed
according to the selected priority
Priority: 1 (The higher the value, the lower its priority)
Load Balancing
Traffic will be distributed automatically according to the configured load balancing weights
Weight: (75% of the total weight)
NAT Settings ~
R

DHCP Settings

WEEMEE "Apply” TARE
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$£HE VPN ERERTE

. . A —]
1. IPsec VPN (Site-to-Site)ax i
SEFAMER VPN EHGFK - IIRAENBRE VPN - BEBRUTER

@ MinFEHBEE IP

@ MIRZEAZAEE 1P BERA BRI, (BIWN—IH%4 192.168.1.0/24 - S5 —Ifi/ 192.168.2.0/24)

E A CheckPoint BAXiE#E - IRABINAERAIZAE VPN £I1E8 - BF Site to Site JIBE T 42 Blade Control - # Site to Site VPN INAEEEIE#E#E On -

~ Remote Access Site to Site VPN Control
@ Blade Control
Home
Remote Access Users @ on Site to Site VPN
Connected Remate Users
I . ’ '
No VPN sites are defined | VPN Sites
Device Authentication Servers
v Allow traffic from remote sites (by default)
Advanced Off
== v Log remote sites traffic (by default)
~ Site to Site
Access
Policy Blade Control
VPN Sites
Threat Community
Prevention
VPN Tunnels
hvive Advanced
VPN v Certificates
Trusted CAs
Cs
Installed Certificates
Users and
Objects .
Internal Certificate
v
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= Remote Access

Q Blade Control

Home
Remote Access Users
Tl Connected Remote Users
Authentication Servers
Device
Advanced
& - Site to Site
Access
Policy Blade Control
VPN Sites.
Threat Community
Prevention
VPN Tunnels
h7ivd Advanced
L] - Certificates
Trusted CAs
Ls
Installed Certificates
Users and

Objects

B

v

Internal Certificate

@, Internet disconnected

VPN Sites
Configure remote VPN sites

ﬁ}t New

Site Name

B VPN Sites & - 243 New I —E A0 VPN Site

New VPN Site

Remote Site Encryption

Site name:
Connection type:

® |P address
Behind static NAT

Host name

v Authentication

® Pre-shared secret
Password:

Confirm:

Certificate

Advanced

VPN_Site1
Host name or IP address

192.168.200.1

sresenenes

@) (@

nable/Disable Test Type to filter Q

Host Name / IP Address Responsiveness

No VPN sites were found. Add a new VPN site

© uptime: Oh:49m:s8s () Update pending @ 03:55 AM

7 Site Name & - @&tk VPN Site A2 %E - 72 IP Address T8 A ¥ 5L ERY IP: 192.168.200.1(tt B 6 - FEESKERBA) - WA Pre-
shared secret B A—#HRM VPN Site HENHZ=Z1E 1qaz@WSX(ILRE B - FEEZFERERARTEA) -

New VPN Site

Remote Site Encryption

Match certificate by DN

Advanced

~  Remote Site Encryption Domain

Encryption domain:

45 New i Remove

Object Name

Exclude networks...

Define remote network topology manually

v Select...

IP Addresses

No items were found

»
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1£ Remote Site Encryption Domain FH9 Encryption domain #£3£ Define remote network topology manually Y 7E ~ 75 2E1E New 2RANA Z 75 BN £ ik 743

Bz -

Type: Metwork -
Type: Network A
Metwork address: 192.168.2.0
MNetwork address: 192.168.1.0
Subnet mask: 255.255.235.0
Subnet mask: 255.255.255.0
Object name: CP2_LANZ
Object name: CP2_LAN1

R E B I 74 192.168.1.0/24 & 192.168.2.0/24(lt &6 Al - BEEPHEBRMKNEAVTER S - SEREIE Save R -
New VPN Site

Remote Site Encryption Advanced

Remote Site Encryption Domain

Encryption domain: Define remote network topology manually v
4% New T Remove " Select...
Object Name IP Addresses
CP_LAN &% 192.168.1.0/255.255.255.0

CP_LAN3 & 192.168.2.0/255.255.255.0 v

Exclude networks...

HIBEI% Apply STAL °
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ﬁll
it

2. SSLVPN

i. SSL-VPN 2 EL B2

v Remote Access Remote Access VPN Control (@)

@ g
Blade Control

Home V' Log traffic from Remote Access users
Remote Access Users

Connected Remote Users Require users to confirm their identity using Two-Factor Authentication | Configure...

Iél‘L-_;I

Authentication Servers O The Remote Access VPN scheduler is not configured | Configure...

Device
L2 Access is not allowed/blocked for specific objects | Configure...
Advanced
& - Site to Site )
Access Remote Access VPN users can connect via:
Policy Blade Control . q
) s Check Point VPN clients
VPN Sites Connecting laptops/desktops with Check Point's VPN client software | How to connect...
Communi . .
| Joreat Y (5) Mobile client
revention v
VPN Tunnels Enable Remote Access VPN mobile clients to connect via Check Point Mobile VPN client | How to connect...
heivd Advanced ; 6 SSL VPN | Manage SSL VPN Bookmarks | Certificate authentication...
VPN . Enable Remote Access VPN clients to connect via SSL VPN | How to connect...
~ Certificates
Trusted CAs @ Windows VPN client
g& Enable Remote Access VPN clients to connect via native VPN client (L2TP) | How to connect...
Installed Certificates
Users and
Objects

Internal Certificate

8

=

B A CheckPoint BiXi&#E - IRAZINEEMAIELEE VPN - B E Remote Access > Blade Control & & - 78 Remote Access THEE#EEIE On BLAH - %

VPN Remote Access users can connect via: J& N SSL VPN I8+ 4 »

~ Remote Access Remote Access Users

@ Blade Control Configure Remote Access permissions for users and groups

Home

Remote Access Users
No authentication servers are defined. Add Active Directory / RADIUS server
Connected Remote Users

Ll
Device Authentication Servers + Add v £ Edit Permissions
Advanced X
= Name Remote Access VPN Policy Comments
~ Site to Site .
Access .
Policy Blade Control No Remote Access users were configured
v
VPN Sites
Threat Community
Prevention
VPN Tunnels
hvivd Advanced
U ~ Certificates
Trusted CAs
[y
Installed Certificates
Users and
Objects

Internal Certificate

2| Remote Access Users &~ - 58 Add A VPN EERZE -
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New Local User

Remote Access SSL VPN Bookmarks

Name: user01

Password: &
L Medium

Confirm password: =

Email:

Phone number: E=.

Comments:

Temporary user
Remote Access permissions
Use Office Mode static IP address

Override global settings

B A ZEHILAY VPN 5 BEIRSEZES - W 2JHY Remote Access permissions 52 &R Apply #&5R °

) SSL-VPN HFRIREA

&« G A7z w2027 R

Check Point

SOFTWARE TEGHNOLOGIES LTD

SSL Network Extender

Check Point SSL Network Extender requires the download of an ActiveX / Java control to your browser.
The entire process will take approximately 1 minute, depending on your connection speed.

If a security box appears, you must click Yes to approve the security certificate to initiate the download of
the required ActiveX / Java control

Check Point SSL Network Extender will be displayed upon the completion of the ActiveX / Java control
download and automatic installation.

[3 SSL Network Bxtender Login - EA - Microsoft Ed.  — O X ‘

A FTE2 | hups//210.24: |/extender.htmi A &b

SSL Network Extender

Please enter your user name and password

Click for using SecurlD

FHEBIESR L - BA VPN Site B9 https://(IP {IZ4E) - SWAEBLRE PEAEREZR VPN IRSFEREEIZ OK 5T -
ERIHUERE - BLGrorhiRETEESR
FEIRE IR RS 443 - BRI DR

o \nnU

)i

63



Date and Time a

Advanced Settings

Q DDNS and Device Access i .
Manage very advanced settings of the device
Home Tools
~ Advanced Routing Changing these advanced settings can be harmful to the stability, security and performance of the appliance

II-!-II

BGP .
e ¢ Edit (D Restore Defaults 443 f

PIM

Attribute Name Type Value Description

E OSPF
Access Inbound Route Filters Remote Access VPN - Remote Access port port 443 Select the port used by the SSL VPN Network extender portal ...
Palicy

Route Redistribution
Remote Access VPN - Reserve port 443 for port ... bool false Reserving port 443 for port forwarding (port 443 will not be u...

Routing Options
Threat
‘revention Routing Table

- Certificates

Installed Certificates
VPN
Internal Certificate
ES - Advanced
Jsers and . —
Objects High Availability
@ Advanced Settings
v v
@ Internet disconnected O Uptime: 0h:13m:39s 4 Update pending @ 02:20PM

2438 B THEEM DEVICE > Advanced Setting - 32Z] VPN Remote Access — Remote Access port & 243 Edit

Remote Access VPN

Select the port used by the SSL VPN Network extender
portal and to which the Remote Access clients connect

Remote Access port: 11443

Reserve port 443 for port forwarding

Restore Defaults

£ Remote Access Port T8 A E L ESRE - W2 Save FEAK,
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Check Point Remote VPN 5% 7E

i. Check Point VPN %7€

<
¥ RemoterAccess: Remote Access VPN Control

@ Blade Control
Home

Remote Access Users @ Oon Remote Access
Tl Connected Remote Users © No local users and groups  are defined with Remote Access VPN permissions
Beice Authentication Servers Off It is recommended to configure DDNS or static IPv4 Internet connection

Advanced v Allow traffic from Remote Access users

v Site to Site V' Log traffic from Remote Access users
Access
Relicy Blade Control Require users to confirm their identity using Two-Factor Authentication | Configure...
VYPNisites O The Remote Access VPN scheduler is not configured | Configure...
Threat Community (2 Access is not allowed/blocked for specific objects | Configure...
Prevention

VPN Tunnels
%W Aavariced Remote Access VPN users can connect via:
VPN - Certificates o W Check Point VPN clients

Connecting laptops/desktops with Check Point's VPN client software | How to connect...

C\ Trusted CAs
=8 VIGBITE clent

Installed Certificates v ) ’ ’ :

Users and Enable Remote Access VPN mobile clients to connect via Check Point Mobile VPN client | How to connect...

Objects sen
Internal Certificate

A CheckPoint BiX &% - IR EINEERMIEL2E VPN - FBE Remote Access > Blade Control J& I~ + #& Remote Access TAEEIE On BXA - B8 VPN

Remote Access users can connect via: J& B Check Point VPN clients 28] 4 -

i. Check Point VPN Z B I#:%E

d
0 CHECK POINT PRODUCTS SOLUTIONS SUPPORT & SERVICES PARTNERS RESOURCES Q@

Windows and Mac Android and i0S

Remote Access Client for
Windows and Mac

« VPN Client
* VPN Auto-Connect
« Multi-Factor Authentication Support

« Secure Hotspot Registration

« Compliance Scanning

« Central Management

VIEW DATASHEET
Remote Access for Windows DOWNLOAD
(Windows 7.8.1, 10 and 11]

2 https://www.checkpoint.com/quantum/remote-access-vpn/#downloads FFI¥EE PRIHEE MM N EH - 245 DOWNLOAD #E A -
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[ ]
6 CHECK POINT PRODUCTS SOLUTION SUPPORT & SERVICES PARTNERS RESOURCES

Support Center > Search Results » Download Details

Search Support Center Q

Download Details

EB6.50 Check Point Remote Access VPN Clients for Windows

Details
File Name E86.50_CheckPaintVPN.msi
Product Check Point Mobile, SecuRemote, Endpoint Security VPN
Version EB86
Minor Versien EB86.50
[ Windows
Build Number

Show more details v

Having problems downloading the file? Click here for help

Download Agreement

PLEASE READ THIS AGREEMENT CAREFULLY.
BY CLICKING ON THE "DOWNLOAD" BUTTON, YOU EXPRESSLY AGREE TO BE BOUND BY THE TERMS AND CONDITIONS OF THIS DOWNLOAD AGREEMENT.

This Software Downlosd Agreement “Agreement”) is between you lsither as on individual or companyl and S

Check Point Software Technelegies Ltd. ["Check Peint”), for the software and decumentation provided by

this Agreement [“Software”]

.

HEANBHEBHINERPLAIEMER Download F&; Checkpoint Remote VPN FEFRRZT -

ﬂ Check Point VPN Installation \Wizard — *

Welcome to Check Point VPN Installation Wizard

Installation Wizard will install Check Point VPN on your
computer. To continue, click Mext.

e' CHECK POINT"

Back [ Next || cancel |

HE N HHIEZE A Check Point VPN Installation Wizard - M35 Next #EA T —2 -
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ﬁ Check Point VPN Installation Wizard — X

Client Products

. -
Choose a product to install 0 CHECK POINT

(®) Endpoint Security VPN
Enterprise Grade Remote Access Client, including basic Endpoint
Security Features (Recommended for SecureClient replacement).

(_) Check Point Mobile
Enterprize Grade Remote Access Client.

(C) SsecuRemote
Basic Remote Access Client.

| Back | mew || cancsl

#EE Endpoint Security VPN 1/3% Next ~—2 -

ﬂ Check Point VPN Installation Wizard — X

License Agreement

Please read the following license agreement carefully.

Software License Agreement & Limited Hardware Warranty "
Check Point Software Technologies Ltd.

PART | - SOFTWARE LICENSE AGREEMENT

This License Agreement (the “Agreement”) is an agreement between you (both
the individual installing the Product and any legal entity on whose behalf such
individual is acting) (hereinafter You™ or “Your”) and Check Point Software
Technologies Ltd. (hereinafter *Check Point”).

I @ | accept the terms in the license agreement I

(_) I do not accept the terms in the license agreement

| Back [ mex || cance |

FERE RS FIBHATE A2 | accept the terms in the license agreement 734 Next ~—25 -

‘ﬂ Check Paint VPN Installation \Wizard — x

Destination Folder °
Click Next to install, or click Change to install to a different folder e' CHECK POINT"

Connect\

G Inztall Check Point VPN to:
C:\Program Files (x86)\CheckPointEndpoint Security\Endpoint

Back Inztall Cancel
NRFBEEIRTEE 5% - 1% Change B - WIABEFEER Install FHILFHLETH -
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& Site Wizard x

Welcome to the Site Wizard

The wizard will guide won throngh the confizguration of
a new site for the VPN client.

Back Mext Caneel Help

ST & ¥R Site Wizard EUD /T - 25 Next F—25 »

& Site Wizard X
Welcome to the Site Wizard ._:‘
)
A site iz pour gateway to network. rezources. —
To continue, fill in the required information and click next.
Berver address or Name: |QID.Z43-
[ Display name: 202
Back Next Cancel Help
B A B XGERIEIIN IP - M FE Next R T — -
A Site Wizard ®
Y
Resolving Site Name .,.__L"
t
—

Please wait while the 3ite Name 1z bemng resnlved

Thiz may take several minutes, depend ing on the speed of wour network commection.

Back Hext Canecel Help

7y

EHRETHIEFR Next ERF—% -
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@ Check Point Endpaint Security — O =

Endpoint Security E;‘;h

Site: 210.242191 65 v
Tlead-VEN
—— %

FPlease provide a nzer name and pazsword to anthenticate

TUsername: |kevi.n |

Passwond: | |

Connect Caneel | | Help

Selected Login Option: VPN Client

EARIEZE Site A9 VPN BURE - BEEEAREARAY VPN Site °

@ Check Point Endpoint Security — [m| X

Endpoint Security

Site: POBZE] | -|

Pleass provide a user name and password fo anthenticate

Username: ‘kevi.n |

Password: [essesses |

ot | [ Ho ]

Selected Login Optinn: VPN Client

& A\ B1TRER Username DUK Password - 52k EL Connect 1847
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L2TP VPN ERX7E

i. L2TP VPN E%%E

@ ~ Remote Access Remote Access VPN Control
Hams Blade Control
Remote Access Users
Iopst] @ on Remote Access
Connected Remote Users @ No local users and groups  are defined with Remote Access VPN permissions
Davice
Authentication Servers off It is recommended to configure DDN5  or static IPv4 Internet  connection
E Advanced + Allow traffic from Remote Access users
Ac
p;T:: ~ Site fo Site + Log traffic from Remote Access users
Blade Control Require users to confirm their identity using Two-Factor Authentication | Configure...
Threst VPN Sites 0 The Remote Access VPN scheduler is not configured | Configure...
Prevention Community L& Access is not allowed/blocked for specific objects | Configure...
W VPN Tunnels
Remote Access VPN users can connect via:
VPN Advanced
+ Certificates e Check Point VPN clients
ES Connecting laptops/desktops with Check Point's VPN client software | How to connect...
Trusted CAs
bzers ang . Mobile client
Objects Installed Certificates v ) . . . .
Enable Remote Access VPN mobile clients to connect via Check Point Mobile VPN cdlient | How to connect...
Internal Certificate
& &y SSLVPN
Logs and Enable Remote Access VPN clients to connect via SSL VPN | How to connect...
Manitoring

Q Windows VPN client

Enable Remote Access VPN clients to connect via native VPN client (L2TP) | How to connect...

B A CheckPoint [ XiEE - IRAEINEERMUENE VPN - F3 2] Remote Access > Blade Control J&& & - #% Remote Access THAEEEE On BRI - FB48 VPN

Remote Access users can connect via: J& B Windows VPN Client 3£I8F] 24 -

Windows VPN Client} L2Tp pre-shared key

Enable VPN remote access clients to connect via native VPN client (L2TP) | How to connect...

Windows VPN Client (L2TP) Settings

-
L2TP pre-shared key \ abc12345
p

REHZTE abc12345(IEREH - FEFPIRERARHEA) - FEREZ OK 43R -
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i, L2TP VPN EFIR&RE

VPN

B8 VPN 25

i1
searat SR L1 VPN
BIEL
55 VPN
BIEL

% Windows 9 VPN o - BHEERTIE VPN SEAR -
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18 VPN #E#43
VPN 2t

Windows (F1E)

CP_L2TP

Gk et = ik

210243

VPN H#

ERAESE (EENE)

kevin

BiE (EE

[ stzmzAEA

B A VPN Site ZAR 2 ~ IP LA ~ KB EREMNHAER: abc12345(l R 86 - BEEPKRERINRTA) - EREZEREN - W% veN A5EE

L2TP/IPsec(fE MRS H A ER) - RETBILRHST -

Hig VPN Eig

oge TP

RESLRIHRA

MEABEEN N EFER -

72



3 CPLITPAE

X
—& EE -#Ej‘ﬁ: H=H
VPN EE
{EH IPsec HEZEFEERRBE (L2TP/IPSec) ~

EEREES)
ERME(D):
S[EZRENE EMERAMENEES) o
EE
O EECEEHBEERET EAPIE

M ENENEE PAP)(U)
[#] Challenge Handshake 232 EH1EE (CHAPIH)
Microsoft CHAP Version 2 (MS-CHAP v2)

E‘;Eﬁﬁ'ﬁ"\.ﬂndowsﬁ AEBREE (REE 4
EME)

Am

NL2 W WELHFELEBENABTE - WK T RINZERIZEE(PAP)(U)
Q)R ABIZEE -

Challenge Handshake 578 85 17 X2 (CHAP)(H) ~ Microsoft CHAP Version2(MS-CHAP

¥iiE VPN =g
ST SRS

TR
Wi-Fi

Gl

EREEE

= SuETETEMEER LR VPN

® R
BERAE VPN
® BEE

[B1Z] VPN P - BhESER BRI CEFEN R EMINEELL L2TP VPN ©
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M
\

+I11tl
F-IJ
%"
Il
I
LT
="

1 AREE EEFPUERARAEES/ANSH/IRFERERERERE )

i REBERIFAREER

AREBILIRE] VPN R EH AR FTP EE#R%I T & 10Mbps /£ SMbps
Bl IMbps = 1024Kbps f#&t&

FATEETERER : 10,240 kbps

FEE LERER 5120 kbps

Add Rule: Outgoing Internet Access
Name Sources Destinations Applications and Services Action Log

VPN @ LAN networ... X + @ Internet + & FTP Protocol * + @ Accept B Log

Apply only during this time:

Limit download traffic of applications to: 10240 Kbps

Limit upload traffic of applications to: 5120 Kbps

Cancel Save

#| ACCESS POLICY > Policy - 248 New 3RFZ—1&H7%E Rate Limiting F9#88I - # Limit download traffic of application to & Limit upload
traffic of applications to ¥ - {7 Limit download traffic of application to #BRIZE#&EIA 10240 + 7 Limit upload traffic of application to &
ZEREEA 5120 - SCRERLEE Apply -

Firewall Access Policy

¥ Qutgoing Internet Access

&% New v £ Edit 1 Delete i More Q 3rules
No. Name Hits (30 days) Sources Destinations Applications and Services Action Log Comment
a
Manual Rules
S| VPN 0 (0%) % Remote Access VPN @ LAN networks < FTP Protocol @ Accept g Leg

Auto Generated Rules
Standard default policy is

2 Undesired_App... 0 (0%) * Any @ Internet 89 Undesired applicatio... @ Block B Log configured in Firewall blade
control page
Standard default policy is

3 Cleanup_Rule 0 (0%) * Any @ Internet * Any @ Accept None configured in Firewall blade
control page

SERLEM EE -
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i, &k IP (per-ip) fESEEEIE

A EHIURSIAERRIE IP: 192.168.1.125 £ Youtube KR E BRI T &} 5SMBps / L& SMBps -

B IMbps = 1024Kbps #EE
AEETERENS : 42,949 kbps
FEE LERER : 42,949 kbps
Add Rule: Outgoing Internet Access
Name Sources Destinations

o1 2 1P-192.168.1.1... X - @D Internet

Apply only during this time:
Limit download traffic of applications to: 42949 Kbps

Limit upload traffic of applications to: 42949 Kbps

Applications and Services

YouTube *

Action Log

@ Accept & Log

Can(e‘ m

Fl) ACCESS POLICY > Policy - 258 New 2R¥13E— 1% E A Rate Limiting B98I - B5%E Source B A 192.168.1.125 - FHE4#E Application/Service & A Youtube

WIEIEZ M - 24145 Limit download traffic of application to /& Limit upload traffic of applications to ¥]2J - M #E Limit download traffic of application to &

ROZEAE B A 42949 ~ 1R Limit upload traffic of application to & RIZEAEE A 42949 - Sl B ELEE Apply °
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FLTE 2MEMNRE

1. B &AHE

FRUZIERE - 8 https://ip address:4434 - & A Quantum Spark 2530 &2

~ Network System Operations
@ Internet Manage your firmware version and backup your appliance
Home
Local Network =
[ Default Settings Restore factory default settings but keep the current firmware version
Iégl Hotspot )
Device MAC Filtering J Factory Defaults Revert to the factory default image and settings.
h “ The factory firmware version is R81.10.15 (996003749)
DNS
=2 Proxy .
Access v Firmware Upgrade
Policy v System
The current firmware version is R81.10.15 (996003749)
System Operations < R 4 :
Could not connect to Check Point Upgrade Service. Check Internet connection | Try again
Threat Administrators Configure autamaticungrades
Prevention
Administrator Access ‘ Manual Upgrade R
W Device Details
T Date and Time “ Backup and Restore System Settings
DDNS and Device Access . . .
Cg Periodic backup is OFF | Settings...
Tools )
uisessand \ Create Backup File | Restore
Objects \ J \

v Advanced Routing

2% DEVICE — Manual Upgarde
Firmware Upgrade Wizard
Welcome to the Quantum Spark 1500 Appliance Upgrade Wizard
The Quantum Spark 1500 Appliance Upgrade Wizard helps you upgrade the

appliance to the latest software.

You can download the latest software from the Check Point Download Center.

Cancel < Back

243 Check Point Download Center
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EEFERRE

& CHECK POINT

PRODUCTS SOLUTION SUPPORT & SERVICES PARTNERS
Suppert Center > Downloads & Documentation - Guanturn > 1500
Search Support Center Q
Home Downloads Documents
1921
All Shawing 110 20 of 53 entries
1500

1. Check Point 1500 Appliance package R80.20.01 build 992000872 for RB0 SmartUpdate

r

Check Paint 1500 Appliance package R80.20.01 build $920008%9 for RB0 SmartUpdate
All

R80 [FOL)

Check Paint 1500 Appliance package R80.20.02 build 992000934 for RB0.20 SmartUpdate

Ll o

Check Point 1500 Appliance package R80.20.05 build $92001134 for RB0.20 SmartUpdate

w

Check Point 1500 Appliance package R80.20.05 build $92001169 for RB0.20 SmartUpdate
All

L

Check Paint 1500 Appliance package R80.20.05 build 792001208 for R80.20 SmartUpdate

Gaia

-

Check Paint 1500 Appliance package R80.20.10 build 92001433 for RBO_20 SmartUpdate
Gaia Embedded

@«

Check Point 1500 Appliance package R80.20.10 build 992001491 for RB0.20 SmartUpdate

0

RESOURCES

Shaw[20 < entris

Contact Us.

Support Center

Blog My Account

Q

262 Download - S5 &5

L ]
6 CHECK POINT PRODUCTS SOLUTION SUPPORT & SERVICES PARTNERS
Support Center » Search Results » Download Details
Search Support Center Q
R81.10.00 Build 996000558 for 1500 Appliances
© My Favorites
Brief Description
R81.10.00 Build 996000528 for 1500 Appliances
Details 7
File Name fwl_ve_dep_RE1_10_00_994000558.img T
Product Quantum Spark Appliances 7
Model 1570R, 1500 Pt
Version k1 7T
Minor Versian RE1.10 JPtde
0s AlL g
A
[ CPISOORAI10..4gz ~ (L Gateway-dD-TFC.zip ~ | [] CPIS00RA0.20..1gs

Contact Us

RESOURCES

Support Center

Blog My Account

Q

~

$H3E Next
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Firmware Upgrade Wizard

Welcome to the Quantum Spark 1500 Appliance Upgrade Wizard

The Quantum Spark 1500 Appliance Upgrade Wizard helps you upgrade the

appliance to the latest software.

You can download the latest software from the Check Point Download Center.

Cancel

BHEE Browe - AMEHNEEE — Upload — Upload finished — Next

TR A B A AR B B2 Next
Firmware Upgrade Wizard

Upload Firmware

Click Browse to locate the firmware file to upload.
Firmware file names end with an .img extension. For example:
fw1_vx_dep_R80_992000668_20.img.

—
Firmware file: Select an image file Browse...
7" )
—
‘ Upload ‘
-
Cancel < Back

S/HEM (M3 DE)
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Upgrading

Performing step 1/2
2%

) Initializing upgrade process

Installing new image

Cancel Help

EHTHME - FEF 300V AFEBHERROEAER — BWARKER

Upgrading

Performing step 2/2

@ Initializing upgrade process
@ Installing new image
Upgrade complete,

Please wait while the appliance reboots. Please do not pull out the power cable.
Appliance will be up in about 246 seconds

@ In the unlikely event that the appliance fails to boot properly,

resetting the power to the appliance will cause it to fully restore your current image.
Once the appliance is up it is recommended to clear the browser's cache.

Download Log Files

| ,9. Username

[+ Pass

Q uantum Spa rk Save username Forgot your password?
Security Appliance

.
@y cHECK POINT

& A Quantum Spark 2530 BE - R ERAER - B
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2. REREORLE

i.  FEREEHED

FARX Quantum Spark 2530 GUI — DEVICE — System — System Operations — Backup and Restore System Settings — Create Backup

File
~ Network System Operations
@ Internet Manage your firmware version and backup your appliance
- Local Network
Factory Defaults Revert to the factory default image and settings.
iyt Hotspot The factory firmware version is R81.10.15 (996003749)
MAC Filtering
DNS ' Firmware Upgrade
B3 Proxy The current firmware version is R81.10.15 (996003749)
Hooess Could not connect to Check Point Upgrade Service. Check Internet connection | Try again
Policy v System
Configure automatic upgrades..
® System Operations
Manual Upgrade
Administrators

Administrator Access
Vv Backup and Restore System Settings
we Device Details

Periodic backup is OFF | Settings..

Date and Time

DDNS and Device Access

Tools

2-1-2 Create Backup — Download Backup — Finished

x Backup Settings
Backup Settings Backup Settings
Backup Settings Use file encryption
Use file encryption Set password:

Set password:

Confirm password:

Confirm passwo
Comment:

Comment:

Backup File Contents

Backup File Contents
V| Backup system settings

v Backup system settings
B - Y, Click the Download button to save the backup file

Cancel I eate Backup l Cancel Download Backup

i. HIEREERN

FRL Quantum Spark 2530 GUI — DEVICE — System — System Operations — Backup and Restore System Settings — Settings
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Network System Operations

Q Internet Manage your firmware version and backup your appliance

Home
Local Network

ot Hotspot » Firmware Upgrade
MAC Filtering
oo The current firmware version is R81.10.15 (996003749)
DNS Could not connect to Check Point Upgrade Service, Check Internet connection | Try again
== Proxy Configure automatic upgrades...
Access
Policy > System Manual Upgrade
@ System Operations
Threat Administrators v Backup and Restore System Settings
Prevention
Administrator Access Periodic backup is OFFI Settings... I
w Device Details Create Backup File Restore
N Date and Time
DDNS and Device Access
[ v IPV6 Settings
Tools
Users and
ovpeay ~ Advanced Routing Enable IPv6 Allow configuring IPv6 addresses in network and policy settings (requires reboot)
=)

Enable scheduled backups - #88 F5IEERETT - {0 FBPIR

File Storage - BWIABMEEIE ( Backup server path )~ Username and password ( Quantum Spark 2530 & AMRSEZ S )

Periodic Backup Settings

Enable scheduled backups |

File Storage
Protocol/Method: SFTP -
Backup server path:

Username:

Password:

File Encryption
Use file encryption
Password:
Confirm:

Show

Crhadiila Darvindic Backin

Cancel Save

Schedule Periodic Backup - k8RB KZZBEHNIGE — Save
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i, LB/ERRERE

FRY Quantum Spark 2530 GUI — DEVICE — System — System Operations — Backup and Restore System Settings — Restore

= Network System Operations

@ Internet Manage your firmware version and backup your appliance
Home

Local Network
t_g Hotspot ~  Firmware Upgrade

MAC Filtering

The current firmware version is R81.10.15 (996003749)

DNs Could not connect to Check Point Upgrade Service. Check Internet connection | Try again
=] Proxy Configure automatic upgrades...
hccess
Policy - System Manual Upgrade
System Operations
Threat Administrators ~ Backup and Restore System Settings

Prevention

Adminiseranor Aocess Periodic backup is OFF | Settings...
w Device Details Create Backup File Restore
v Date and Time

DDNS and Device Access
~ IPv6 Settings
Tools

= Advanced Routing Enable IPve Allow configuring IPv6 addresses in network and policy settings (requires reboot)

2hEE Browse — EEMERNFZREHEME — Upload File — Restore — OK ( B EEER ) REBOOTING ( %45 260 # ) — OK ( SESSION
TIMEOUT ) — OK ( SESSION TIMEOUT ) —REBOOTING ( &7 81 # ) — Quantum Spark 2530 GUI — & A — 5Bk

Restore Settings

Upload Settings File

Browse...

. J

Close Upload File

Settings file: Select a settings file
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1. Fi AP &

iR S IR K

IE\ lélzéls

Zz =J1 ==

= axX AE

FRL Quantum Spark 2530 GUI - HOME — System — PAIR YOUR MOBILE DEVICE

v Overview

@ System

jome

Security Dashboard

E:Ifb”

Cloud Services
License

Site Map

‘

Monitoring

@ Notifications

Generate — Yes ( TSR AFFATEIREERE )

Security Management

<
a © < 10f4 > Configure administrator email address and phone number in Administrators Dismiss
8 Gateway-ID-7FB1C6A8 B verchTower mobileapp @
Model Version MAC address Management License
R81.10.15 Locally o) Trial
Appliance (996003749) managed “ license
@ Internet Internet connections (1) >
==
— FFESE QR Code
CONNECT MOBILE DEVICE

Select administrator:

Connect Mobile Device

Generate a new one-time use QR code to connect the Check Point
WatchTower mobile app with the gateway.

admin

" Generate

Generate a new one-time use QR code to connect the Check Point
WatchTower mobile app with the gateway.

Select administrator: ~ admin g Generate

Scan QR code with Check Point WatchTower
Expires at 15:53

Share the invite link by email or message | Copy to clipboard | Show link
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ERTEEE NH Check Point WatchTower (iOS App Store / Android Google Play ) — FEX Check Point WatchTower TE#E —

Another time

| EEEEEES 09:52

Q. check point watchtower

J=] Check Point

WELCOME!

‘Show Me Around

Another time
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BREAFRUKS - 1RERE - BEEHE — R privacy policy ( REREIF ) — Sign Up — FEEHEFRUWEEREREH (

THEEMRERERY ) — Confirm — BARSE — REZEH — Activate (TH )

<A Store wil 4G
PR-Siont b il PURME 4G 13 7 8 Q) 96% 3

l : Weitomerto Check Point WatchTower Ap...

& ek som
CREATE AN ACCOUNT O

Protect your settings and data
2 ? Check Point WatchTower

Hi

Your new WatchTower account is ready
ts-group%40jlead.com.tw

To continue, from your mobile device, click on
the following link:

Or copy and paste this token:

Sign Up 1175¢794-ecd5-45a2-b384-

Already registered? Log. in

WELCOME!

Log in to your WatchTower account

SET PASSWORD

Forgot your password?

Version 1.52.7 (1)
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FREE A Check Point WatchTower App

WELCOME!

Log in to your WatchTower account

Forgot your password?

Version 1.

Account activated successfully!

Add a gateway by generating a QR code:

1. In the WebUI, go to Device >
Administrators.

2. Click "Mobile Pairing Code" to generate a
QR code.

3. Use this QR code to add your gate:

Add Gateway
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FZ Add Gateway — RHAUIMAR Check Point Quantum Spark 2530 QR Code (1.2 Z4# QR Code ) — #iA Check Point

Quantum Spark 2530 & AIRSEZ " — Connect — Finished

Account activated successfully!

4}

Few more seconds...

Add a gateway by generating a QR code:

1. In the WebUI, go to Device >
Administrators.

2. Click "Mobile Pairing Code" to generate a
QR code.

3. Use this QR code to add your gateway.

Cancel

G 13:05 ¥ @ 98% ¥4

Gateway-ID-7FOCA040-SMP o

The Local
Internet Network

”
Check Point

x Connecting...
1530 Appliance

e Security updates

B2 @ VA

Protected Malware
Devices Events
Cancel

87
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Add Gateway
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2. SMP Portal Z2IREE¥E

51 flt SMP ( Security Management Portal )

FRUSIESS — https://smpl.portal.checkpoint.com/ — New Domain Request

D
&

QUANTUM SPARK
SECURITY MANAGEMENT PORTAL

[ ]
® eneex oo |

Service Domain Name ( #i A7/2S] Domain ) — Domain’ s Goal ( #iZfFERBM ) — County ( E#EZEEBZK ) — Expected number of Gateways
(BAMEEBKIBEE )

e e ey %

Service Domain Name: | l -
Service Domain Name: jlead.com.tw
Domain's Goal: Select a domain goal v
Domain's Goal: Select a domain goal v
Country. Select a country hd Select a domain goal
Country: Demo/Poc
Expected number of Gateways: Production
Expected number of Gateways: Other

Service Domain Administrator:
Service Domain Administrator:
First Name:

First Name:
Last Name:
Last Name:
Email:
Email:
User Center Account:
User Center Account:

Prerequisites for New Service Domain
Prerequisites for New Service Domain
BRFEHWEA ~
reCAPTCHA 5
FETARE - 531 reCAPTCHA
R . h
+ Finish x Cancel + Finish x Cancel

\ 4
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NEW SERVICE DOMAIN REQUEST

-

Service Domain Name:
Domain's Goal: Select a domain goal v

Country: Select a country v

Expected number of Gateways:

Service Domain Administrator:
First Name:
Last Name:
Email:

User Center Account:

Prerequisites for New Service Domain

™

reCAPTCHA
R -

BAEWEA

+ Finish x Cancel

Service Domain Administrator — First Name — Last Name —

User Center Account ( UC ID &E#FEELR

NEW SERVICE DOMAIN REQUEST

-

Service Domain Name:
Domain's Goal: Select a domain goal v
Country: Select a country v

Expected number of Gateways:

Service Domain Administrator:

First Name:

Last Name:

Email:

User Center Account:

Prerequisites for New Service Domain

™

reCAPTCHA
AR - 58

BAEWEA

+ Finish x Cancel

215216 8)

NEW SERVICE DOMAIN REQUEST

Service Domain Name:
Domain's Goal:
Country:

Expected number of Gateways:

First Name:
Last Name:
Email:

User Center Account:

Service Domain Administrator:

Prereq

ef

jlead.com.tw

Select a domain goal W

Tuvalu b

Sudan -
Suriname

Svalbard and Jan Mayen

Sweden

Switzerland

Syrian Arab Republic

Tajikistan

Tanzania, United Republic of

Thailand

Timor-Leste

Togo

Tokelau

Tonga

Trinidad and Tobago

Tunisia

Turkey

Turkmenistan

Turks and Caicos Islands

Tuvalu -

) ) ‘

Email ( Z#EMATEYMBERREZ Email 855 ) —

FRGIMAINESH — 24E Direct URL — &A Domain ( EfFEFERAEE ) - User Name * Password — Login ( 5EREA )
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SMP Domain Creation Template - POC [ ref:_00D2090X._500672eVPVM:ref ]

Check Point Support <support@checkpoint.com>
¥# [ETS-Group

Thank you for contacting Check Point Support.
My name is Itay and this case has been assigned to my care.

Following your request, a new SMP domain was opened with the following details:

* Domain Purpose: Demo / POC
Service Domain
Admin User:
Password

v

[ #

QUANTUM SPARK
SECURITY MANAGEMENT PORTAL Save user hame AN

New Domain Request
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FRUSIESS - 8 https://accounts.checkpoint.com/ - B AMRSRZIZTE A

L J
& cHECK POINT

Sign In

To continue to User Center/PartnerMAP

User Name [Email)

Password

Forgot Your Password?

New Customer? Sign Up Now

91



25 MY CHECK POINT — My Accounts - BIoJ&Z|ASIFE UC ID

€ 3 C @& usercentercheckpointcom/usercenter/portalfmedia-type/html/role/usercenterUser/page/default psmi/js_pane/Mylnfold.MyProfileldSubt/ % % O &

@ Check Point Contact Us  Support Center Blog Welcome Sign Out
ec i

G PartnerMap  saesakNOWLEDGE  MARKETING  CUSTOMER ACQUISITIONS

My Accounts My —-=os My Partner Profile
Product Genter === My Profile Partner Dashboard

4’_—— My Certifications Partner Courses
Track Orders (ED My Subscriptions

Notifications

Tools

Accounts, Products and Orders
Sync License Information Teol

Download Contract File

® CheckPoint Contact Us  Support Center Blog  Welcome | Sign Out
1l

e Partner"ap SALES & KNOWLEDGE  MARKETING  CUSTOMER ACQUISITIONS ~ SUPPORT MY CHECK POINT Q
My UC Accounts

a e ® v =
Showing 2 of 2 Accounts | Active Filters: ~ Only Active Accounts €3 —__,—"”/_

[ Company Name Account NETS’,— - ’C:As’t;m;r Name ™ Country # of Products Renewal Date Authorization

~ INFORMATION 1] ”_,—/"’x

G INFORMATION ) INFORMATION Taiwan 27 31-Jul-2023 Administrator
w UC Accounts not attached to any customer (1)
[ XXXXXXX Information Co... Taiwan 0 Administratar

SMP ( Security Management Portal ) #1% Quantum Spark 2530

FRUZIZERE — https://smpl.portal.checkpoint.com/login — &jA Doamin * User name and Password & A

‘ _
& 2

QUANTUM SPARK
SECURITY MANAGEMENT PORTAI Save user name S

New Domain Request \

[ ]
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A Plans &% ( RGTETIfE ) — Next — Next — Finsh

#h#E HOME — Plans — New

' Q Refresh

o

@ Delete  To Excel
Name

Foli 4 0 of 0 Results
Firewall AppsandURL IPS Traditional Anti-Virus  Anti-Sp:

Qos

Remote Access Site to Site

Communities
Service Domain
settings

No items found
Roles

Custom Images

way

System Logs
Activity Logs

A Cyber Views

(2]

User Awarg

CREATE NEW PLAN x

Name

CREATE NEW PLAN

SMP-demo-Qs-1530|
Description

manager from cloud

Supply the following services:

v Store gateway logs
v Send periodic reports
\
v Firmware upgrades
\
v Dynamic DNS
v

Send cloud naotifications
\

Periodic backup can be configured after the Plan is created.
\

% Cancel

@ Back X Cancel

CREATE NEW PLAN

Activate the following Security Software Blades:
v Firewall

v Application Control and URL Filtering
v IPS

v Traditional Anti-Virus

v Anti-Spam

Hten Qasren BOsme oG

Qus

v Remote Access VPN
v Site to Site VPN

v User Awareness

v Anti-Virus

v Anti-Bot

By default, Security Software Blades are remotely managed.
Changing this configuration is possible only after the plan is created.

@ Back V|

Cancel
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252 HOME — Gateways — New

- C Refresh | Delete  Actions -

0 of 0 Results

Name Description Human Readable Address Access Gateway MAC Address License

Communities

>

SERETTER No items found
Setlings
Roles

Custom Images

Logs

Gateway Logs

System Logs

Activity Logs

Views

Gateway:

0 Connect

E1Z Type — Name ( BRI &ME
&)

HRHEME ) - Finsh — & Activation key A ( Quantum Spark 2530 join SMP %7

>

Settings

Roles

Custom Images
Logs

Gateway Logs
System Logs
Activity Logs

Views

B Logs
® pevice Settings

)Ml Security Sofu
Blades
@ services

vare

VPN
& setup

B cuiscripts

Type small Office Appliance
Name Q5-1530-demo wGenerate
Description
v
\
v Managed by SMP )
\
° \
Plan SMP-demo-Q5-1530 M
Registration key CF7PcSQY EgGenerate
\
\
v
Owner ID Y Search.. 4 New.
\
\
\
\
\
\
\
\
\
\
\
v
v
v Finish x Cancel
Q p
< & Gateway Edit
A Home
QS-1530-demo
Overview
Map pel Description
Gateways Enabled
® General
5 Gateway type
Plans 9 Location vay ty
Users & owner Reported Firmware
Communities D Status
@ internet Monitoring @ wanaged by sme
A Service Domain

plan®

°

MAC address

Last connected IP address

Registration key®

manager from cloud

©

Small Office Appliance

SMP-demo-Q5-1530

Remote management

CF7PcSQY

B Access Gateway

ChangePlan >Go

¥

i Delete Gateway

Actions ~

Activation key

smp-beta.checkpoint.com&QS-1530-demojlead_com_twa&CF7P

&

Cancel

December 10:




& A Quantum Spark 2530 — HOME — Cloud Services — Manage with Spark Management

Q ~ Overview Cloud Services
bl System Configure a Cloud Services provider that can handle your security policy and supply a variety of services
. Security Dashboard
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