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2. Quantum Spark 2530

1. - A

2. - 12 A
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Check Point Quantum Spark 2530,
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A Java
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TCP/IP ( 4.1. ).
4-1.
J
4-1-1. Windows 10
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U ( ) WebUI

1

Quantum Spark 2550 Appliance Wizard @ English | %38 | BEFY | By

ey

Welcome to the Quantum Spark 2550 Appliance
First Time Configuration Wizard

You are just a few steps away from using your new Quantum Spark 2550 Appliance!
R82.00.00 (998000445)

Fetch settings from Zero Touch

A

WebUI U]

p~

U] . admin_
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[ ]
Authentication Details & CHECK POINT

Change the default administrator name and set the password:

Administrator name: admin

Password stiength:
Password: ITTTTTTTIITS —— ]
Confirm password:

Enforce password complexity on administrators

Itis strongly recommended to use both uppercase and lowercase characters
as well as one of the following characters in the password: |@#$%"&*()-_=+:;

Enforce the password history mechanism

Email: Field is recommended

Phone number: Field is recommended i ]

v Help us improve product experience by sending data to Check Point.

v Help us improve product stability by getting critical updates from Check Point.

Step 1 0f 9 | Authenticatior < Back

V] A

A ) A

A

WebUI >
V] A A
0 A A
V] A A
NTP U] NTP P . ntp.checkpoint.com

23

Quit
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NTP U NTP IP ntp2.checkpoint.com

Appliance Date and Time Settings G.cnscx POINT

Set time manually

Date: Monday, December 15, 2025 &

Time: 10 : 13 AM ¥

Time zone: (GMT+08:00) Krasnoyarsk v
@ Use Network Time Protocol (NTP)

First NTP server: ntp.checkpoint.com

Second NTP server: ntp2.checkpoint.com

Time zone: (GMT+08:00) Krasnoyarsk -

Step 2 of 9 | Date and Time Settings < Back Quit

A
A ( )
DNS A .
/
A
Security Policy Management G.cuscx POINT

Choose how to manage security settings
® Local management
E o | want to manage the security policy of the device
using the local web application

Central management

[ ] | am using a Management Server that will manage this device

Step 4 of 9 | Security Policy Management < Back Quit

24



(Central)U

(Local)U
WebUI
A
A
1.
2.
3
IPU (
DHCPU
PPPoE
A
P
PPTRU
L2TPU
A
0
DNS ( IP

PPPOE PPTP L2TP

A

p-

p

SmartConsole

(Dynamic Host Configuration Protocol, DHCP)

PPPYJ

(PPTP)

(L2TP)

(PPP)

DSL . ISP ISP

PPTP TCP GRE

(VPN)

DNS DHCP.

WebUI

25

(ISP)

DSL

PPP

>DNS

p~



DNS A
Check Point

* 5-2-1.

Internet Connection

® Configure Internet connection now

Type: DHCP

Use connection as VLAN

Configure Internet connection later

Step50f 9 | Internet Connection

ISP 0
ISP
A
A LAN
P A P A
, LAN U LAN
LAN1,
, V]
. P U P
, 0
DHCP V]

A DHCP

DNS

b

b

26

A

& CHECK POINT

Quit

¢
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U] DHCP P

p-

[e=]

Local Network

LAN Settings

v| Enable switch on LAN ports

Network name: LAN Switch

IP address: 192.168.1.1

Subnet mask: 255.255.255.0
DHCP Settings

DHCP Server: Enabled A4

DHCP range: 192.168.1.1

Exclusion range: not mandatory

Step60of9 | LAN

A
A
o
1 V]
LANU
, U
VPNU VPN
. 0 (
2 P A IP
, IP
P 0
IP

Enable Switch on LAN ports A LAN1

IP DHCP P

P 1.1.1.1A 1111 A P

p-

L ]
& CHECK POINT
LAN switch

1—2— 3 —4—5 WaN

Traffic between LAN ports is not
inspected

| OC1T1] O3
192.168.1.254

not mandatory

27



Administrator Access

Select the sources from which to allow administrator access:

v LAN v VPN Internet

Access from the above sources is allowed from

Specified IP addresses only

® Specified IP addresses from the Internet
and any IP address from other sources

2% New [i] Delete

No items found

Step 7 of 9 | Administrator Access < Back

28

L ]
& CHECK POINT

Quit
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=

Software Blades Activation

¢

Check Point

Select the Software Blades you wish to activate

Access Control

v E3 v ¥ v B8 v v & v ¥
Firewall SD-WAN Applications User Remote Site to Site
& URL Awareness Access VPN
Filtering

VPN

Threat Prevention

v v

b v & v ® v ™M v ik

Intrusion Anti-Virus Anti-Bot Threat Anti-Spam loT
Prevention Emulation
(IPS)

b~

& cHECK POINT

@ Blocks attacks on your organization and provides coverage for clients, servers, OS and other
vulnerabilities, malware/worm infections and more.

Step 9 of 9 | Software Blades Activation

The First Time Configuration Wizard has completed

Administrator name:
System time:
Appliance name:
Appliance version:

Internet:
License:

Local network:

Security policy mode:

Active Software Blades:

admin

Monday, December 15, 2025 03:21 AM
Gateway-ID-7FB1CBAS (1500 Appliance)
R81.10.15 (996003749)

Not connected

Q Trial

192.168.1.1 / 255.255.255.0
DHCP server is enabled

Locally managed
Firewall, Application Control, URL Filtering, User Awareness, Remote

Access, Site to Site VPN, Intrusion Prevention (IPS), Anti-Virus, Anti-Bot,
Threat Emulation, Anti-Spam, SD-WAN, loT

Finish A

IPA

¢

29

Quit

b4



3 Lt
"connection type "A Static P A IP
P / U 10.10.150.99/255.255.255.0 A
Default gateway 10.10.150.254 ( A )

DNS 8.8.8.8
"Apply "

X
Edit Internet Connection
Configuration Connection Monitoring Advanced
. . -
v Internet Configuration
Name: Internet1
Interface: WAN -
Type: Static IP v
IP address: 10.10.150.99
Subnet mask: 255.255.255.0
Default gateway: 10.10.150.254
Use connection as VLAN
~  DNS Server Settings
- ™
First DNS server: | 8.8.8.8
Second DNS server: Field is not mandatory v

4

>

Cancel Save

30



3 Lt

PPPOE A

DHCP

Edit Internet Connection

Configuration Connection Monitoring

~ Internet Configuration

Name:

Interface:

Type:

ISP login username:

ISP login password:

Use connection as VLAN

ottt290

Connection type

Advanced

Internet1

WAN

PPPOE

Show

IP

A

A

ISP

Cancel Save

31



551/t

DHCP A Connection type DHCPA

b

DHCP IP ISP

Edit Internet Connection

Configuration Connection Monitoring Advanced

~ Internet Configuration

Name: Internet1
Interface: WAN -
Type: DHCP -

Use connection as VLAN

Cancel Save

32



H D

CheckPoint 2530 A "DEVICE -> "Local Network " -> LAN1  "Edit"A
= Network Local Network
@ Internet Configure and manage local interfaces, switches, bridges, bonds and VLANs
reme Local Network
IC“I%‘ Hotspot 45 New Edit Delete Enable Display: Networks >/
Device MAC Filtering
Name Local IPv4 Address Subnet Mask
DNS
=5 Proxy ¥ (5 LANT Switch 192.168.1.1 255.255.255.0
Access
Policy ~ System
@ AN
System Operations
Threat Administrators @ LAN2
Prevention
Administrator Access
@ LAN3
w Device Details
VBN Date and Time © LAN4
DDNS and Device Access
Le
= ® LANS
Users and Tools
Oblects ~ Advanced Routing
5l BGP
A IP ( U 192.168.1.99/255.255.255.0 )
DHCP IP A DHCP Server A
IP:192.168.1.110-192.168.1.210 ( A )
Configuration Advanced DHCPv4 Settings
Interface Configuration ~
Assigned to: Separate network -
Local IPv4 address: 192.168.1.1
Subnet mask: 255.255.255.0
Use hotspot when connecting to network
DHCPv4 Server ~
® Enabled
IP address range: 192.168.1.110 - 192.168.1.210
The device IP address is automatically excluded from the DHCP range
IP addresses exclude range:
Relay
Disabled
DHCPV4 setting A Auto -Use the DNS configuration of the device
A " "A
A IP IP ( U 192.168.1.99)

U https://192.168.1.254)

33

Type to filter Q

Status

© 1 Gbps/Full dup...
& cCabledisconne...
& Cable disconne...
& Cable disconne...

& Cable disconne...

CheckPoint 2530

(



Configuration Advanced DHCPv4 Settings
DNS Server Settings (For DHCPv4)
® Auto - use the DNS configuration of the device
Use the following IP addresses

First D

Third

Default Gateway

®) Use this gateway's IP address as the default gateway

Use the following IP address:

WINS

® Use the WINS servers configured for the internet connection

Use the following WINS servers:

First:

oo

¢

221
(PPPOEA

DHCP A 223

222

34




) Lt

CheckPoint 2530A

Manage one or more Internet connections

Status: Cable disconnected
WAN cable is disconnected

DHCP | WAN

m [ Delete Disable

Add an Internet connection... | Configure monitoring...

% NEtWorK Internet
@ Internet
Home
Local Network
gg Hotspot
Sevica MAC Filtering
DNsS
== Proxy
Access
Policy v System
System Operations
Threat Administrators
Prevention
Administrator Access
heivd Device Details
VPN Date and Time
DDNS and Device Access
Gz
Users and Tools
Object
e v Advanced Routing
E] BGP
v

@ Internet disconnected

"DEVICE -> "Internet " ->

DHCP

Configuration Connection Monitoring Advanced
Internet Configuration ~

Connection name: Internet1

Interface: WAN A

Connection type: DHCP -

Use connection as VLAN
"connection type "A StaticIP A IP

P / U 10.10.150.104/255.255.255.0 A

Default gateway 10.10.150.254 (

A

DNS 168.85.1.1, 8.8.8.8

35

"Edit"A

O Uptime: 0h:29m:12s

@ Update pending

Q]

© 03:34AM



"Apply

Configuration Connection Monitoring Advanced

Internet Configuration
Connection name:
Interface:

Connection type:
IP address:
Subnet mask:
Default gateway:
Use connection as VLAN

DNS Server Settings

First DNS server:

Second DNS server:

Third DNS server:

HO Lt

CheckPoint 2530A

Internet1
WAN

Static IP
10.10.150.104
255.255.255.0

10.10.150.254

168.95.1.1
8.8.8.8

Field is not mandatory

ottt290

Configuration Connection Monitoring Advanced

Internet Configuration
Connection name:
Interface:

Connection type:
ISP login user name:

ISP login password:

Use connection as VLAN

Internetl

WAN

PPPOE

Show

"connection type "A PPPOE A

"Apply "

"DEVICE -> "Internet " ->

36
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osbl / t

CheckPoint 2530 A "DEVICE -> "Internet " ->  "Edit"A

Configuration Connection Monitoring Advanced

Internet Configuration

Connection name: Interneti
Interface: WAN b
Connection type: DHCP -

Use connection as VLAN

DHCPA "connection type " DHCP A

"Apply n

n e 5b{kb¢t

CheckPoint 2530 A "DEVICE -> "DNS"->  "Configure "A DNS IP

~ Network a2 DNS © )

@ Internet Configure DNS and Domain settings for the device

Local Network

l‘:g Hotspot ~ |Pv4 DNS
T MAC Filtering
IPv4 DNS Servers
DNS
Proxy DNS is not configured. Anti-Virus, URL Filtering and Anti-Spam features will not function properly.
(®) Configure DNS servers
= System These settings will be applied on all Internet connections

S 0 ti
ystem Qperations First DNS server:

Threar Administrators
Prevention

Second DNS server:
Administrator Access
Third DNS server:

W Device Details
X Use DNS servers configured for the active Internet connection(s)
VPN Date and Time
DDNS and Device Access
Cs IPv4 DNS Proxy
Users and Tools
Objects <£] Enabla BAIE mrauns

= Advanced Routing

v .
@, Internet disconnected D Uptime: 0h:34m:17s (3 Update pending & 03:39 AM

37




Use DNS servers configured for the active connection(s) A DNS

- Network :  DNS (@)
Q - =
Internet Configure DNS and Domain settings for the device
Home
Local Network
lipl Hotspot
Gl:‘ N @ Use DNS servers configured for the active Internet connection(s)
T MAC Filtering
DNS Connection Name First DNS Server Second DNS Server Third DNS Server
= Proxy No items were found :
Access
Policy ~ System
@ System Operations IPv4 DNS Proxy
Threat Administrators | Enzble DNS proxy
Prevention
Administrator Access Relay DNS requests from internal network clients to the DNS servers defined above
w Device Details + Resolve Network Objects
VBN Date and Time Use network objects as a hosts list to translate names to their IP addresses
o DDNS and Device Access
=8
fE— Tools ~  Domain Name
Objects.

~ Advanced Routing

v v
@, Internet disconnected D Uptime: 0h:35m:7s (Y Update pending @ 03:40 AM

"Apply "

p4

"DEVICE -> "Date and Time"

Set date and time manually A

~ Network Date and Time

@ Internet Configuring device's date and time manually or using NTP
Home

Local Network

Current system time: Monday, December 15th, 2025 03:41:11 AM (GMT+08:00) Krasnoyarsk

L‘:‘E:l Hatspot
Device MAC Filtering ~ Adjust Date and Time

DNS
E @ Set date and time manually

Proxy
Access Date: Monday, December 15th, 2025 =]
Policy ~ System

Time: 03 : M AM w

@ System Operations
e Administrators Set date and time using a Network Time Protocol (NTP) server

Prevention
Administrator Access

W Device Details
v Date and Time
DDNS and Device Access
G
Users and Tools
Objects

~ Advanced Routing

v v

@ Internet disconnected D Uptime: 0n:35m:43s @) Update pending @ 03:41 AM
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NTP server

* Network

A

Home

Internet

Local Network

iop] Hotspot
D) MAC Filtering
DNs
= Proxy
Access
Policy * System
Systen Operations
Threat Administrators
Prevention
Administrator Access
W Device Details
VPN Date and Time

DDNS and Device Access.

G2

Users and Tools

Objects N
! * Advanced Routing
B BGP
v

@) Internet disconnected

“Apply n

p ®

CheckPoint 2530A

~ Overview
@ System
Home i
Security Dashboard

Security Management

L}‘:\I;I‘j.)l

Cloud Services

Device

License
& Site Map
Access
Policy ~ Monitoring
@ Notifications
Threat Assets

Prevention
Monitoring

Extended Monitoring

w

VPN Reports
~ Troubleshooting
Cs
Users and Dr. spark
Objects
Tools
g Support
v

@R, Internet disconnected

Set date and time using a Network Time Protocol (NTP) server

Date and Time
Configuring device's date and time manually or using NTP

(®) set date and time using a Network Time Protocol (NTP) server

NTP server: ntp.checkpoint.com
NTP server: ntp2.checkpoint.com
Update Interval (minutes): 30

NTP authentication
Shared Secret:

Shared Secret identifier:

~  Time Zone
Local time zone: (GMT+08:00) Krasnoyarsk -

+ Automatically adjust clock for daylight saving changes

Cancel Save
D uptime: 0h:36m:32s () Update pending  © 03:42AM
"HOME" -> "Security Dashboard " A
o =
Security Dashboard (®
Control and monitor Software Blades configurations and status o
Access Policy Threat Prevention
Firewall Intrusion Prevention (IPS)
== - @ h @ D4 e & h @
Applications & URL Filtering ) Anti-Virus
08 5
S0 4 toatconse @ I @© B A ik @ h @O
User Awareness Anti-Bot
Trial license & b @© @ Trial license & h @©
Threat Emulation
QoS @ I Trial license @ h @
SD-WAN Anti-Spam
V Trial license & b @ & Trial license % W @
loT
* Trial license @ h @
® uptime: 0h:37m:10s () Update pending @ 03:42 AM
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CheckPoint 2530 A "THREAT PREVENTION -> "Blade Control " A
IPS/Anti - Virus/Anti -Bot/Threat Emulation A A Policy
Recommended
<
@ * Threat Prevention Threat Prevention Blade Control
Home Blade Control Configure IPS and malware policy

Exceptions

i)
Cb Infected Devices 0 infected devices More details

Digvice
* Protections )
Threat Prevention (Powered by ThreatCloud)
E IPS Protections
ﬁ;‘_jff Engine Settings @ rs [ Update pending
v Anti-5pam c' Anti-Virus [¥] Update pending
—_— Blade Contro @D Anti-Bot ) Update pending
Prevention .
Exceptions
@D Threat Emulation
Schedule updates
VBN
Lz Policy
Users and
o= Strict
@ ® Recommended
Logs and
Manitoring Custom
Tracking options: E Log

Protection Activation

High confidence: @ Prevent
Medium confidence: @ Prevent
Low confidence: Detect
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"THREAT PREVENTION -> "IPS Protection "A IPS

<
. . —
~ Threat Prevention IPS Protections e |®
@ Blade Control Monitor protections list and manually configure specific protections to override general policy
Home )
Exceptions
I::-BI Infected Devices £ Edit Type to filter Q
Device ~ Protections . X . .
Protection Protection Type Category Action Severity Confide... Performan...
IPS Protections a
=] ) ) SYN Attack Server/Client Prote... TCP @ Inactive -— o= — Cri...
Engine Settings
Access
Policy = Anti-Spam Sequence Verifier Server Anomaly TCP @ Inactive - - - Low
@ Blade Control
. LAND server/Client Prote... Denial of Service O Prevent —_ - Ve...
Threat Exceptions
Prevention
Ping of Death Server/Client Prote... Denial of Service @ Prevent - -— Ve...
VPN Small PMTU Server/Client Ano... TCP @ Inactive - [SSSS —— Cri...
L:g\ Teardrop Server/Client Ano... Denial of Service @ Inactive -— = Ve...
Users and v
Objects
Page 1 of2 o 1-50 of 64
v
@, Internet disconnected D Uptime: 0h:38mis7s ) Updatepending @ 03:44 AM
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Tl O . AYRAY3

IP-Mac Binding "USER&OBJECTS-> "Network Objects "A NewA
NEW NETWORK OBJECT A Type Single IP P A
Reserve IP address in DHCP service for MAC A MAC address MAC

AAAAAAAAAAAA

New Network Object
Type: Single IP
Name: pc2

IP address:: 192.168.1.2
Allow DNS server to resolve this object name

Exclude from DHCP service

Reserve IP address in DHCP service for MAC

Cancel Save

"Save"
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IP (U A A (port )
( U . BitTorrent )A NAT

A
Web Ul [ACCESS POLICYA [Firewall]A [NAT], NAT Rules [New Server(forwarding rule) ]
. -~
~ Firewall NAT
@ Blade Control Configure NAT (Network Address Translation) for outgoing traffic and forwarding NAT rules for incoming traffic
Home
Policy
(T, Servers Outgoing Traffic
Device M @ Hide internal networks behind the gateway's external IP address
SD-WAN
@ VolP
Access NAT Rules
Policy Fast Accel
loT | B New Server (forwarding rule) | | View NAT rules
Threat > User Awareness
Prevention
Blade Control
W * Qos
VPN Blade Control
Policy
[
Users and > SSLInspection
Objects

Policy
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[Web Server], [editJA port

Edit Web Server Ports

v HTTP 80, 8080

v HTTPS 443

Cancel Save

New Server Wizard Step 2: Server Definitions

Name: WebServer1
IP address: 172.16.1.100
Comments: web server

v Allow DNS server to resolve this object name

v Exclude from DHCP service

Reserve IP address in DHCP service for MAC

MAC address:

Cancel

Back Next
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b

Name( YU WebServer (
IP Address(IP )0 172.16.1.100 ( A
Comments( YU web server( )

R Allow DNS Server to resolve this object name (

A DNS

b

R Exclude from DHCP service (
A DHCP

" Reserve IP address in DHCP service for MAC
A DHCP MAC IP

MAC address U

A

b4

® All zones (including the Internet)

Only trusted zones (my organization)

Manually configure access policy to this server
Ping to this server
v Allow access to the server using ICMP (ping)

Logging traffic to this server

V' Log blocked connections

Log accepted connections

This server is accessible from the following zones:

¢

%All zones(including the internet)  (
A

N Only trusted zones(my organization)
" LAN

" Remote Access VPN Sites

" Remote VPN Sites

A

N Manually configure access policy to this server
A

Ping to this server

R Allow access to the server using ICMP (ping) (

A ICMP

¢
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Logging traffic to this server

b

R Log blocked connections  (

" Log accepted connections

A

NAT Settings

Hide Behind Gateway (Port Forwarding)

Traffic to the gateway's external IP address on the specified ports will be forwarded to
this server

® Static NAT: | 210.243.191.65

Traffic to the specified IP address and ports will be forwarded to this server

V' Hide outgoing traffic from the server behind this IP address

No NAT
The server's IP address is accessible from the Internet

Redirect from port:

@ Port translation is only available for a single-port server

Advanced

V' Force translated traffic to return to the gateway

Allow access from internal networks to the external IP address of the server via local
switch

~

U
N Hide Behind Gateway(port Forwarding)

A ( )

¥ Static NAT U [210.243.191.65] ( A )

A NAT

R Hide outgoing traffic from the server behind this IP address  ( A
N No NAT

A NAT

Redirect from port U [
[ACCESS POLICY] [Servers] N
A [ACCESS POLICYA, [Firewall]A [NAT],  [Hide NAT rules] A

b
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Web Ul [ACCESS POLICYA, [Firewall]A [NAT], NAT Rules [New Server(forwarding rule) ]

* Firewall NAT
@ Blade Control Configure NAT (Network Address Translation) for outgoing traffic and forwarding NAT rules for incoming traffic
Home
Policy
“0.:5” Servers Outgoing Traffic
Device MAL @ Hide internal networks behind the gateway's external IP address
SD-WAN
E VolP
Access NAT Rules
Policy Fast Accel
loT [ [E New Server (forwarding rule)] View NAT rules
Threat ~ User Awareness
Prevention
Blade Control
W * QoS
VPN Blade Control
Policy
Cs |
Users and ~ SSL Inspection
Objects X
Policy
[Mail Server], [edit]A port

Edit Mail Server Ports
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New Server Wizard Step 2: Server Definitions

Name: MailServer1
IP address: 172.16.1.200)
Comments:

v Allow DNS server to resolve this object name
v Exclude from DHCP service

Reserve IP address in DHCP service for MAC

MAC address:

Cancel Back Next
Name( YU MailServer ( A )
IP Address(IP )U 172.16.1.200 ( A )
Comments( YO ( X A )
R Allow DNS Server to resolve this object name ( A
A DNS
R Exclude from DHCP service ( A )

A DHCP

" Reserve IP address in DHCP service for MAC
A DHCP MAC IP

MAC address U

48



New Server Wizard Step 3: Access

This server is accessible from the following zones:

® All zones (including the Internet)

Only trusted zones (my organization)

Manually configure access policy to this server
Ping to this server
+ Allow access to the server using ICMP (ping)

Logging traffic to this server

v Log blocked connections

Log accepted connections

Cancel Back Next

%Al zones(including the internet)  ( A )
A

N Only trusted zones(my organization)

" LAN

" Remote Access VPN Sites

" Remote VPN Sites

A

N Manually configure access policy to this server

A

Ping to this server

R Allow access to the server using ICMP (ping) ( A

A ICMP

Logging traffic to this server

R Log blocked connections  ( A )

" Log accepted connections

A
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New Server Wizard Step 4: NAT

NAT Settings

Hide Behind Gateway (Port Forwarding)

Traffic to the gateway's external IP address on the specified ports will be forwarded to
this server

® Static NAT: | 210.243.191.65
Traffic to the specified IP address and ports will be forwarded to this server

v Hide outgoing traffic from the server behind this IP address

No NAT
The server's IP address is accessible from the Internet

Redirect from port:

© Port translation is only available for a single-port server

Advanced

v Force translated traffic to return to the gateway

Allow access from internal networks to the external IP address of the server via local
switch

Cancel Back

~

U
N Hide Behind Gateway(port Forwarding)

A ( )

¥,Static NAT U [210.243.191.65] ( A )

A NAT

R Hide outgoing traffic from the server behind this IP address  ( A
N No NAT

A NAT

Redirect fromport U] ]

[ACCESS POLICY] [Servers] N
A [ACCESS POLICYA, [Firewall]A [NAT],  [Hide NAT rules] A

PC ( APcC
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Web Ul [ACCESS POLICYA, [policy] [incoming]  [New] N
- Firewall g Firewall Access Policy (G
Q Blade Control i
Home
Policy
Servers ~ Incoming, Internal and VPN Traffic
Device NAT
SDAWAN <5 New v i More Q 2 rules
=2 VolP
o No. Name Hits (30 da  Sources Destinations Services Action Log Comment
Policy Fast Accel A
v Auto Generated Rules
@ loT
Default policy
)r:;:‘i:nr User Awareness is configured
Blade Control 1 Local_.. 0 (0%) © LANN.. * Any ¥* Any @ Accept None  in Firewall
blade control
W ~ Qos page
v Blade Control
Default policy
Fg Policy is configured
m; . s Inspection 2 Clean... 2K (100% % Any * Any * Any @ Block [ Log in Firewall
blade control
Objects
Policy page =
E] Exceptions
v -
s -
[Source], / U 210.243.191.66( A A
IPA Port )
Add Rule: Incoming, Internal and VPN Traffic
Name Sources Destinations Services Action Log
Access_Rule1 % Any + * Any + x , Search orSet: ik B Log
IP address:  210.243.191.66
IP range: 210.243.191.66-X.X.X.X
210.243.191.66
Network: 210.243.191.66/%.X.X.%
Apply only during th
Networks Users AD Updatable objects Wildcard:  210.243.191.66
Limit download trafi " C {tems were found Press ENTER when done
Selected items (0)
Limit upload traffic ¢ There are no selected items.
Any source except... Import New Select
[Destination] A [New] [Network object]
Networks Updatable objects
[ ) O
25, Blocked_infected_hosts
B
28, Blocked_hosts
. on
B¢ SIP-Provider
B8 IP-Phones » Block
v
Selected items (0)
There are no selected items.
Any destination except... Import New

Kbps

&  Network Object

o

88, Network Object Group

% Domain
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New Network object [type] Single IP

New Network Object

Type: Single IP
Name: MyPC
IP address:: 172.16.1.50

Allow DNS server to resolve this object name
Exclude from DHCP service

Reserve IP address in DHCP service for MAC

Cancel Save

IPV4 addressU 172.16.1.50 ( A )
Object name U MyPC ( A )

b

R Allow DNS Server to resolve object name (
A DNS

R Exclude from DHCP ( A )
A DHCP

A [save]

Add Rule: Incoming, Internal and VPN Traffic

Name Sources Destinations Services

Access_Rulel & IP210.243... % - & MyPC + X Any
Apply only during this time:

Limit download traffic of applications to:

Limit upload traffic of applications to:

52
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@ Accept

Log

Bl Log
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[ACCESS POLICYA, [Servers]

v Incoming, Internal and VPN Traffic

& New v i More Q 3rules
No. Name Hits (30 days) Sources Destinations Services Action Log Comment
~ Manual Rules
1 Access_Rulel 0 (0%) & 1P-210.243.191.66 & MyPC # Any @ Accept E Log
“ Auto Generated Rules
i B Default policy is configured
2 Local_Network_... 0 (0%) @ LAN networks % Any % Any @ Accept — None
in Firewall blade control page
E} Cleanup_Rule - 2K (100%) ¢ AN * An * An @ Block B Lo Default policy is configured
P - A Y 4 - & in Firewall blade control page
A Sy i
4, Uue¢2NNBY U
PC BitTorrent
A
Web Ul [ACCESS POLICYA [Firewall] A [NAT], NAT Rules [New Server(forwarding rule)]

Configure NAT (Network Address Translation) for outgoing traffic and forwarding NAT rules for incoming traffic

~ Firewall - NAT
@ Blade Control
Home
Policy
Ié';,l Servers Outgoing Traffic
Device NAT @ Hide internal networks behind the gateway's external IP address
SD-WAN
E VolP
Access NAT Rules
Policy Fast Accel
s ~
loT \ [l New server (forwarding rule) | View NAT rules
N J
Threat v User Awareness
Prevention
Blade Control
W ¥ Qos
VPN Blade Control
Policy
G |
Users and ~ SSL Inspection
Objects .
Policy
[Other Server], Protocol A port i

53



New Server Wizard Step 1: Server Type

v'| Web Server

Mail Server

DNS Server

FTP Server

Citrix Server

PPTP Server

v| Other Server

Protocol: TCP

TCP ports: 6881-6889

Enter port numbers and/or port ranges separated by commas

For example: 1,3,5-8,15

Cancel

Procotol U TCP  (

TCP portsU 6881-6889 (

0

A

Edit

Back

New Server Wizard Step 2: Server Definitions

Name: My PC
IP address: 172.16.1.10
Comments:

v Allow DNS server to resolve this object name

v Exclude from DHCP service

Reserve IP address in DHCP service for MAC

MAC address:

Cancel

Back

54

Next

Next



Name( YOMy_PC ( A )

IP Address(IP )U 172.16.1.10 ( A )
Comments( )0 BitTorrent access ( ) A
R Allow DNS Server to resolve this object name ( A
A DNS
R Exclude from DHCP service ( A )
A DHCP
" Reserve IP address in DHCP service for MAC
A DHCP MAC IP
MAC address U
U
New Server Wizard Step 3: Access
This server is accessible from the following zones:
@ All zones (including the Internet)
Only trusted zones (my organization)
Manually configure access policy to this server
Ping to this server
v Allow access to the server using ICMP (ping)
Logging traffic to this server
v Log blocked connections
Log accepted connections
Cancel Back Next
¥%All zones(including the internet)  ( A )

A

N Only trusted zones(my organization)
" LAN

" Remote Access VPN Sites

" Remote VPN Sites
A

N Manually configure access policy to this server

A
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Ping to this server
R Allow access to the server using ICMP (ping) ( A )
A ICMP

Logging traffic to this server

b

R Log blocked connections  (

" Log accepted connections

A

New Server Wizard Step 4: NAT

NAT Settings

Hide Behind Gateway (Port Forwarding)

Traffic to the gateway's external IP address on the specified ports will be forwarded to
this server

® Static NAT:  210.243.191.65
Traffic to the specified IP address and ports will be forwarded to this server

v Hide outgoing traffic from the server behind this IP address

No NAT
The server's IP address is accessible from the Internet

Redirect from port:
© Port translation is only available for a single-port server

Advanced

v Force translated traffic to return to the gateway

Allow access from internal networks to the external IP address of the server via local
switch

Cancel Back

0
N Hide Behind Gateway(port Forwarding)

A ( )

¥Static NAT U [210.243.191.65] ( A )

A NAT

R Hide outgoing traffic from the server behind this IP address  ( A
N No NAT

A NAT

Redirectfromport O[]

[ACCESS POLICYA [Servers] N
A [ACCESS POLICYA, [Firewall] A [NAT], [Hide NAT rules] A
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Fail-over

1.L{t wSRdzyRIyOa

ISP Redundancy IPv4 A )

A Device > Internet Internet Advanced

A High Availability - - . A
A Load Balancing - - Internet
U "DEVIC", "Network" N Internet N
-
~ Network Internet
GD Internet Manage one or more Internet connections
Home

Local Network

Status: Cable disconnected

Nl Hotspot o
e o \ ."\. WAN cable is disconnected
Device MAC Filtering .
-
DNS DHCP | WAN
E Proxy
Access X ——\
Policy ~ System Delete Disable
(.
System Operations
Threat Administrators
Prevention
Administrator Access Add an Internet connection... | Configure monitoring...
feivd Device Details
VPN Date and Time
DDNS and Device Access
Ls
Users and Tools
Objects

~ Advanced Routing

B BGP

v v
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Add an Internet connection A port ex IP or DHCP.

Cenfiguration Connection Monitoring Advanced

Internet Configuration -~
Connection name: Internet2
Interface: I LANS hd I
Connection type: I pHCP hd I

Use connection as VLAN

( / )
Configure HA( / ) Load Balancing( )
Load Balancing( )
A Internetl(primary) A Edit A A

Configuration Connection Monitoring Advanced

Port Settings e .

QoS Settings e

ISP Redundancy ~

v | Route traffic through this connection by default
In order to route traffic through this connection you need to add specific routes through it

High Availability

Upon failure of the primary Internet connection, traffic will be routed
according to the selected priority

Priority: 1 (The higher the value, the lower its priority)

Load Balancing

Traffic will be distributed automatically according to the configured load balancing weights

Weight: (75% of the total weight)

NAT Settings ~

DHCP Settings ~

"Apply”
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CheckPoint A VPN A Site to Site Blade Control A Site to Site VPN
~ Remote Access Site to Site VPN Control
Q Blade Control
Home
Remote Access Users ® on Site to Site VPN

" Connected Remote Users ' ) .
No VPN sites are defined | VPN Sites

Authentication Servers

Device v Allow traffic from remote sites (by default)
Advanced Off
== v Log remote sites traffic (by default)
~ Site to Site
Access
Policy Blade Control
VPN Sites
Threat Community
Prevention
VPN Tunnels
hvive Advanced
VPN v Certificates
Trusted CAs
Cs
Installed Certificates
Users and
Objects

Internal Certificate

E
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~ Remote Access VPN Sites |© ®|

@ Blade Control Configure remote VPN sites

Home
Remote Access Users

Tl Connected Remote Users &‘i New £ Ed _ Delete 5 Enable/Disable Test Type to filter Q
Device Authentication Servers N B
Site Name Host Name / IP Address Responsiveness
Advanced
Ed ~ Site to Site
Access
Policy Blade Control
VPN Sites
Threat Community
Prevention
VPN Tunnels
No VPN sites were found. Add a new VPN site
h7ivd Advanced
L] - Certificates
Trusted CAs
Ls
Installed Certificates
Users and

Objects

B

Internal Certificate

v
@, Internet disconnected © uptime: Oh:49m:s8s () Update pending @ 03:55 AM
VPN Sites A New VPN Site
New VPN Site
Remote Site Encryption Advanced
Site name: VPN_Site1
Connection type: Host name or IP address A
® [P address 192.168.200.1

Behind static NAT

Host name

v Authentication

® Pre-shared secret

Password:
Conﬁrm: ssssssssae
Certificate
Site Name A VPN Site . IP Address IP :192.168.200.1( A A Pre-
shared secret VPN Site 1gaz@WSX( A )
New VPN Site
Remote Site Encryption Advanced
Match certificate by DN
~  Remote Site Encryption Domain
Encryption domain: Define remote network topology manually v

<>?, New ]ﬁ[ Remove v Select...

Object Name IP Addresses

»

No items were found

Exclude networks...
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Type: Metwork
Type: Network A
Metwork address: 192.168.2.0
Metwork address: 192.168.1.0
Subnet mask: 233.255.235.0
Subnet mask: 255.255.255.0
Object name: CP2_LANZ
Object name: CP2_LAN1
M®pH DPMCcy OwmdgbH&may ®H P K H N O 0
New VPN Site
Remote Site Encryption Advanced

Remote Site Encryption Domain

Encryption domain:

4% New

Object Name
CP_LAN
CP_LAN3

Exclude networks...

LLILX &

Remove

Define remote network topology manually
" Select...

IP Addresses

&% 192.168.1.0/255.255.255.0

& 192.168.2.0/255.255.255.0
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v Remote Access Remote Access VPN Control (@)

@ g
Blade Control

Home V' Log traffic from Remote Access users
Remote Access Users

Connected Remote Users Require users to confirm their identity using Two-Factor Authentication | Configure...

I(!__-‘L-_;I

Authentication Servers O The Remote Access VPN scheduler is not configured | Configure...

Device
L2 Access is not allowed/blocked for specific objects | Configure...
Advanced
& - Site to Site )
Access Remote Access VPN users can connect via:
Policy Blade Control . q
) s Check Point VPN clients
VPN Sites Connecting laptops/desktops with Check Point's VPN client software | How to connect...
Communi . :
| Joreat Y (5) Mobile client
revention v
VPN Tunnels Enable Remote Access VPN mobile clients to connect via Check Point Mobile VPN client | How to connect...
heivd Advanced ; 6 SSL VPN | Manage SSL VPN Bookmarks | Certificate authentication...
VPN . Enable Remote Access VPN clients to connect via SSL VPN | How to connect...
~ Certificates
Trusted CAs @ Windows VPN client

Cs

Enable Remote Access VPN clients to connect via native VPN client (L2TP) | How to connect...

Installed Certificates
Users and

Objects
Internal Certificate

8

=

CheckPoint VPN Remote Access > Bl aRemdctoent A®d e O

VPN Remote Access usersS8anVvednnect via:

~ Remote Access Remote Access Users

@ Blade Control Configure Remote Access permissions for users and groups

Home

Remote Access Users
No authentication servers are defined. Add Active Directory / RADIUS server
Connected Remote Users

lipil
Device Authentication Servers + Add v £ Edit Permissions
Advanced X
= Name Remote Access VPN Policy Comments
v Site to Site .
Access i
Policy Blade Control No Remote Access users were configured
v
VPN Sites
Threat Community
Prevention
VPN Tunnels
hvivd Advanced
Ve ~ Certificates
Trusted CAs

[

Users and
Objects

Installed Certificates

Internal Certificate

Remote Access Udé&ddds VPN
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New Local User

Remote Access SSL VPN Bookmarks

Name: user01

Password: &
L Medium

Confirm password: =

Email:

Phone number: E=.

Comments:

Temporary user
Remote Access permissions
Use Office Mode static IP address

Override global settings
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Check Point

SOFTWARE TEGHNOLOGIES LTD

SSL Network Extender

Check Point SSL Network Extender requires the download of an ActiveX / Java control to your browser.
The entire process will take approximately 1 minute, depending on your connection speed.

If a security box appears, you must click Yes to approve the security certificate to initiate the download of
the required ActiveX / Java control

Check Point SSL Network Extender will be displayed upon the completion of the ActiveX / Java control
download and automatic installation.

[3 SSL Network Bxtender Login - EA - Microsoft Ed.  — O X ‘

A FT=2 | meps//210.24 /extender.htmi

SSL Network Extender

Please enter your user name and password

Click for using SecurlD
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Date and Time

Advanced Settings

Q DDNS and Device Access i .
Manage very advanced settings of the device
Home Tools
~ Advanced Routing Changing these advanced settings can be harmful to the stability, security and performance of the appliance

II-!-II

BGP .
e ¢ Edit (D Restore Defaults 443 f

PIM

Attribute Name Type Value Description

E OSPF
Access Inbound Route Filters Remote Access VPN - Remote Access port port 443 Select the port used by the SSL VPN Network extender portal ...
Palicy

Route Redistribution
Remote Access VPN - Reserve port 443 for port ... bool false Reserving port 443 for port forwarding (port 443 will not be u...

Routing Options
Threat
‘revention Routing Table

- Certificates

Installed Certificates

VPN
Internal Certificate

ES - Advanced
Jsers and . —

Objects High Availability

@ Advanced Settings

v v
@ Internet disconnected O Uptime: 0h:13m:39s 4 Update pending @ 02:20PM

59+L/9 B ! ROIYyASR WSE@ip3IyodOSanO0SamRALER NI

Remote Access VPN

Select the port used by the SSL VPN Network extender
portal and to which the Remote Access clients connect

Remote Access port: 11443

Reserve port 443 for port forwarding

Restore Defaults
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