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1-1. 5258 Check Point Quantum Spark Bi X &

HRVEERAEREIREAT S DHNEENS - HEEEEBLREEERE - RARSIRREIHA &
ERAABRR T EE - M/ NEBEERPIAZMAFTEEATETERAEHRRBNRE - NEHEHMN
RN BNZRZRE  Quantum Spark 1530 BELBERE R/ NETERERZ HRPMASAEREE - ©iE
RHEZ EEBNRBENAMEENE - ERRN/NERARIBNAEERYIE - SRV AREEEEERN
ZHMEE > AFERANSNZIRETEETRIFER WA AZDBMAZBUTHNEZEERRARUNE
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Check Point 1530 (B2

o i2fft SandBlast 25— R EBEFHE (SNBT) : [EFR ZEBREFEEMNVARNE-AREAZE HERE -
IPS - TEERADRSEHFE  (hES - EF L2 SandBlast TR ZERHE S X GOFEHEH) o

o FH 616 KD EIZIB 1213 5 & Internal Port ~ 11 WAN port °

o A% R80.20.15(992001653) AR AN ©

o AITIERIRTEIE (BIEME SR IEHREE -

1-2. Quantum Spark 1530 Z RN

- HEWR

DEFAULT

o

)

—/

1. USBPort3.0 : FIFABREE &

2. Internal (Port1-5) : Gigabit Ethernet $2{{EZ N EBAIE(EA - WAN Port $2{# ISP 4RE&{EF
FEEZ IP 1 192.168.0.1 ¢ 4434

Console Port : 32% CONSOLE &I2/ | » Speed : 115200

Power DC12V : EIR4R1E7FL

Factory Default : $548R/EZE Port LED Y8R, - 894 127 » AliEREERAELRIERE
Power Button : 3% T AR RN SN A EATEBS 55 1A
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EEEEESEHERE LED MU MRES/EFHERE (11£10MF1GbE) »

w4 LED1 (#®) BRA - LED2 (RIBE) RAEA
1G3&#45  : LED1 (4 ) FRX ~ LED2 (RI0E2) FAEA
1G’5E)  : LED1(4¢) F9X% - LED2 (GRIBE) FRY
100MEE#S : LED1 (4% €2) RN ~ LED2 (3R30E) FiET
100M;EE) : LED1 (4kE2) P94 ~ LED2 (3R30E) FiET
10MZE4E  : LED1 (4 ) RN ~ LED2 (GRIHER) FAEA

) (

B
10M;EE) : LED1 (4 E8) PO - LED2 (FRIHEE) RART

1-3. Z2 4L Quantum Spark 1530 %1%

35T B B# %5 Check Point-1530 A Internal Port 1% ZIR B 489S L » Checkpoint-1530 8% DHCP Server AR#% >
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1. {EFH R4S fEER4R » SBIEF WAN RIS o

2. BImiEREUEHEE F—BEIIMIRINERSRE  EEPERE—EEIREE - EF(FF Check Point-1530
A9 WAN Port ©

3. SEERARMREIREEEEE 12V / 3.0A) iEHEE Check Point-1530 BIRIESL > B—InERE EIRIAE -

4. {EF3 RI-45 (BEEAR - IS BN ECELERNIERRN Internal Port fERIB(E—1R I -
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I ¥ o SEEREREEEL & (070

EN). FRZEU)
=
RENHTRENT B Mcrosoft 185 LORE -

SER\ | SFEEBFEUSIPALILL (0) — FBEEZE B ENHVSDNS FR=5MUE (B)

SRS« ARGERI R

TR FERIER LREBEAR - BREINE
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TR+ —  FREFAER

g U e e X
-;
]
1P SELEET: R
1P MBI BEBER
mEE 2R
SRR 02:05:50
EE: 1.0 Gbps
HAEE).
z8
oex — BN o
-4
Ui 20,910,331 | 511,213,700
Omar || GsE0 | 2EG |
IR C)

T BRE IP Address 2 & 45 192.168.1.X ( £x1& —hi5{k DHCP Server fig 2% 192.168.1.1~192.168.1.254 B Fi A~ [E) »
401 192.168.1.2) » Subnet Mask Blj & 255.255.255.0 » Default Gateway fEZ 192.168.1.1 » W RimRE HIEZFBLAE
AR RS EINENRAS R BER— -

BREgFAER X

BEESFAER(D):

AE &

EEBEDNS BE

B$u Realtek PCle GbE Family Controller
Efefit

DHCP EHA =

1Pv4 firiE 192.168.1.224

IPv4 FEBES 255.255.255.0

EmEEY 2022128138 T 02:31:11
EisESEE] 2022128168 T4 02:31:11
IPv4 FEERSE 192.168.1.1

|Pv4 DHCP fEf822 192.168.1.1

IPv4 DNS g2 8.8.8.38

IPv4 WINS g2

NetBIOS over Tepip EBE 2

3BEE-RHE IPV6 fizdt fe80:77ea:1554:6fb:b295%22

IPv6 R REE

IPv6 DNS fEIfRE2
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RTEBN  MERRINES R AR E A DHCP Client » AJLAB &4 Check Point-1530 DHCP Server 5 1FFE IP ©
WEE—  HEE BNV IRIE IEEETEE CheckPoint-1530 RIWANAE B 1R

WEE— . HEIET CheckPoint-15309 B YR E8 T~ 1IE & (POWERIEZE) » CheckPoint-1530 8554 DHCP Server &g 2%
192.168.1.1~192.168.1.254 B9 IP 45 &

TR=  FIEEFNEKE

HEoQa®M0coveMMmME aaF

SRR - SEREREIR wint - GRS TE

TERA  AREE S EERE
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TEN\  ECKEBABTHE - EFERRERENBHES 4 hi (TCP/IPv4)

U EEsAas X
WEDRE =R

E=g5s
& Realtek PCle 2.5GbE Family Controller

REQ).--

EEESERTIIEREE(O):

W B8 Client for Microsoft Networks

B vMware Bridge Protocol

¥ %File and Printer Sharing for Microsoft Networks
%8 Npcap Packet Driver (NPCAP)

WQos sianEs

P rortiClient NDIS 6.3 Packet Filter Driver
™ . E3 % (TCP/IPv4)

ZEN)... BEREZERU) AER)
mit

BREHERRT/EREEEREGT (TCP/P) - ERRRVRS
ERERRT  BEFREEZENERED -

BE s

SERN - FEE B EEVSIPALIL(0) — FFEEHE 5 B EVSDONS AR (AIIE(B)

3

RIRFNEIETE

BREEENRES 4 kR (TCP/IPv4) - RE X
—& RtRT

MBENEETRERNE SO RMERNERG P RE - FR » F4A
ERERAREERTENPRE -

O EHNRE IPI3(0)
O ®RT583 IP (I3(S):

1P {31t () : . :

FiEBEE B(U) e

HAME0) ! : .

© SEEE DNS AESUiE)

O EE 5l DNS @REUHE):

& DNS EEREP) - ; ) \

Efty DNS EAREE(A) \ o
SZXREZRATO #EWV)

SERT - SARAERET

TET—  FHEREER LREBEAR - BREIRE



o _
g CHECK POINT’ Quantum Spark 1530 R R Z2 3% F i

TR+ ARETAER

U =g ns X
—&
B

IPv4 EERES: EEEEEEN
IPv6 EEEES: E@BEER
EREiREs: EBA
EREn 00:01:32
BE: 1.0 Gbps

EE
oEE — & — (=500
&
i 7,366 | 1,508
YREP) $ERED) 2E(@G)

BEA(C)

HBRt+ = : B@E IP Address &4 192.168.1.X (Fx1&—HF{k DHCP Server Bo2% 192.168.11~192.168.1.254 A PR
&) » Subnet Mask Bl 255.255.255.0 » Default Gateway &% 192.168.1.1 » ANRMRFEIZFFIRE - B LR
A BB R BRI -

X IEREHSER LA EROBNIRIR - 5Bk 1-4-2 BEIEREBIE RS -
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1-4-2. BIE IR E

ERTEAEMLZA] - WESTERE Web BIE 23 - AFRBFEDA Edge , FireFox AR Chrome A&l - BIKEEF NS
SKIEIZRE BN EENETTRE ©

1-4-2-1. Edge
BREEM  BRRNERERRTEILE - A2 BEESER - HIRFRTE Proxy (FARES °

SER— - BB AWindows 12355 + | > MBEERAERAR - HE@RNEATL - BHERZERERS
HIRMA TN EE (ERFEEREE LA - ARk ADSL BESRE R B AT %%F'ZEJ)

@ EmaEn-ne ? X

—R =2 BRE RS B8 B B

EE
@ EFRUEERCIES SHTHABERNSEHER)
http://oem17win10.msn.com/?pc
EREANESC)  ERAEREFR | ERFNRSIEHU)
e

O BBBER ERTERRPHIRSIESE)
@ HEESEREEH)

=18
EEY T ESBTEENAT - Pl )
BEEEEs
BIBTEE - EELS - Cookie - BENEEREEZEEM -
O sxRBBIEEZEaW)
| mmo- || mee |
s
£%(0) =0 || =zzv || swzRE |

SR MERDEERTES HIREIEE (LAN) 5RERRE

@ E=EE (AN 8= X

BERE
sHREERRFaRE - ERGREAFIRE  SEASHRE -

SHEHEEA)
O ERasReE<E©)

fiZHE(R)

Proxy fEIfREE

0 R1TH LAN €7 Proxy FIiREE (BLEREH TS ERIERN VPN ES)
>

fiz3E(E): IR |80 ERE(C)

SEREHRER Proxy AEEE)
m |

HABRDESEERBMERT - - BRME—NEETHERTE

x PSRRI EVENER - RMEEFELUEBEEFRIENZIEZS CheckPoint-1530 » 3% FARABBHZE
1-5-1 3 A 858 Web sR EE | °
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1-4-2-2. FireFox
RE B SRR EBRSRIE 2R EIERE - (3 A RE Proxy AIfRES -

SEE— : FIRFireFox #IES25 — BAERTE —» A—REE NMIAKRE  BERTEHIRTE IKEEAREL
A8 - ANERPEL ADSL #ESRIEGRAR B sane HLEE)

REFNAKRARHRKERRSE
MER Proxy (Y)
B EE A ILABREAY Proxy BE (W)
A %4 Proxy 7€ (U)
FHRE Proxy (M)

Proxy EEIR MBI (A)

HIEEVAMEH Proxy (Y) » IREERHERE °

x IFHEMSE A L VENER - RRBEEFPELUEREE PSR EEE CheckPoint-1530 » 3F TFRAFHE
1-5-13E AFEER Web B8R E=H -
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1-4-2-3. Google Chrome
BREBR  BERIRNEEI BT L - /2 BT Proxy EARES
HE— : BARRChrome B E22 — BNEA FANRT — BMEARIZAEHIRTE

Eat—]

ax AE

RE2 Google

BEEA

[ it Google Chrome BB EFERTHEREARER
shas O AR E RN

B851% B RUEB RS Proxy SRE

BRAER

SER . BENR R EREAIProxyERE

Wi-Fi 45 Proxy

HAREFILAPRIBEE

R

@W‘»

ELBAE

% VPN

i B F &) Proxy RiE

TBRE

Proxy
£E Proxy fRIRRRR

@ mrm

fik

RTFAEBMABILEER Proxy FIRER - &

RARA Proxy fAARESRE » — FFTTAERE

x IFHEMSERIA L VENETR - RMEEP &S
1-5-1 3 A FEER Web 3R EEMH

| CheckPoint-1530 » 1ZE R 2RFPZE
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1-5. B4R E Quantum Spark BA X
1-5-1. S EAFBER Web B E) TE SR TEIHE

-AEX AR 52
SRERIAAHERESTR 5—% 55 3 & 28 Quantum Spark 1530 5815 » 55 4 B FTBIRIBN AR °
FEREFHAERIESS — AL Ahttps://192.168.1.1:4434
edge SHIRMATER > "EIGERE

) W BT 192.168.1.17

BRVERILIFTAAER

BEETRFESY 192.168.1.1 RIENEN (AUERE - ASHERF) -

IERIRRBEEFAEE 192.168.1.1 ; BERENEEZGMEEE
RRBEESIUNE X RETNEZERD -

=HEE - EOsEEE

7E CheckPoint-1530

FAERGE S mEN)  HEEE WebUl ERRRINGES - ENERIAIR

CHECK POINT 1500 APPLIANCE WIZARD English

Welcome to the Check Point 1500 Appliance
First Time Configuration Wizard

You are just a few steps away from using your new Check Point 1500 Appliance!

Fetch settings from Zero Touch

Next >
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S RERN > MABEINIRIEEEZN

o BRREFFEER

EREFAENEET - WAB AR WebUl FTFRAFFHAER -

EEERH  HAEECEERRNEEEZARE Tadminy - ZEERDANE -

25 BN BBELERMEFT > EREREL—ERBRFE  —@ANEFEUR—ERKFT - (ERENH
SRERKESEINBIREE °

AR BERREZE—EIEE - TAERGIRIUIRFEEHNENF TR FTHESNEN - EEEMBIBER T -
BiR— MZE IR -

CHECK POINT 1500 APPLIANCE WIZARD © Help

Authentication Details Eﬂ.ecml,"},

Change the default administrator name and set the password:

Administrator name: admin

Password strength:
R (e | Str0ng
Confirm password: | sesssses

Enforce password complexity on administrators

It is strongly recommended to use both uppercase and lowercase characters
as well as one of the following characters in the password: !@#$%"&*()-_=+:;

Help us improve product experience by sending data to Check Point

Step 1 of 9 | Authentication < Back Next > Quit

_’Ii:rl"gl%z : Eﬁiﬁ%FﬂﬁﬁE%E
o WEESERIm HHAEANG IR E

FERFRERE ARSI EEE - FEREEERENHE  BFRUKFERE - 3 2FER TEIRERENR
T B -

CHECK POINT 1500 APPLIANCE WIZARD © Help

Appliance Date and Time Settings Check Point
Set time manually
Date: Thursday, June 23, 2022 =]
Time: 3 [& 18 PM +
Time zone: (GMT+08:00) Taipei v

@ Use Network Time Protocol (NTP)

First NTP server: ntp.checkpoint.com
Second NTP server: ntp2.checkpoint.com
Time zone: (GMT+08:00) Taipei .

Step 2 of 9 | Date and Time Settings < Back Next > Quit
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MR ERERFYRERRE - EERBSEAERTI A RESEEANNRE - MRFLE  FEERKERRTE
MRS EREAE - iRIEFEER - 8 B8R HCEIAIGRE o A UfEWebVIEARRER PR E> A RRHEIGHE
[EN A2 B AR

HER : RIETRER - ARASASEM LER - IRFE > BEAENAE -

i - RIBTRER > ISESRESEM LETR - IRFE > BREAENEHE -

& : RIBFER - WESESM LT - IRFE » FEEFERTENRMCEENMAEUE -
FENTPEIARES - EENTPIRZAVIPEZTE - TREX (GRS Antp.checkpoint.com
RENTPEIARES : RENTPAIAREFAIIPEEHERTE - FRER(EARES Antp2.checkpoint.com

SRR : FRIER AR 2 1
o FEESERARME
ErRREs AR EE TMAREUBBIEEERE - AR AMEEZE A UALEA) -

EREBESIEENYARTEHAT DNS BBITH - EEIRESWMENHRME - WA DEEER R EHRENER
HEHEE -

CHECK POINT 1500 APPLIANCE WIZARD @ Help

Appliance Name Check Point’

Appliance Name: Gateway-ID-7F9CIFF6
Domain name: Field is not mandatory
Example: mycompany.com
Step 3 of 9 | Appliance Name < Back Next > Quit
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TRL : REBEEEN BEREE/ P OIREE
° ZEMRAEE

R EIE (Central) | 2IGH L2 ERERZRE TERRRYEUR L2 4RRIEE SmartConsole FRLZRFE ©
AHEEEIR (Local) EE@E‘%E%E@%*H?‘FH@*ze‘b?l(”qﬂﬁﬁ|“$J$§|J EIER TEXRTERE) EFERIE %

HEBEBMEREZMRA - FEHIERERE WebUl MHE) > TUECEMEEIRN TEEETIEE) W HEMBREMER
El

A TAPHER) #HE R E A TERIERE -

CHECK POINT 1500 APPLIANCE WIZARD © Help

Security Policy Management Check Point’

Choose how to manage security settings

e ®) Local management
wanttor ge the security policy of the device
using

application

B Contral management
] lam g a Management Server that will manage this device

Step 4 of 9 | Security Policy Management < Back Next > Quit

ARREREREED - SRETHRERERERAR  IREEHRREHRERER -

1. EEVRIREEREREELR -
2. WEGAETHIUSED  BEANEREEFERHE -
3. MINEEVERHERNRL - LHESERERANENLAZTEARE - ERIUBBEFERERIFRMIE(ISP)

=]
F °

BRREIP © EE(GEFNRE)AYIPALLL -

=

DHCP : ENAE s i Dynamic Host Configuration Protocol, DHCP)& B #1545 & & B R A9 IPAL
NEESAAAREE FREE - EREREBEREUISHEIEIT T RAVEIE -
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PPPoE (Z X498 LRIPPP) © FAIREIEE O KAEIAELR N AOREEI R BN E (PPPIEZRAVAR IR BRI E - £8
ZHDSLARFSFAECER » LRSS - [ERERE BB O KEBRNEE O FHRIERE DSL BUEHK -
MAISPEANERERBRISPEARE - IR : £ 'ERRERE) PEIEHEP -

PPTP : BRI RLE BB E(PPTP) B it /& A AL - PPTPFETCPLA K GRE®E B 1EE AR 5B B A
EPPPHIE -
L2TP : F_EEE BT (L2TP) 2 ANIEE A AR VPN RSB E RN RE © BB EI RI2H
FEIINIZRSRER - EHRENEINZEBNGE - IHHESEEEANIEEIATREIET -

- IBIEES  BIRENELRE (FE) NS ERKRER -

DNSalfike: (AR REIPER G123 38%) - EAERAM A DNS EIARSJMUILE N » %152 DHCP « PPPoE ~ PPTP »
L2TP ~ 1TEN4H48 AN - DNSERE 2 B IGHIARFSIRIEE Pt o A ATHZ EWebUIERFZETNAVEEE — DNS
[EFHBRELERTE °

HPIZZITH ONS SRERIEEER BT E - IMESEREITHAEFNIT DNS BT - SB2IAER - EREMMBIHNE E/E
FRRE U © MBUAETEE - RS ERES S BRI ER AR ¥ BB T E 4R 2 Check Point fERE L ©

" SAIRIRAERR AR 2 0] 5-2-1. SRIESMNERE AR (BB IR R ARAEER)

CHECK POINT 1500 APPLIANCE WIZARD © Help

Internet Connection Check Point

@ Configure Internet connection now

Connection type: DHCP .
Connect

Configure Internet connection later

IEEEE ER e

Step 50f 9 | Internet Connection < Back Next > Quit

Au)3
am

EEREVER ISP BARIRRG - I—T &4 -

ERSsR BB ERE M ISP - INSAM BB NEEEES -

€
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ST RERTER
o BIHE

FREMEEEET - EBERANEEH LAN EERMNRR > TEEESNERRE - RIBER - ©fISBAR
£E - FERERERBRIRIAIPRTEARIBIPE - RRI LA BIPMLLY B R 584 - BRI SERE R RS AL -

L

B LAN GEIRIBRIRERE - RABPNA LAN EIRIB(ELFR - RIS A —EIPAIL - MREFAIE
IR (BBERZEALR) > AIEREEMERERSE LAN -

MR - WmARRKEE -

IP {7l : A BME RPN B 45 B iR 11 - EEE SR IBRRIAIPIRF A5 RIPLAER EiR 1L - HERIRES
RS LE ©

- FRRBER  MAFERES -

DHCP RS EAEE N © 1R45TE3% - DHCP BEUBIAE - It A BTERNARTE - BHURTHER
B - AEEARH R IR R BB P -

- BEFRECE : 5R7E DHCP falfRZA R EZERIPAIIAHIFRESE - EHFEABIETIEE IP ALHLAF DHCP 2HEFRAY IP
AINEEEE - FEREERMAENY IP (B BEN K E B HERR - S2FI3RER - WIRIFRERME IP &1 > BIEEH
LB - BE2EB B/ IP AIHEFIF -

CHECK POINT 1500 APPLIANCE WIZARD eHelp

Local Network Check Point
LAN Settings
v Enable switch on LAN ports
123 44— WaAN
Network name: LAN Switch ‘E’ @.
L1 11 |
IP address: 192.168.1.1
Subnet mask: 255.255.255.0
DHCP Settings LAN switch
Traffic between LAN ports is not
DHCP Server: Enabled v ) .
inspected
T ee— W
DHCP range: 192.168.1.1 1 192.168.1.254
s o e
Exclusion range: not mandatory |:| not mandatory
Step60f9 | LAN < Back Next > Quit

EEEIE W%ML%%%EmmﬁmenMNmm SETEEICRUMBER IR EIEHE LANIEIRIR - R > FEI0R—
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SE\ | SREFINEE

o HEBFN

AEEESTFNEART  REEESZEPIUIEER IP IS E IP AIHEAIEIERME o
AERTEEEEFEER

1LETﬁ#*ﬁsﬁmm%ﬁu§
LAN : FTE N EREEERIR -
SZEENERLE  ERRRA -
VPN : fti=im4uaiE1E VPN BEEANEREN S FRRRTFINER
R - BIRERERNRE (REH) -

EIZ P AL - BIEE0IDUESLL IP U FEVEESER 1A ¢
R 1P AR o
ISR IP L - EENLEIRAESE B IR 8 A BIE TN P ALl Sy AAREFENERS S A - I — BT
IP AL A o
AEPRAEIE RIS E P AL AR B AGRAEIIPALIE - BB IEIRIT A R EIE S (E R IR AR TS E
IPRIIETFEY - S R IP (ULt E AN ERRIRFEN o LhEEIEATERE -

BEIRE IP AL
11— TFmE -

2. 72 PR ER B - HEIE—(EHEIE
FE IP AL B IP A 2R — TR ERASBASEUS IP -
KRR B AR IP AR FAERIES -

3 FE—TER-
Administrator Access Check Point

Select the sources from which to allow administrator access

V| LAN v VPN Internet

Access from the above sources is allowed from
Any IP address
Specified IP addresses only

e Specified IP addresses from the Internet
and any IP address from other sources

# New X Delete

No Items Found

o

Step 7 of 9 | Administrator Access < Back Next > Quit
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LR SREERS SR FEE M
o FEESER AL

PEESER BRI IAEIRE Check Point fEMEHD - MAEERE IS RES NI BRENEEERE - WRADK
AREARAERER | - TRARE - CERSANCEMIIMENEERE  TEEEREME TREDE) 19
REARAR ©

CHECK POINT 1500 APPLIANCE WIZARD e Help

Software Blades Activation Check Point

Select the Software Blades you wish to activate

ACCESS CONTROL VPN

mew Vi \Y
G gl an= v R
Firewall Applications & User Awareness  Remote Access Site To Site VPN

URL Filtering

THREAT PREVENTION
A Q@ 'Y 3 v
Intrusion Anti-Virus Anti-Bot Threat Emulation Anti-Spam

Prevention (IPS)

Step 9 of 9 | Software Blades Activation < Back Next > Quit

_/Ijnl\gl%—'—: *ﬁﬁﬁﬁg
o W&

WEEEBENER TERRTERE RETRFMER © #Z—TFinish » U5l TBERRERE °

CHECK POINT 1500 APPLIANCE WIZARD

The First Time Configuration Wizard has completed

Administrator name: admin

System time: Friday, April 29, 2022 02:07 PM
Appliance name: Gateway-1D-7F9COFF6 (1550 Appliance)
Internet: @ Connected

License: @ Obrained

Local network: 192.168.100.253 / 255.255.255.0

DHCP server is disabled
A\ A secondary IP address was set on LAN1 Switch (i ]

Security policy mode: Locally managed
Active Software Blades: Firewall, Application Control, URL Filtering, User Awareness, Remote

Access, Site To Site VPN, Intrusion Prevention (IPS), Anti-Virus, Anti-Bot,
Threat Emulation, Anti-Spam

< Back Finish
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IS BRRAEF IP EIUBIRE KGR —RERE - 28

8] Check Point

B2 E }\iFﬁ— EEE,] |P ’ 9&]\,“ EEDIL,\ ’

1530 Appliance

< System

& v Overview
HOME System SYSTEM INFORMATION

Security Dashboard .
_ urity Check Point Version: R80.20.15 (992001653)
— Security Management 1530 Apy € Name: Gat ID-7FBODCB6

MAC:  00:1C:7F:B0:DC:B6

Cloud Services
e — Wednesday, December 14th, 2022 02:22:59 PM
s=: License (GMT+08:00) Taipei

SLEMap seconds

~ Monitoring

@

_
Hotifications NOTIFICATIONS

Active Devices

8 New device detected @ Informative Event

Monitoring

(192.168 ) connects to your network (L
Reports

= New device detected @ Informative Event

~ Troubleshooting

(192.168.200.1) connects to your network (LAN1) for the
- Tools = New device detected @ Informative Event
Support (172.16.1.1) connects to your network (LAN2) for the fi
NETWORK ACTIVITY

Packet Rate (packets per second)

System is up for 0 days, 22 hours, 42 minutes and 13

ANS) for the

st time.

Wy admin | B+ Log Out

@ Help

NETWORK Internet connections

?. Internet connected

Connection type: DHCP | Interface: WAN | IPv4 address: 10.10.150.104/24

Notifications page WATCHTOWER MOBILE APP

Get security alerts to your mobile!

11:40:44 14 Dec 2022
first time

11:38:55 14 Dec 2022 Enhance your Check Point network security with the ability to
monitor your network and quickly mitigate security threats on
the go with your mobile phone

PAIR YOUR MOBILE DEVICE

11:38:35 14 Dec 2022

Reports | Monitoring

Throughput (Kbp

1-5-2-1.
1-5-2-1-1. EIEHlI IP B F
£~ I connection type - 3EEY Static IP & - A E

IP 48t/ RERRIEE
kﬁi(ié”:ﬂﬁ@]\)

LA DNS &ifil 8.8.8.8

STRLIRIZ Apply SERNERTE

CHECK POINT 1500 APPLIANCE WIZARD © Help

IS CheckPoint

Internet Connection

o) Configure Internet connection now

Connection type: Static IP v
IP address: 10.10.150.99
Subnet mask: 255.255.255.0
Default gateway: 10.10.150.254
First DNS server: 8.8.8.8
Second DNS server:
Connect
Configure Internet connection later
& WAN link is up
Step 50f9 | Internet Connection < Back

10.10.150.99/255.255.255.0 » Default gateway 10.10.150.254 (Itb & &5/l »

ERESMERELR (BIRESAMEER)

SR EE IR M IP (I BRI R TR 8

i em g
BE 5T

22 IP At E R

EPREREREE

Next > Quit
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1-5-2-1-2. JEE EHI IP FF (PPPOE)

WEFHIMIKE PPPOE 3, - BIZE Connection type 3#HY DHCP » 4% Connect J8I& » % DHCP IEREIEA T
BTGB DR ERS P AL > MVERKBGEES ISP fIIREE

CHECK POINT 1500 APPLIANCE WIZARD © Help

Internet Connection Check Point’

e Configure Internet connection now

Connection type: PPPoE v ‘

ISP login user name:
ISP login password:

Connect

Configure Internet connection later

Step50f 9 | Internet Connection < Back Next > Quit

1-5-2-1-3. DHCP #lI&F

W% FEIMEES 2 DHCP /22 - BI7E Connection type 3HY DHCP » £5%8 Connect Al » 21 DHCP IEEBIFE A &
BTGB RES IP AL > WEEANEER ISP FHIRES

CHECK POINT 1500 APPLIANCE WIZARD @ Help

Internet Connection Check Point

o) Configure Internet connection now

Connection type: DHCP v

Connect

Configure Internet connection later

& Connected [IP: 10.10.150.106]

Step5of9 | Internet Connection < Back Next > Quit
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F_E BBERE Quantum Spark BA NS

|IP

2-1. 5 E AR AR AHRR

HEFEEE A Check Point 1530 » 2438 DEVICE — Local Network — 32EY LAN131% Edit » AT —HE

1530 Appliance wir admin | [ Log Out | @ Help / Support [SRESEEIE

< Local Network: Configure and manage local interfaces, switches, bridges, bonds and VLANs @ Help
~ Network
Internet Type to filter Q ¥ New ¥ ' Edit X Delete = Enable Display: Networks ¥
focaliNetwork Name Local IPv4 address Subnet mask MAC Address Status
H
o LIRS & LAN1 192.168.1.1 255.255.255.0 00:1c7f:b0:dc:b7 © 1 Gbps/Full duplex
bty & LAN2 00:1¢:7f:b0:dc:b7 @ Cable disconnected

RECH S + LAN3 00:1¢7b0:dcb? © Disabled
DNs + LAN4 00:1c:7f:b0:dc:b7 © Disabled

R & LANS 00:17fb0:dc:b? @ Cable disconnected
v System

System Operations
Administrators
Administrator Access
Device Details
Date and Time
DDNS & Device Access
Tools

v Certificates
Installed Certificates
Internal Certificate

~_ Advanced <
@, Internet connected Q,Uptodate © 02:28PM

BT - BeAAERY IP (UM R RS (5140 © 192.168.1.99/255.255.255.0 )
BEE BTSN E X DHCP JKEE IP &5 [E - 2435 DHCP Server (Ut [E - (8205 -

IP:192.168.1.110-192.168.1.210 (tb B &34 » :FE B IKE AR T EN)

EDIT LAN1 X

Configuration Advanced DHCPv4 Settings

Interface Configuration ~
Assigned to: Separate network v
Local IPv4 address: 192.168.1.1
Subnet mask: 255.255.255.0

Use hotspot when connecting to network
DHCPv4 Server ~
®) Enabled

IP address range: 192.168.1.110 - 192.168.1.210

The device IP address is automatically excluded from the DHCP range
IP addresses exclude range:

Relay

Disabled

v Apply X Cancel
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32HY DHCPv4 setting B TH] » & 2535 Auto-Use the DNS configuration of the device
SoRifE - BERETE 0 BREST

AER R B S T - BENER IP LA EE P12 (140 : 192.168.1.99 ) BiE4Z %! CheckPoint 1530 %%
({5140 : https://192.168.1.254)

EDIT LAN1 X

Configuration Advanced DHCPv4 Settings
DNS Server Settings (For DHCPv4) ~
@) Auto - use the DNS configuration of the device
Use the following IP addresses:
First DNS server
Second DNS server
Third DNS server
Default Gateway a~
@) Use this gateway’s IP address as the default gateway
Use the following IP address:
WINS o

®) Use the WINS servers configured for the internet connection

Use the following WINS servers:

I pase A~

+ Apply X Cancel

2-2. ERE MR AARR 4H AR
EEHAPE » 5822E 2-2-15%7E °
JEEEHIF P (PPPoE) » :58%E 2-2-2 387 °

DHCP HIFBF - 2% 2-2-3 5% °
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2-2-1. BElIZEH IP BF

BEFEEE A CheckPoint1530 » 2535 DEVICE — Internet — % Edit » #HEA T —4H 88

& Check Point
1530 Appliance

< Internet: Manage one or more Internet connections

~ Network
Status: Connected

DHCP | WAN | 10.10.150.104/24 | 00:18:17
0% failures, 4.4ms latency | Connection monitoring...

Hotspot
Delete Disable

Routing

Internet

Local Network

MAC Filtering
DN Add an Internet connection...
Proxy

v System
System Operations
Administrators
Administrator Access
Device Details
Date and Time
DDNS & Device Access
Tools

v Certificates
Installed Certificates

Internal Certificate

~ Advanced <
@, Internet connected

L | AMTEER (B4 DHCP

EDIT INTERNET CONNECTION X

Configuration Connection Monitoring Advanced

Internet Configuration ~
Connection name: Internetl
Interface: WAN v
Connection type: DHCP v

Use connection as VLAN

v Apply X Cancel
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5 N connection type - Y Static IP 18 > B A B BEIRE SR IP (B RIA K FERAESS 1P At Bkl

IP 48HE/48R53EE 1 10.10.150.104/255.255.255.0 » Default gateway 10.10.150.254 (Itb &5

HRMEREN)
X DNS & 168.85.1.1 ~ 8.8.8.8

STRIAR TR Apply SERLERAE

EDIT INTERNET CONNECTION X

Configuration Connection Monitoring Advanced

Internet Configuration

Connection name: Internet1
Interface: WAN
Connection type: Static IP

IP address: 10.10.150.104
Subnet mask: 255.255.255.0
Default gateway: 10.10.150.254

Use connection as VLAN

DNS Server Settings
First DNS server: 168.95.1.1
Second DNS server: 8.8.8.8

Third DNS server: Field is not mandatory

v Apply

v

X Cancel
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BEPEE ACheckPoint1530 » 243 DEVICE — Internet — 3% Edit » #EA T —4 58

&) Check Point
1530 Appliance

< Internet: Manage one or more Internet connections

v Network
Status: Connected

DHCP | WAN | 10.10.150.104/24 | 00:18:17

0% failures, 4.4ms latency | Connection monitoring...

Internet
Local Network

Hotspot

DEVICE Edit Delete Disable
Routing
MAC Filtering
DNS
Add an Internet connection...
Proxy
v System

System Operations
Administrators
Administrator Access
Device Details
Date and Time
DDNS & Device Access
Tools

~ Certificates
Installed Certificates
Internal Certificate

~ Advanced <
@, Internet connected

e | AMTEER{E/A DHCP

EDIT INTERNET CONNECTION X

Configuration Connection Monitoring Advanced

Internet Configuration ~
Connection name: Internet1
Interface: WAN v
Connection type: DHCP v

Use connection as VLAN

v Apply X Cancel
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8 ML connection type » #EHY PPPOE 18 » M A RSRAHIREE R HAVEREIRIRAR RS - STHRIRIR Apply TehY

ines
X B

EDIT INTERNET CONNECTION X

Configuration Connection Monitoring Advanced

Internet Configuration ~
Connection name: Internet1
Interface: WAN v
Connection type: PPPoE v

ISP login user name:

ISP login password:

Show

Use connection as VLAN

v Apply X Cancel
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2-2-3.DHCP I F

HEFEEE ACheckPoint1530 » 253 DEVICE — Internet — 3% Edit » A T—

&) Check Point
1530 Appliance

< Internet: Manage one or more Internet connections

v Network
Status: Connected

DHCP | WAN | 10.10.150.104/24 | 00:18:17

0% failures, 4.4ms latency | Connection monitoring...

Internet
Local Network

Hotspot

DEVICE Edit Delete Disable
Routing
MAC Filtering
DNS
Add an Internet connection...
Proxy
v System

System Operations
Administrators
Administrator Access
Device Details
Date and Time
DDNS & Device Access
Tools

~ Certificates
Installed Certificates
Internal Certificate

~ Advanced <
@, Internet connected

Z4RFEER{ES DHCP » #23 connection type 2 DHCP 7 >
1% Apply SERNERTE

EDIT INTERNET CONNECTION X

Configuration Connection Monitoring Advanced

Internet Configuration ~
Connection name: Internetl
Interface: WAN v
Connection type: DHCP v

Use connection as VLAN

v Apply X Cancel
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£%7F DNS/NTP {31 AR 23{irtit

] Check Point
21530 Appliance

<
~ Network
Internet

Local Network

DNS: Configure DNS and Domain settings for the device

IPv4 DNS

IPv4 DNS Servers

Hotspot (®) Configure DNS servers
DEVICE These settings w applied on all Internet connecti
Routing
First DNS server:
MAC Filtering
DNS Second DNS server:
Proxy Third DNS server:
> System Use DN servers configured for the active Internet connection(s)

System Operations
Administrators.
Administrator Access
Device Details
Date and Time
DDNS & Device Access
Tools

~ Certificates
Installed Certificates
Internal Certificate

~ Advanced ~
@, Internet connected

5132 HY Use DNS servers configured for the active connection(s) - B E{FFEE (S £ E 21 DNS

8] Check Point
1530 Appliance

<
~ Network
Internet
Local Network
Hotspot
Routing
MAC Filtering
DNS
Proxy
v System
System Operations
Administrators
Administrator Access
Device Details
Date and Time
DDNS & Device Access
Tools
v Certificates
Installed Certificates
Internal Certificate

~ Advanced M
@, Internet connected

SERRAETE Apply SERNERTE

IPv4 DNS Proxy

| Enable DNS proxy

s defined ab

elay DNS requests from intern.

| Resolve Network Objects
s as a hosts list to tra

Domain Name
Domain name: e.g. MyCompany.com

v Apply

DNS: Configure DNS and Domain settings for the device

IPv4 DNS

1Pv4 DNS Servers

Configure DNS servers

(® Use DNS servers configured for the active Internet connection(s)

Connection Name First DNS Server

Internet1 168.95.1.1

IPv4 DNS Proxy

| Enable DNS proxy

| Resolve Network Objects

Domain Name

v Apply
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& ZEF AJLAE DEVICE — Date and Time FE&ERFME - W1EFHNRE o) LAZEIE Set date and time manually » FE{&
A RS

] Check Point
1530 Appliance
< Date and Time: Configuring device's date and time manually or using NTP

~ Network
Current System Time: Wednesday, December 14th, 2022 03:05:31 PM (GMT+08:00) Taipei
Internet
Adjust Date and Time

OlSet date and time manuall

Date: Wednesday, December 14th, B

Local Network
Hotspot
DEVICE

Routing

MAC Filtering Time: 03 : 04 PM ¥

DNS Set date and time using a Network Time Protocol (NTP) server

Proxy
~ System

System Operations

Administrators.

Administrator Access

Device Details

Date and Time

DDNS & Device Access Time Zone

Tools

Local time zone (GMT+08:00) Taipei -

~ Certificates
| Automatically adjust clock for daylight saving changes

Installed Certificates
Internal Certificate

v Apply X Cancel
~_ Advanced <

@, Internet connected

UNZEERTE NTP server FJLAZ4EE Set date and time using a Network Time Protocol (NTP) server

8] Check Point

1530 Appliance

< Date and Time: Configuring device's date and time manually or using NTP

( ~ Network
h Current System Time: Wednesday, December 14th, 2022 03:07:16 PM (GMT+08:00) Taipei

Internet §
Adjust Date and Time
Local Network
o Set date and time manually
Hotspot
DEVICE =
Routing
MAC Filtering Time: -
DNS Olset date and ing a Network Time Protocol (NTP) servel
Proxy NTP server: ntp.checkpoint.com
Bl - System NTP server: ntp2.checkpoint.com
System Operations
Update Interval (minutes): 30

Administrators
b5 NTP authentication
Administrator Access

Device Details

3 Date and Time
BJECT DDNS & Device Access B
Tools )
~ Local time zone: (GMT+08:00) Taipei -

~ Certificates
| Automatically adjust clock for daylight saving changes

Installed Certificates
Internal Certificate

+ Apply X Cancel
~ Advanced >

STRLIRIE Apply SRR ]

Hs
fri}
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2-4. 5% 7E

=k |

S
& O

8] Check Point

& A CheckPoint1530 >

B X i A A o A 75
253% HOME — Security Dashboard - 7£ B B LUSHERERIL BRI X AEIRA A9

W admin |

1530 Appliance

& ~ Overview
HOME System
Security Dashboard
Security Management
Cloud Services
= License
Site Map
* Monitoring
Notifications

Active Devices

o Monitoring
7=
Reports
~ Troubleshooting
) Tools
Support
~

2-5. &%

Security Dashboard: Control and monitor Software Blades configurations and status

Access Policy | Settings.

L L L]
s=s sl D=] @
L L1 ]

Bl J¢oa BN o BN Jou [ FAG
Firewall Applications & URL User Awareness QoS

Filtering

Threat Prevention | Settings..

¢ ©

[ov BE-F N o~ BRE-¥

Intrusion Prevention Anti-Virus
(IPs)

-

[ on K-

Anti-Bot

[ov -

Threat Emulation

VPN | Settings...

Bl ¢4 B Jox

Remote Access Site To Site VPN

BHi® THREAT PREVENTION —

BE > TERER S Recommended

Check Point

ITERERER » 7£ Policy EBD AIMKIR B F 5

=

[ov -3

Anti-Spam

5% 7€ IPS/Application Control/URL Filtering/Anti-Bot/AV&AM

BEPEE A CheckPoint1530 »
IPS/Anti-Virus/Anti-Bot/Threat Emulation » o] DA

» EEE A AEEF RS B
> DH%%}%_E

Blade Control

1530 Appliance

~ Threat Prevention
Blade Control
Exceptions
Infected Devices
~ Protections
IPS Protections

Engine Settings

~ Anti-Spam
Blade Control
THREAT
PREVENTIO! Exceptions
2=
42

Threat Prevention Blade Control: Configure IPS and malware policy

% Qinfected devices

More details

Threat Prevention (Powered by SandBlast Cloud)

[ ov IS @ Up to date
B ) Antivirus @ Up to date
B ) AntiBot @ Up to date
EM | Threat Emulation
Schedule updates
Policy

Strict
® Recommended

Custom
Tracking options: B Log -
Protection Activation
High confidence: @ Prevent

v Apply
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B] AR5 THREAT PREVENTION — IPS Protection » £ B EFB] IASTET IPS BN S VEARER

&) Check Point
1530 Appliance

A —]

X AE

< IPS Protections: Monitor protections list and manually configure specific protections to override general policy & Print | @ Help
~ Threat Prevention
Blade Control Type to filter Q| /' Edit
Exceptions Protection Protection Type Category Action Severity Confidence Performance Imp.
Infected Devices SYN Attack Server/Client Protection e W Inactive s High — High — Critical
O s Sequence Verifier Server Anomaly TcP @ Inactive s High oo Mediu... s Low
IPS Protections LAND Server/Client Protection Denial of Service @ Prevent o Medium - e Mediu... Very-low
Engine Settings Ping of Death Server/Client Protection Denial of Service @ Prevent = Medium s Mediu... Very-low
- Anti-Spam Small PMTU Server/Client Anomaly Tcp @ Inactive s High — High — Critical
Teardrop Server/Client Anomaly Denial of Service @ Inactive = High o Mediu... Very-low
T Blade Control
PREVENTIO! ——— Max Ping Size Server/Client Anomaly 1P and ICMP @ Prevent s Medium  smmmmm High Very-low
Non-TCP Flooding Server/Client Anomaly Denial of Service @ Inactive s High = Mediu... e Low
Network Quota Server/Client Anomaly IP and ICMP @ Inactive s High e Mediu... s Critical
Dynamic Ports Server/Client Anomaly Network Security @ Inactive s Medium  smmmm High Very-low
Inbound DNS Request Server Protection Cache Poisoning @ Inactive = High w— Low — Critical
Mismatched Replies Server/Client Protection Cache Poisoning @ Inactive w— High o Mediu... s Critical
Scrambling Server/Client Protection Cache Poisoning W Inactive = High mmooo Mediu... s Critical
Non Compliant DNS Server/Client Anomaly DNS @ Inactive s Critical = Medium = Low
Unknown Resource Record ~ Server/Client Anomaly DNS @ Inactive s Medium s Low e Low
DNS Data Overflow Server/Client Protection DNS @ Inactive s Critical  smees Mediu... s Low -
& < Page 1 |of2 > » 1-50 of 64
@ !nternet connected & Upgrade available @ Uptodate © 03:16 PM

2-6. Mac Binding

ANZEERE IP-Mac Binding ZAI{E USER&OBJECTS — Network Objects » fEEEH L5 BH% New » EBEH NEW
NETWORK OBJECT HIfR & - 15 Type iZIELA A Single IP Wi A4 1P DAK 4142278 » il 4 3% Reserve IP address in
DHCP service for MAC » i fE MAC address #3{i7# A MAC {izilt

TR RIUAES AAAAAAAAAAAA

EDIT NETWORK OBJECT

IPv4 address: 192.168.1.2

Object name: PC2
| Allow DNS server to resolve this object name
! Exclude from DHCP service

/| Reserve IP address in DHCP service for MAC

MAC address: AAAAAAAAAAAA

X Cancel

v Apply

SR TE STRUBIR Apply STRUERTE
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B=F BUTLFEAPFELARTS

113

a3

a0
X

MREZFEELENNIAEREE P HUEEE (20 : AEERS  FHERR ) NEFEHERBEEE
IBATLR (port) BUIFE (40 - 49B8L#EY ~ BitTorrent) » BIBIHY NAT 587 ©

3-1. BRE Web () {alAk a3
EEFFRBTANTEREERIMIERERRE - ERARERERE

o

BEEN Web Ul 3232 B [ACCESS POLICY] — [Firewall]l — [NAT] » 32IZ438158E NAT Rules 89 [New Server
(forwarding rule)] 4T °

® Quantum Spark
Cv 1500 Appliance

~ Firewall

Blade Control

< NAT: Configure NAT (Network Address Translation) for outgoing traffic and forwarding NAT rules for incoming traffic

Outgoing Traffic

\m Hide internal networks behind the Gateway's external IP address
Policy
@ Servers \
4) NAT Rules
NAT
W New Server (forwarding rule) | View NAT rules
VolP
Smart Accel

ACCESS
POLICY v User Awareness

U Blade Control
= QoS
Blade Control

Policy

v SSL Inspection

Port ¥fFES T (FMNER 1P Port ¥ FERIAER IP Port » L35 E & HGFT A ELZRISMNER IP Port EZINER IP Port)
ZOREEIaN T

FACTORY
b ) DEFAULT

Web Server : 172.16.1.100

Default Gateway : 172.16.1.1 WAN : 210.243.191.65
Default Gateway : 210.243.191.1

#FEZIWeb Server : 172.16.1.100
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3E3Z [Web Server] > {1875 [edit] » 2% EFRFEEIFER port IHERE ©

NEW SERVER WIZARD STEP 1: SERVER TYPE X

v Web Server
Mail Server \A
DNS Server
EDIT WEB SERVER PORTS X
FTP Server

Citrix Server V| HTTP 80, 8080

PPTP Server v HTTPS 443

Other Server

+ Apply X Cancel

Cancel Back Next
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NEW SERVER WIZARD STEP 2: SERVER DEFINITIONS X

Name: WebServer
IP address: ’ 172.16.1.100) ‘
Comments: web server

v Allow DNS server to resolve this object name
v Exclude from DHCP service
Reserve IP address in DHCP service for MAC

MAC address:

Cancel Back Next

Name (FBF5) : WebServer (Lb&E5) - 35 EFEMEREA)
IP Address (IPithill) : 172.16.1.100 (Lb B0 - FEEFKEREA)

Comments (5E£#) : web server (RA]ZEX) (Lb&EH] - BEEZFP G KEIA)

[V Allow DNS Server to resolve this object name (Lt &35 - FEEEMKEREA)
— J&T DNS falfRERMRAIT I ¥ 5 275

M Exclude from DHCP service (L5 &&56 » sEEE S IRERAN)

— 1t DHCP BRF5HERR
[] Reserve IP address in DHCP service for MAC
— P8 DHCP AR#5 &3 MAC {RE IP

MAC address :
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X ESHEAR -

NEW SERVER WIZARD STEP 3: ACCESS X

This server is accessible from the following zones:

®  All zones (including the Internet)

Only trusted zones (my organization)

Manually configure access policy to this server
Ping to this server
V' Allow access to the server using ICMP (ping)

Logging traffic to this server

V' Log blocked connections

Log accepted connections

Cancel Back Next

FEIZPIEh R IR ARERAV R -
@® All zones (including the internet) (b2 #E451
— PTABREE R A

AEEPIRTEREA)

QO Only trusted zones (my organization)

M LAN
[] Remote Access VPN Sites
[M Remote VPN Sites

— RAEZEENERER MU

O Manually configure access policy to this server

— FENfCEH I RTFZRAVEHRE RIS

Ping to this server :

[M Allow access to the server using ICMP (ping) (LA &6/ - SEEEFRERKEA)
— RFHEAICMPEIEAREE

Logging traffic to this server :

M Log blocked connections (t5&&66) » FBEEFRFEREA)
[] Log accepted connections
— fRE it ARS8
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RIS IR TE

NEW SERVER WIZARD STEP 4: NAT X

NAT Settings

Hide Behind Gateway (Port Forwarding)

Traffic to the gateway's external IP address on the specified ports will be forwarded to
this server

Static NAT: | 210.243.191.65
Traffic to the specified IP address and ports will be forwarded to this server

v Hide outgoing traffic from the server behind this IP address

No NAT

The server's IP address is accessible from the Internet
Redirect from port:

@ Port translation is only available for a single-port server

Advanced

V' Force translated traffic to return to the gateway

Allow access from internal networks to the external IP address of the server via local
switch

Cancel Back Finish

O Hide Behind Gateway(port Forwarding)
— [BEEERERE RO
(® Static NAT : [210.243.191.65] (Lt &) » FFEEFUTEREAN)

— BERENAT
[ Hide outgoing traffic from the server behind this IP address(Itt & &5 - 58 ZRKEREA)

O No NAT
— FENAT
Redirect fromport = [ ]

R ESTAIERIIACCESS POLICYIX|[ServersiE:R 2 BB X EBKID °

] Check Point E+ Log Out | @ Help / Suppos _ ]
1500 Appliance wiw admin | B+ Log Out | @ Help / Support SRS

< Servers Definition and Access: Access permissions and NAT for server objects
- Firewall

Type to filter Q| % New / Edit X Delete

Blade Control
Policy Name
S L BC A 12205200 Ieo.6ea6000 1024200165 Bitloceciag

NAT WebServer il Web Server 172.16.1.100 TCP: 80, 443,8080 210.243.191.65 web server ]
. [mm T T TS0 TOTTTES

v User Awareness

Blade Control
~ QoS
Blade Control
Policy
~ SSLinspection
Policy
Exceptions

Advanced
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ERE B RERTN » BE [ACCESS POLICY] — [Firewall] — [NAT] » 3##Z [Hide NAT rules] » MRS EBIELEH
HEMrule °

8] Check Point

W admin | B Loz Out | @

1500 Appliance
< NAT: Configure NAT (Network Address Translation) for outgoing traffic and forwarding NAT rules for incoming traffic @ Help
~ Firewall
a Outgoing Traffic
8lade Control
ol [ On | Hide internal networks behind the Gateway's external IP address
olicy
: Servers
NAT Rules
NAT

R New Server (forwarding rule)

v User Awareness

Blade Control
v QoS N riginal Sou Original Destinati...  Original Service ans| <. slated Dest Translated Serv Comment
9 Blade Control ~  Auto Generated Forwarding Rules
Policy 1 * Any B 210243.191.65 3£ Custom,ICMP  # ThisGateway.. @ MyPC * Onginal Generated forwarding rule: My_PC
.. 2 B Meec * Any > Aoy B 21024319165 __ Orginal * Original Generated fonwarding rule: M
e Policy 3 * Any R 210243.191.65 3£ Web, ICMP # ThisGateway.. [ WebServer # Original Generoted forwarding rule:
it 4 R WebServer * Any * Any B 21024319165  # Original * Original Generoted forwarding rule:
32 Akerier H * Any W 00T IeT e oL WAl P # ThisGateway ..  Ig MailServer # Onginal Generated forwarding rule
6 o Malserver * Any » Any B 21024319165  # Original * Original Generated forwarding rule:
« »

3-2. 3% 7 (Mail) ER{4{a) AR S
&5 EEERE RN AR AR NP ERAERE - BREREREGTS

BEEN Web Ul 312325 ERY [ACCESS POLICY] — [Firewall]l — [NAT] » 33243835288 NAT Rules F9 [New Server

et ]

(forwarding rule)] #E1TERE °

® Quantum Spark . = I
) 1500 Appliance W admin | B» Log Out | @ Help / Suppo
< NAT: Configure NAT (Network Address Translation) for outgoing traffic and forwarding NAT rules for incoming traffic
:
- Outgoing Traffic
@ Blade Control
ool [ on | Hide internal networks behind the Gateway's external IP address
olicy
3) Servers \
— 4J NAT Rules
NAT T
ﬂ m W New Server (forwarding rule) I| View NAT rules
VolP
-

ACCESS
POLICY v User Awareness

Smart Accel

Blade Control

v QoS
Blade Control
%o Policy

~ SSL Inspection
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Port I /B =X (FMER 1P Port ¥1FEZIAER IP Port » LEERE EFFTAEAREISMD IP Port #52| AEL IP Port)

ZRIBET ¢

POWER

DC 12V
# A\ FACTORY
( / a DEFAULT
>
N

CONSOLE

Mail Server : 172.16.1.200 WAN : 210.243.191.65
BN CaEmEy . Ll Default Gateway : 210.243.191.1
#FERIMail Server : 172.16.1.200

3212 [Mail Server] > TRE S [edit] > 22 E TR EAIportifz%E °

NEW SERVER WIZARD STEP 1: SERVER TYPE X

Web Server

[v] mail server

DNS Server 0

FTP Server
EDIT MAIL SERVER PORTS X

Citrix Server
PPTP Server v SMTP 25
Other Server v/ POP3 110
v IMAP 143
v Apply X Cancel

Back Next

Cancel
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REFHERBAS

NEW SERVER WIZARD STEP 2: SERVER DEFINITIONS X

Name: ‘ MailServer \
IP address: 172.16.1.200
Comments:

v Allow DNS server to resolve this object name
v Exclude from DHCP service
Reserve IP address in DHCP service for MAC?

MAC address:

Cancel Back Next

Name(FAF ) : MailServer (LEAEHI > FEEFMKEREAN)

IP Address(IPfitit) : 172.16.1.200 (LbAEEH] > EEE P KT KEIA)
Comments(3EfZ) : FIRE (RETES)(EAEH > FEEFKERBA)

[M Allow DNS Server to resolve this object name(LE &5 - FEE ST KEA)
— SREFDNSEIAR BT L ¥ R 2 78

M Exclude from DHCP service(tt & &3/ - :ZEEFRBREA)

— f{¢DHCPRRFSHERR
[] Reserve IP address in DHCP service for MAC
— PADHCPARF5HiEEMACLREEIP

MAC address :
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X EHEAR -

NEW SERVER WIZARD STEP 3: ACCESS X

This server is accessible from the following zones:

® All zones (including the Internet)
Only trusted zones (my organization)

v LA}

v Re
Manually configure access policy to this server

Ping to this server

V| Allow access to the server using ICMP (ping)

Logging traffic to this server

V| Log blocked connections

Log accepted connections

Cancel Back Next

FEIZEPIEh R IR ARERAV R -
(@® All zones(including the internet) (b 2 & 151
— PTABREE R A

AEEPIRTEREA)

O Only trusted zones(my organization)

M LAN

[] Remote Access VPN Sites
[M Remote VPN Sites
— REZEENEE PTG

O Manually configure access policy to this server

— FEIFEH I RTFZRAVEHREI RS

Ping to this server :

[7] Allow access to the server using ICMP (ping) (LL 7361 - SFEEFIRFRBA)
— REHMEFICMPRIERES

Logging traffic to this server :
M Log blocked connections (t5&&66) - FBEEFIRFEREA)

[] Log accepted connections
— R E it AR5 28
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ARSI B IARS

NEW SERVER WIZARD STEP 4: NAT X

NAT Settings

Hide Behind Gateway (Port Forwarding)

Traffic to the gateway's external IP address on the specified ports will be forwarded to
this server

Static NAT: | 210.243.191.65
Traffic to the specified IP address and ports will be forwarded to this server

V| Hide outgoing traffic from the server behind this IP address

No NAT

The server's IP address is accessible from the Internet
Redirect from port:

@ Port translation is only available for a single-port server

Advanced

V' Force translated traffic to return to the gateway

Allow access from internal networks to the external IP address of the server via local
switch

Cancel Back Finish

O Hide Behind Gateway(port Forwarding)
— [SFEE AR E (RO )
(® Static NAT : [210.243.191.65] (Lt R &) - FFEEPURFTREA)
— ERRENAT
[V Hide outgoing traffic from the server behind this IP address(tt &5 » FHEE P EKREA)
O No NAT
— HEENAT

Redirect fromport : [ ]

SR E ST [ACCESS POLICY] — [Servers] iR 2 & B R EMID °

1500 Appliance wiv admin | B+ Log Out | @ Help / Support [SUNEEEREN

< Servers Definition and Access: Access permissions and NAT for server objects & Print | @ Help
~ Firewall

8lade Control Type tofilter Ql kNew it x

Policy Comments
© s My_PC R Custom Server 172.16.1.10 TCP: 6881-6889 210.243.191.65 BitTorrent access
NAT W 17 161K TCPW IDEIQISS
o A=y I MallServer s Mall Server 172.16.1.200 TCP: 25,110,143 210.243.191.65
Blade Control .
> QoS

Blade Control
Policy

~ SSL Inspection
Policy
Exceptions

Advanced

_49_



L ' 1
& cHeck PoINT Quantum Spark 1530 IR 224 5

ERE B RERIN » BE [ACCESS POLICY] — [Firewalll = [NAT] » 3##E [Hide NAT rules] » RSB BEIES
H#E ERrule ©

11500 Appliance v admin | B+ Log Out | @ Help/Support SRR

< NAT: Configure NAT (Network Address Translation) for outgoing traffic and (> BEN
A ~ Firewall
Blade Control
the Gateway's external IP address
Policy
Servers
NAT Rules
NAT
R New Server (forwarding rule)
Il ~ User Awareness
= 8lade Contro #New~ / x =
v QoS
Blade Control v Auto Generated Forwarding Rules
Policy 1 * Any B 21024319165 R My PC * Original Generated forwarding rule: My P
e ~ SSL Inspection 2 R myPC * Any # Original # Original Generated forwarding rule: My_Pf
2 Policy El * Any B 21024319165 b, ICMP ® ThisGateway.. Ry WebServer ® Original Generated forwarding rule: We
Brostions 4 R WebServer * Ay R 21024319165 _» Orgnal # Original Generated forwarding rufe: WebSen rs page
2 Achanded 5 * Any R 21024319165 3T Mail, IcMP # ThisGateway .. Mg MailServer # Original Generated forwarding rule: MailServer | Servers page
6 Ry MailServer * Any * Any * Original * Original Generoted forwarding rule: MailServer | Servers page
>
~
3-3. B E MR % eI AR 23
BEEPEATRERAER PC FMAIMNBELR (1 SO BB AR éET” fER
=55F®H St PC B EER (W > PCFR BERINEEHEIERTE )
BEE P AR TR N BR A IR 4R R I SNER A B AH RRER Eso R IR AR IE
Ba =] Eiv b [=]84n /u\ o AHRSEX AR ° ﬁ BiSE Prm AlE] pES
N SE/N E/] . ~EE¢ B8 3EE OO 7\7— . : E/] N/t ]
RN Web Ul 3E1E /329 B RY [ACCESS POLICY] — [policy] EIEHIZEE T 75 [incominglAY[New] EITERE °
Rk ok d 7 Q Search
< Firewall Access Policy @ e
\ ~ Firewall
Outgoing access to the Internet ~
2) Blade Control
Policy #$New~ JE X B -
Servers
1 NAT ~ Auto Generated Rules
+ User Awareness d * Any © Block S Leg Standard default policy is configured in Firewall blade control page
2 » Any @ Internet * Ay © Accept — None Standard default policy is configured in Firewall blade control page

Blade Control
* QoS
Blade Control

Policy

~ SSL Inspection
s ~ Auto Generated Rules

Policy

1 * Any R my_PC 3£ Custom, ICMP @ Accept — None Generated rule: Access policy for My_PC | Servers page
E— 2 * Any Ry WebServer @ Accept — None Generated rule: Access policy for WebServer | Servers page
fihiorec 3 * Any R MailServer @ Accept — None Generated rule: Access policy for MailServer | Servers page

a & LAN networks * Any * Any @ Accept — None Default policy is configured i all blade control page

5 * Any * Any » Ay © Block 8o Default policy is configured i blade control page
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Port ¥ /EA X (FMEB IP Port ¥ FEZIAER IP Port » UEERTE S AEATA EZZ/MNE IP Port #2ZINER IP Port )
ZOREEIaN T

FACTORY
DEFAULT

MyPC : 172.16.1.50 WAN : 210.243.191.65
Default Gateway : 172.16.1.1 Default Gateway : 210.243.191.1
B7210.243.191.66

% fEFIMyPC : 172.16.1.50

iE1ZE [Source] » ATREABRTEAEREAIIL/ECE © 210.243.191.66 (b A&
BNEIP BERE—(EEEINLIP - :3{EA Port 25 )

AEEPIRTEREA - F (LRI

ADD RULE: INCOMING, INTERNAL AND VPN TRAFFIC

from any source to any destination on any service is accepted

* Any

™
Search or Set: 210.243.191.66
&

IP address: 210.243.191.66 Y w IP adc 8 )
IPrange:  210.243.191.66-x.x.x.X &
Network:  210.243.191.66/x % x.x Filter: Networks | Users | AD| Updatable objects

Press ENTER when done

v Apply X Cancel

Any source except...
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312 [Destination] - 3EE#E [New] B2 [Network object]

ADD RULE: INCOMING, INTERNAL AND VPN TRAFFIC
Traffic from 210.243.191.66 to any destination on any service is accepted and logged

ce inati Service Action Log

B 210.243.191.66 I * Any l* Any @ Accept Bl Log

Q

Write a comment...
Search or type a new domain or IP address (e.g. 10.0.0.1)

Apply only during this time: Filter: Networks |Users |AD| Updatable objects

A

* Any

B This Gateway - \ ;
Network Object
43¢ Al identified users

Match only for encrypted traff

% Cancel

22 Blocked_hosts 3% Network Object Group pply

2% Blocked_infected_hosts Domain

% LAN networks L Local user

Any destination except... Import 1J
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2 New Network object H1RY [type] 3E#E Single IP

NEW NETWORK OBJECT

. i a7
Type: Single IP I Single IP -

IPv4 address: 172.16.1.50 Single IP
IPv6 address: IP'Range
Object name: MyPC IPv6 Range
v | Allow DNS server to resolve this object name Network

IPv6 Network

v Exclude from DHCP service

' Domain Name
Reserve IP address in DHCP service for MAC

Device
MAC address:
v Apply X Cancel
IPV4 address © 172.16.1.50 (LB &4 > AEEFUFEKEIN)
Object name : MyPC (Lt &E4 - FBEEFIRTEKEA)
[M] Allow DNS Server to resolve object name (tbZ&&5f) - FEEFIRERBA)

— SAFTONSAAR=SEEITILLET SR 278

M Exclude from DHCP (b &%5() » 5B EPIREREA)
— 1DHCPRRFSHERR

HESRE A SRETTAR - ElapplylHERD

ADD RULE: INCOMING, INTERNAL AND VPN TRAFFIC X

Traffic from 210.243.191.66 to MyPC on any service is accepted and logged
Source Destination Service Action Log
B 210.243.191.66 B MmyPC * Any @ Accept B Log
Write a comment...
Apply only during this time: 09 ;{00 | AM ¥ |- 09 : 00 | AM ¥

Match only for encrypted traffic
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SRE TR 5l [ACCESS POLICY] — [Servers] iEsR = & B R ERID °

1500 Appliance i admin | B+ Log Out | @ Help / Support KSUEEES

< NAT: Configure NAT (Network Address Translation) for outgoing traffic and forwarding NAT rules for incoming traffic @ e

. v Firewall
o Outgoing Traffic

8lade Control

P [on | Hide internal networks behind the Gateway's external IP address

olicy
5 Servers
NAT Rules
NAT

R New Server (forwarding rule)

v User Awareness

PoL Blade Control * New v/ Edt X EE
v QoS A Original Source Original Destinati... ~ Original Service i ourc. Translated Destin. rans| Comment

9 Blade Control v Auto Generated Forwarding Rules

Policy 1 * Any B 21024319165 3£ Custom, ICMP # This Gateway R MyPC * Original Generated forwarding rule: Sen

.. R 2 B Mpc * A0 * Any B 21024319165 __» Original # Original Generated forwarding rule:

oo Policy 3 * Any B 21024319165 3§ Web, ICMP * ThisGateway .. [ WebServer * Original Generated forwarding rule:

Exceptions 4 R WebServer * Any * Any B 210243.191.65  # Original * Original Generoted forwarding rule:
£ Adhonded - * Any W 210203 T0T e D Al 1ChP # ThisGateway .. kg MailServer * Onginal Generated forwarding rule:

6 Wa MallServer * Any * Any B 210243.191.65  # Original # Original Generated forwarding rule: MallServer | Servers page
« »

3-4. 5% EFIEX BitTorrent fR¥S

Faﬁ@%- PC BJ{# M BitTorrent R7%
BEFAERSEM AT SRR R IINRERBRERTE - AR EETER

RN Web Ul 312329 B HY [ACCESS POLICY] — [Firewall] — [NAT] » i#I1ZAEEE NAT Rules HY [New Server
(forwarding rule)] #E1TE8E °

Quantum Spark
cl 1500 Appliance

v Firewall

Blade Control

W admin | [ Log Out | @ Help / Suppo

NAT: Configure NAT (Network Address Translation) for outgoing traffic and forwarding NAT rules for incoming traffic

Outgoing Traffic

. [ ON | Hide internal networks behind the Gateway's external IP address
olicy
3) Servers
44)‘ NAT Rules
NAT
M R New Server (forwarding rule) I| View NAT rules

VolP
g3
== Smart Accel

ACCESS
POLICY

v User Awareness
Blade Control
v QoS
Blade Control
Policy

v SSL Inspection
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Port ¥/ 5\ (FMNES IP Port ¥ fEZIAES IP Port » EERE 2AEHTA ELZE SN IP Port B2E N ER IP Port )
ZOBEWT ¢

POWER
DC 12v

(ﬁ FACTORY
(s

DEFAULT

CONSOLE

\_%

My_PC : 172.16.1.10
IDefault Gateway : 172.16.1.1

WAN : 210.243.191.65
Default Gateway : 210.243.191.1
#EEMy PC : 172.16.1.10

3E3Z[Other Server] > #EProtocol » A& 5% E FREE FEMportifsRE

NEW SERVER WIZARD STEP 1: SERVER TYPE X

Web Server
Mail Server
DNS Server
FTP Server
Citrix Server
PPTP Server

v Other Server
Protocol: TCP v

TCP ports: 6881-6889

Enter port numbers and/or port ranges separated by commas
For example: 1,3,5-8,15

Cancel Back Next

=113

Procotol : TCP (LEZREEHI - SBEZEFIKEKREA)

TCP ports : 6881-6889 (Lt &&Hl - sAEEFMREKEA)
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SREHIMAREBAR

NEW SERVER WIZARD STEP 2: SERVER DEFINITIONS X

Name: My_PC
IP address: 172.16.1.10
Comments: BitTorrent access|

v Allow DNS server to resolve this object name
v Exclude from DHCP service
Reserve IP address in DHCP service for MAC

MAC address:

Cancel Back Next

Name (FBFE &) : My_PC (LEAE6 > sAEEFIREREA)
IP Address (IP3htih) : 172.16.1.10 (b A&EH » BEEFEREKRKEA)
BHEEPKEKEA)

BEEFKEKRBA)

Comments (53f2) : BitTorrent access (R B 25 37)(1t & £ 5]

[V Allow DNS Server to resolve this object name (It5 2 &5l

— LETONSAAR=SERITILEET SR 278

M Exclude from DHCP service (tb&&5f) - EEEFIRTERBA)
— i DHCP BRF5HERR

[[] Reserve IP address in DHCP service for MAC

— JR DHCP AR¥3FRiE18 MAC {REE IP

MAC address :
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X EHEAR -

NEW SERVER WIZARD STEP 3: ACCESS X

This server is accessible from the following zones:

® ) All zones (including the Internet)

Only trusted zones (my organization)

v Re te VPN site

Manually configure access policy to this server
Ping to this server
V' Allow access to the server using ICMP (ping)

Logging traffic to this server

V' Log blocked connections

Log accepted connections

Cancel Back Next

EER AR AR NE
(® All zones(including the internet) (Lt & &54 > 55 & FFMEKEA)
— B &I &R MAEA

QO Only trusted zones(my organization)

M LAN

[J Remote Access VPN Sites
M Remote VPN Sites
— RBEXEENESE R M

O Manually configure access policy to this server

— FHECE YIRS R0 R

Ping to this server :

[V Allow access to the server using ICMP (ping) (Lt & &5 » sFEEEREREA)
— SFFEFAICMPEIEARES

Logging traffic to this server :
[ Log blocked connections (152 &5/

[] Log accepted connections
— FmEL R AR

BEEPIREREAN)
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RIS IGERTE

NEW SERVER WIZARD STEP 4: NAT X

NAT Settings

Hide Behind Gateway (Port Forwarding)

Traffic to the gateway's external IP address on the specified ports will be forwarded to
this server

®) Static NAT: | 210.243.191.65
Traffic to the specified IP address and ports will be forwarded to this server

| Hide outgoing traffic from the server behind this IP address

No NAT
The server's IP address is accessible from the Internet

Redirect from port:
@ Port translation is only available for a single-port server

Advanced

Force translated traffic to return to the gateway

Allow access from internal networks to the external IP address of the server via local
switch

Cancel Back Finish

AR SRIAER E -

QO Hide Behind Gateway(port Forwarding)

— PR AR E (i O 8535)

(® Static NAT : [210.243191.65] (L&) - HEEPMRFKEA)
— FFRRNAT

[ Hide outgoaing traffic from the server behind this IP address(tt &&5f) » FFEEFIKEREA)

O No NAT
— HENAT

Redirectfromport : [ 1]
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SRESTEL & El [ACCESS POLICY] — [Servers] iEsR = & B R ERLD °

5] Check Point

1500 Appliance Wiy admin | E» Log

< Servers Definition and Access: Access permissions and NAT for server objects & print | @ Help
~ Frewall
Blade Control Type to filter Q| # New /di X
Policy
Servers R Custom Sex 0 TCP: 6881-6889 210.243.191.65 BitTorrent access
NaT L
+ User Awareness MallServer R Mail Server 25,110,143 210.243.191.65

Blade Control

~ QoS
Blade Control
Policy

~ SSL Inspection
Policy
Exceptions

Advanced

R B RERTN - BEI [ACCESS POLICY]— [Firewalll = [NAT] > #E#2Z [Hide NAT rules] > MRS B BIMELEH
$ERrule ©

00 Ap| L Q s
< NAT: Configure NAT (Network Address Translation) for outgoing traffic and forwarding NAT rules for incoming traffic @ e
~ Firewall
Outgoing Traffic
Blade Control
- I Hide intemal networks behind the Gateway's external IP address
policy
Servers
NAT Rules
NAT

® New Server (forwarding rule)

= User Awareness

Blade Control

~ QoS

Blade Control ~ Auto Generated Forwarding Rules

Policy 1 » Any B 21024219165 # ThisGateway.. [ My.PC # Original Generated forwording rule: My_PC | Servers page
~ sSLInspection 2 W MypC * Any * Any B 21024319165  # Original # Original Generated forwarding rule: My_PC | Servers page

Policy

Exceptions 4 Ry Webserver * Any * Any B 21024319165  # Original * Original Generated forwarding rule: WebServer | 5

Adanced 5 * Any B 21024219165 # This Gateway.. Rg MailServer * Original Generated forwarding rule: Mails: Servers page

6 Ra Mailserver * Any # Any B 21024219165  # Original # Original Generated forwarding rule: MailServer | Servers page
4 »
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FEE 421K Fail-over 5%7E

4-1. ISP Redundancy

ISP Redundancy R1E IPv4 18D » AIMES A (ER FEEHEEZEN TR ESEERHEEER - ERRES
BB B403E1ERS » EDevice > Internet [E ] :ER{EELEIE Y BT o S Internet 1A Advanced 2B 7
TIRIBRENEL - I EBEEIZNEITRIES -

o High Availability #z\- B4R - BERERNVESLR - AEERSELRNERATRAE 7T 2ERARE
BICRAVER

 Load Balancing #&=% - #2 - 2 Internet R ERIBEEEEA 7] BiEZE 2 BH L ©

FHEB—  BRIB/ A DEVIC — 2532 Network A9 Internet @ HIR T E -

"'E’ Check Point

{ 1550 Appliance

< Internet: Manage one or more Internet connections

éx\a v Network
Status: Connected
Internet
DHCP |WAN | 192.168.100.12/24 | 00:06:40

Local Network ) _ o
0% failures, 8.4ms latency | Connection monitoring...

Hotspot
DEVICE Edit Delete Disable

Routing

cos MAC Filtering
DNS

Add an Internet connection...

Proxy

O]

|

J v System
System Operations

oa Administrators

B @"

Administrator Access
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HEX T BRIE Add an Internet connection - I AZRIRRTE © EIEAOAIRS port LA LEARESHOLEEY ex [EE IP or DHCP °

NEW INTERNET CONNECTION X

Configuration Connection Monitoring Advanced

Internet Configuration -
Connection name: Internet2
Interface: I LANS v I
Connection type: I DHCP > I

Use connection as VLAN

TR 1 BRETHIR TN BRI MIFARISAGIRE (A A5 A BT/ FHEE)

5] Check Point

1550 Appliance W admin | B+ Log Out | @ Help / Su;
< Internet: Manage one or more Internet connections
A ~ Network ) )
Multiple Internet connections
Internet
Local Network Hign Avallability mode | Configure.
@ Hotspot
DEVICE
Routing 4 New /' Edit X Delete == Disable #~ Connection Monitoring
MAC Filtering Interface
ONs Internet1 (primary, active) WAN DHCP © Connected 192.168.100.12
Proxy Failures: (0% ' Latency: ( S.6ms
~ System Internet2 LANS DHCP © Connected 192.168.20.12
System Operations Failures: 0% Latency:  6.6ms

Administrators
Administrator Access
Device Detalls
“3 Date and Time

DDNS & Device Access
Tools

~ Certificates
nstalled Certificates
nternal Certificate

~ Advanced
High Availability

Advanced Settings
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SERIY - FA%E Configure BIDUERET HA (5 7] A%/ 412 E ) 8Y Load Balancing (B EHH=ET)

MULTIPLE INTERNET CONNECTIONS

ISP Redundancy

High Availability mode

(® Load Balancing mode

v Apply X Cancel

B F: #EY Load Balancing (B &/E) &2z - FEER TE

Check Point
1550 Appliance
< Internet: Manage one or more Internet connections
2 v Network
- Multiple Internet connections
Internet
Local Network Load Balancing mode | Configure...
== Hotspot
DEVICE
Routing ¥ New X Delete = Disable #% Connection Monitoring
MAC Filtering Name Interface Type
DNS Internet1 (primary, active) WAN DHCP
Proxy
©)
e v System Internet2 (active) LANS DHCP

System Operations
Administrators
Administrator Access
Device Details

3 Date and Time
DDNS & Device Access

Tools
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RN L EINE R TR - [B/RA Internet] (primary) » Fh3E Edit AT DUERAREEIOES » MREMERTE
ATE

EDIT INTERNET CONNECTION X

Configuration Connection Monitoring Advanced

Port Settings ~ 3
QoS Settings Y

ISP Redundancy o

V| Route traffic through this connection by default
In order to route traffic through this connection you need to add specific routes through it

High Availability

Upon failure of the primary Internet connection, traffic will be routed
according to the selected priority

Priority: 1 (The higher the value, the lower its priority)

Load Balancing

Traffic will be distributed automatically according to the configured load balancing weights

Weight: (75% of the total weight)

NAT Settings v
DHCP Settings 2.4
v Apply X Cancel

SR TE STRUBIR Apply STRUERTE
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$FARE VPNEEHRTE

5-1. IPsec VPN (Site-to-Site) X E
BEEFAHIEEL VPN EAREK » AIRARE N 4BERE VPN » 57 chER AT ED,

MinEhEEE EIP

o MImEENELEE IP FERAFEELIEL o (FI—in 4 192.168.1.0/24 » B —ii43192.168.2.0/24)

RRIRBER ¢

AL
WAN: 172.16.1.1/24

LAN1:10.10.10.1/24
LAN2:10.10.11.1/24

BES
WAN:192.168.200.1/24
LAN1:192.168.1.1/24
LAN2:192.168.2.1/24

Layer 3 Switch

ARSERTE

Z A CheckPoint [ Ki&1& » PR Z2IHAEME (2435 VPN 218 - B El Site to Site IHAE N iEE Blade Control - # Site
to Site VPN IHAEZEIEEESE On o

G. Quantum Spark

1500 Appliance

< Site to Site VPN Control

'ﬁ v Remote Access i .
e ot ® on Site to Site VPN

© One VPN Site defined | VPN Sites
Remote Access Users

(= v
Connected Remote Users Allow traffic from remote sites (by default)
ff
Authentication Servers 2 v Log remote sites traffic (by default)
858 Advanced
v Site to Site
I Blade Control I
O
|~
-~ VPN Sites
Community
- VPN Tunnels
oo
VPN Advanced
v Certificates
2
& Trusted CAs
Installed Certificates
~ Internal Certificate
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Z VPN Sites A7 - Bh3EE New JREFIZ—EE 579 VPN Site

< VPN Sites: Configure remote VPN sites
~ Remote Access

Blade Control Type to filter Q /' Edit X Delete = Enable/Disable #, Test

Connected Remote Users VPNA
Authentication Servers
Advanced

v Site to Site

Blade Control

| vensites |

Community
VPN Tunnels
Advanced

v Certificates
Trusted CAs
Installed Certificates

Internal Certificate

7E Site Name 51 » 45 1t5 VPN Site B92 58 o 7F IP Address AREa A ¥R 2R IP:192.168.200.1 (b &%64 » EEXE
BAREKEA) » AR Pre-shared secret #ij A—4E/ VPN Site 1HEIRIHEZ%5 10az@WSX (L AEH - sFEEF

IREERREA) ©

Remote Site Encryption Advanced
Site name: VPNA
Connection type: Host name or IP address v

®) IP address 192.168.200.1

Behind static NAT
Host name

Authentication ~

®) Pre-shared secret

Password: | eesssess

Confirm: | essesees

Certificate

Match certificate by DN

Remote Site Encryption Domain ~
Encryption domain: Define remote network topology manually v
# New X Remove Zy Select...
i ——
v Apply X Cancel
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TERemote Site Encryption Domain A Encryption domain 3312 Define remote network topology manually Y€ N5
EIZE New RIDAZEFENAVE Iim FHIER ©

Authentication &

® Pre-shared secret

Password: | sssseses
Confirm: | sesseses
Certificate
atch certificate by D
Remote Site Encryption Domain o
Encryption domain: Define remote network topology manually v

X Remove Iy Select..
Object Name IP Addresses

No items were found

Exclude networks...

v Apply X Cancel

REFENRE IR F49 192.168.1.0/24 K 192.168.2.0/24 (Lb&FH » SFEBFRERRRE AN FTERAIHE - ST
1832 Apply 448 -

NEW NETWORK OBJECT X NEW NETWORK OBJECT X
Type: Network v Type: Network A
Network address: 192.168.1.0 Network address: 192.168.2.0
Subnet mask: 255.255.255.0 Subnet mask: 255.255.255.0
Object name: CP2_LAN1 Object name: CP2_LAN2
v Apply X Cancel v Apply X Cancel
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FTIBTEIR Apply TEAX ©

Authentication A

® Pre-shared secret

Password:
Confirm:
Certificate
Remote Site Encryption Domain A
Encryption domain: Define remote network topology manually v
¥ New X Remove 2y Select.
Object Name IP Addresses
CP_LAN o 192.168.1.0/255.255.255.0
CP2_LAN3 o 192.168.2.0/255.255.255.0

Exclude networks...

v Apply X Cancel

BELERAE :

Z A CheckPoint [ Ki&18 » A2 IHAEM (2435 VPN 3218 - B El Site to Site IHAE N iEIZE Blade Control - # Site
to Site VPN IHAEZEIEEESE On o

e‘ Quantum Spark

1500 Appliance

< Site to Site VPN Control
~ Remote Access

Site to Site VPN
Blade Control Oon

© One VPN Site defined | VPN Sites

[t}

Remote Access Users
Connected Remote Users V' Allow traffic from remote sites (by default)
Off

Authentication Servers v Log remote sites traffic (by default)
59 Advanced

v Site to Site

. I Blade Control I

VPN Sites
Community
".- VPN Tunnels
VPN Advanced
v Certificates
Trusted CAs

Installed Certificates

Internal Certificate
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Zl VPN Sites A » B5i% New RFTIE—EF1AY VPN Site

< VPN Sites: Configure remote VPN sites
~ Remote Access

Blade Control Type to filter Q /' Edit X Delete I Enable/Disable ¥, Test
RemoeAcess User

Connected Remote Users VPNA

Authentication Servers
Advanced
v Site to Site

Blade Control

| vensites |

Community
VPN Tunnels
Advanced

v Certificates
Trusted CAs
Installed Certificates

Internal Certificate

7% Site Name A7 > #3&LtE VPN Site B2 %8 7 IP Address F# A ¥R 5 ERY IP:172.16.11 (Lb B &) > :FEEPUK
Z=SREA) - qliHR Pre-shared secret #) A—#E/ VPN Site 1BE I Z 2348 19az@WSX ° (Lb A6 > FEEFIRE
BRARTEA)

Remote Site Encryption Advanced
Site name: VPNA
Connection type: Host name or IP address v

®) IP address 172.16.1.1

Behind static NAT
Host name

Authentication ~

®) Pre-shared secret

Password:  sesssess

Confirm: | esseee

Certificate

Match certificate by DN

Remote Site Encryption Domain A
Encryption domain: Define remote network topology manually v
# New X Remove Ey Select.

v Apply X Cancel
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TfERemote Site Encryption Domain T~ A Encryption domain 312 Define remote network topology manually Y€ N /5
EIZE New SRIDAZEFEXAVE Ui FHIER ©

Authentication N

® Pre-shared secret

Password: | sssssees

Confirm: | sesesees

Certificate
Remote Site Encryption Domain o
Encryption domain: Define remote network topology manually v

X Remove =y Select...

Object Name IP Addresses

No items were found

Exclude networks...
v Apply X Cancel

48 E 77 BN A BT 7 4810.10.10.0/24 5210.10.11.0/ 24 (tE B &5 » 355
Apply 4E4E -

IRt

BRERAMTE N T ER Y - ST

NEW NETWORK OBJECT NEW NETWORK OBJECT

Type: Network > Type: Network v
Network address: 10.10.10.0 Network address: 10.10.11.0
Subnet mask: 255.255.255.0 Subnet mask: 255.255.255.0
Object name: ’ CP1_LAN1 Object name: CP1_LAN2
v Apply X Cancel v Apply X Cancel
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Y I

FIBIEIR Apply FERY

Authentication A

® Pre-shared secret

Password:  sesseses
Confirm: | sssseees
Certificate
Remote Site Encryption Domain -~
Encryption domain: Define remote network topology manually v

# New X Remove Iy Select...

Object Name IP Addresses

CP1_LAN2 & 10.10.11.0/255.255.255.0
CP2_LAN & 10.10.10.0/255.255.255.0

Exclude networks...

v Apply X Cancel
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5-2.SSL VPN 5% E
5-2-1. SSL-VPN % & & &%

& A CheckPoint [ Ki&1& » IRIBINAEMIENEE VPN » BEl Remote Access > Blade Control J& T » #% Remote
Access IJAEIETE On BYFE » B8 VPN Remote Access users can connect via: J&& NAY SSL VPN 3EIEF] 4 o

e Quantum Spark

1500 Appliance

< VPN Remote Access Control
~ Remote Access
. _ Remote Access
o
@ 2users  and no groups are defined with VPN Remote Access permissions
Remote Access Users

=
— Connected Remote Users off

@ static IP for Remote Access: 210.243.191.65

V| Allow traffic from Remote Access users
Authentication Servers

v Log traffic from Remote Access users
Advanced

Require users to confirm their identity using two-factor authentication | Configure...
~ Site to Site & Y E I E

I I )
EEkEn VPN Remote Access users can connect via:

< VPN Sites

s Check Point VPN clients
Community Connecting laptops/desktops with Check Point's VPN client software | How to connect...
7o VPN Tunnels - D Mobile client
voN Advanced Enable VPN remote access mobile clients to connect via Check Point Mobile VPN client | How to connect...
~ Certificates - a SSL VPN | Manage SSL VPN Bookmarks | Certificate authentication...
Enable VPN remote access clients to connect via SSL VPN | How to connect...
Trusted CAs

@ Windows VPN Client

Installed Certificates . T
Enable VPN remote access clients to connect via native VPN client (L2TP) | How to connect...

Internal Certificate

2l Remote Access Users J&& | » 535 Add SO AVPN BY{ERZE -

NEW LOCAL USER X

Remote Access SSL VPN Bookmarks
User name: User01

Password:

Confirm:

Email: Field is not mandatory
Phone number: Field is not mandatory
Comments: Field is not mandatory

Temporary user

I V| Remote Access permissions I

v Apply X Cancel

i AZFTIEHY VPN (EREIRSRZRDS - 1 ZJHX Remote Access permissions 5EA%& 1% Apply 455R °
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5-2-2. SSL-VPN FHF IR & A

E A CheckPoint [5Xi&1E » FAAEINACIEIENE VPN » BB El Remote Access > Blade Control J& T~ » #F Remote
Access INAEEE On B - B8 VPN Remote Access users can connect via : J& NHY SSL VPN #ZEIEF] 4

FEERIELS L > B AVPN Site 89 https:// (IPALE) > TTEHE AR B R A EHEROVPNIRSREE & 1% OK STAX °
o ERBHIHEMEIRE > B ST ERE T ERER
o EREAFERMEIR 443 » FIRUA TR -

& G A 7=z suss2024

Check Point

SOFTWARE TECHNOLOGIES LTD.

SSL Network Extender

Check Point SSL Network Extender requires the download of an ActiveX / Java control to your browser.
The entire process will take approximately 1 minute, depending on your connection speed.

If a security box appears, you must click Yes to approve the security certificate to initiate the download of
the required ActiveX / Java control.

Check Point SSL Network Extender will be displayed upon the completion of the ActiveX / Java control
download and automatic installation.

[ SSL Network Extender Login - A - MicrosoftEd.. — O X

A T=2 | bupsy/21024 /extender.html A ab

SSL Network Extender

Please enter your user name and password

Password:

Click for using SecurlD

BhiEE /B IHAEME DEVICE > Advanced Setting » #%l VPN Remote Access - Remote Access port 1&EfiiEEdit o

Quantum Spark

1500 Appliance Wi admin | B+ LogOut | @ Help/ Support [eREEEEE

P

< Advanced Settings: Manage very advanced settings of the device & print | @ He
~ Network
Changing these advanced settings can be harmful to the stability, security and performance of the appliance
Internet

443 x Restore Defaults

Local Network

Attribute Name Description

Hotspot

Select the port to which Remote Access clients connect, and SSL VPN Network extender portal uses

Routing VPN Remote Access - Remote Access port

MAC Fitering VPN Remote Access - Reserve port 443 for port forwarding bool false Reserving port 443 for port forwarding (port 443 will not be used for Remote Access and SSL VPN Network extender)

DNS
Proxy

~ System
System Operations.
Administrators
Administrator Access
Device Details
Date and Time
DDNS & Device Access
Tools

~ Certificates
Installed Certificates
Internal Certificate

~ Advanced

High Availability

Advanced Settings
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FERemote Access Port/#s ASRE AR B 5% - Alif% Apply SehX °

VPN REMOTE ACCESS X

Select the port to which remote access clients connect,
and SSL VPN Network extender portal uses

Remote Access Portt 1 1443|

Reserve port 443 for port forwarding

Restore Defaults v Apply X Cancel

5-3. Check Point Remote VPN % %E
5-3-1. SSL-VPN 5% TE 5 B

Z* )\ CheckPoint XN HEE » IAZDIBINAEMEAIZEE VPN » B3 Remote Access > Blade Control JET » #§ Remote
LEsee

Access THAEIETE On BLA - B8 VPN Remote Access users can connect via: JiE FAY Check Point VPN clients 32 T1E$]
/j o

® Quantum Spark
@ 1500 Appliance

< VPN Remote Access Control
~ Remote Access

Remote Access

@ 2users  and no groups are defined with VPN Remote Access permissions.
Remote Access Users

@ static IP for Remote Access: 210.243.191.65

Connected Remote Users i
v Allow traffic from Remote Access users
Authentication Servers
| Log traffic from Remote Access users
Advanced
Require users to confirm their identity sing two-factor authentication | Configure...
~ Site to Site J 1y using | Configs

gacecens) VPN Remote Access users can connect via:

VPN Sites . n
R Check Point VPN clients

Community Connecting laptops/desktops with Check Point's VPN client software | How to connect...
P VIS 7 u Mobile client
PN e Enable VPN remote access mobile clients to connect via Check Point Mobile VPN client | How to connect...

- Certificates 7 e SSL VPN | Manage SSL VPN Bookmarks | Certificate authentication...
Enable VPN remote access clients to connect via SSL VPN | How to connect...
- Trusted CAs

- @ YVindows VPN Client | L2TP pre-shared key @

Enable VPN remote access clients to connect via native VPN client (L2TP) | How to connect...

Installed Certificates

Internal Certificate
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5-3-2. Check Point VPN E E iR E

Z https://www.checkpoint.com/quantum/remote-access-vpn/#downloads Z|¥EEFRIRIEERFN THE
T > 3% DOWNLOAD A -

[ ]
0 CHECK POINT PRODUCTS SOLUTIONS SUPPORT & SERVICES PARTNERS RESOURCES Q@

Windows and Mac Android and i0S

Remote Access Client for
Windows and Mac

* VPN Client
© VPN Auto-Connect
© Multi-Factor Authentication Support

# Secure Hotspot Registration

e Compliance Scanning

o Central Management

VIEW DATASHEET

Remote Access for Windows
(Windows 7. 8.1, 10 and 11)

EAEEZBIINEEPAELEL Download T Checkpoint Remote VPN JEFIFZT ©

Free Demo

[
e CHECK POINT" PRODUCTS SOLUTION SUPPORT & SERVICES PARTNERS RESOURCES

Support Center > Sean ults > Download Details

Search Support Center Q

Download Details

E86.50 Check Point Remote Access VPN Clients for Windows

Details
File Name E86.50_CheckPointVPN.msi
Product Check Point Mobile, SecuRemote, Endpoint Security VPN
Version E86
Minor Version E86.50
0s Windows

Build Number

Show mo

Having problems downloading the file? Click here for help.

Download Agreement

PLEASE READ THIS AGREEMENT CAREFULLY.
=~ BY CLICKING ON THE "DOWNLOAD" BUTTON, YOU EXPRESSLY AGREE TO BE BOUND BY THE TERMS AND CONDITIONS OF THIS DOWNLOAD AGREEMENT.

This Software Download Agreement ["Agreement ] is between you [either as an individual or company) and
Check Point Software Technologies Ltd. ["Check Point™), for the software and documentation provided by

this Agreement ["Software].

.
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ST R EH A 2R3 A Check Point VPN Installation Wizard » 125 Next A T—3 o

ﬁ Check Point VPN Installation Wizard - X
Welcome to Check Point VPN Installation Wizard

Installation Wizard will install Check Point VPN on your
computer. To continue, click Next.

L ]
e’ CHECK POINT"

gack [ _Nex || cancel

%12 Endpoint Security VPN ifi3% Next F—% o

ﬁ Check Point VPN Installation Wizard

Client Products
Choose a product to install

[ ]
e, CHECK POINT"

(® Endpoint Security VPN
Enterprise Grade Remote Access Chent, including basic Endpoint
Security Features (Recommended for SecureClient replacement).

(O Check Point Mobile
Enterprise Grade Remote Access Chent.

() secuRemote
Basic Remote Access Client.

Back | Next Cancel

sEEEn R S P ERAR 4 438 | accept the terms in the license agreement i 24 Next T—3b o

#5 Check Point VPN Installation Wizard - X
License Agreement
Please read the ing license agr ly
Software License Ag t & Limited Hard Warranty A

Check Point Software Technologies Ltd.

PART | - SOFTWARE LICENSE AGREEMENT

This License Agreement (the “Agr nt) is an agr 1t between you (both
the individual installing the Product and any legal entity on whose behalf such
individual is acting) (hereinafter “You™ or “Your’) and Check Point Software
Technologies Ltd. (hereinafter “Check Point’).

I@Iacceptmetemlshmeioenseagreenw I
(_) I do not accept the terms in the license agreement
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MRFEEM T EHEEE - 2 Change TR - WAFEFEIER Install THIUFFTLETM °

ﬁ Check Point VPN Installation Wizard — X

Destination Folder °
Click Next to install, or click Change to installto a different folder. @ cHECK POINT

: j Install Check Point VPN to:
C:\Program Files (x86)\CheckPoint\Endpoint Security\Endpoint Change...
Connect\

Back Install Cancel

SEhi {2 Z] Site Wizard BN E - 25 Next F—4 o

£ Site Wizard X

Welcome to the Site Wizard

The wizard will guide you through the configuration of
anew site for the VPN client.

Back | Camel || Help

o ABAGERIES SN 1P > TR Next R T—2 -

2 Site Wizard X
Welcome to the Site Wizard Q
4
site is your gateway to network resources. 'ﬁ“

To continue, fill in the required information and click next.

Server address or Name: |21l].243-
[ Display name: 210243l

Back Concel || Help
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FIFRETTIIE BRI Next EEIF—F -

£ Site Wizard

Aﬂesolving Site Name 3

Please wait while the Site Name is being resolved

This may take several minutes, depending on the speed of your network connection.

Back Next | Comcel || Help

FERIZEZE SiteMIVPN RIFE » FEIZARIELRAY VPN Site ©

@ Check Point Endpoint Security - [m] X

I&] Check Point

SOFTVIARE TECHNOLOGIES LTD.

Endpoint Security"

Site: 210.243.191 65 ~
Jlead-VPN
R H‘&H

Please provide a user name and password to authenticate

Usemamme: [kevin | '

Password: | |

Connect Cancel ‘ l Help

Selected Login Option: VPN Client

A\ B1T:58E M Username DA Password » 521225 Connect 3E4R o

& Check Point Endpoint Security - O X

Site: 210203 | |

Please provide a vser name and password to authenticate

Username: |kevin |
Password: [eececooe |
o ][ b

Selected Login Option: VPN Client

_77_




<
b

. /
& cHeck PoINT Quantum Spark 1530 HRIE 224 F

5-4. L2TP VPN %7
5-4-1. L2TP VPN 58 &

& ACheckPoint B A& » IAAIBINAEMEAIENE VPN » B% Remote Access > Blade Control J&E & - #§Remote

AccessIJAEZEIE On B - E51% VPN Remote Access users can connect via: JE FHY Windows VPN Client 3EI8¥] 4 o

c’- Quantum Spark

1500 Appliance

< VPN Remote Access Control
~ Remote Access

I I Remote Access
I Blade Control I ® on

@ 2users  and no groups are defined with VPN Remote Access permissions

Remote A r
emote Access Users @ static IP for Remote Access: 210.243.191.65
=D
Connected Remote Users off
v Allow traffic from Remote Access users
Authentication Servers

V| Log traffic from Remote Access users
Advanced

Require users to confirm their identity using two-factor authentication | Confizure..
~ site to Site < ty using | Config

Blade Control VPN Remote Access users can connect via:

VPN Sites . .
S ‘? Check Point VPN clients

Community Connecting laptops/desktops with Check Point's VPN client software | How to connect...
[T VPN Tunnels - D Mobile client
VP.N Advanced Enable VPN remote access mobile clients to connect via Check Point Mobile VPN client | How to connect...

+ Certificates 5 a SSL VPN | Manage SSL VPN Bookmarks | Certificate authentication...
1 Enable VPN remote access clients to connect via SSLVPN | How to connect...
- Trusted CAs — -
Windows VPN Client | L27p pre-shared key
Installed Certificates v

Enable VPN remote access clients to connect via native VPN client (L2TP) | How to connect...
Internal Certificate

ZHIE L 2TP pre-shared key X » RE —HILZEE o

- @ Windows VPN Client] L27p pre-shared key |

Enable VPN remote access clients to connect via native VPN client (L2TP) | How to connect...

EREFLZEME abc12345 (LEREEH) - FEEPIKERINREA) » TR OK 4R

WINDOWS VPN CLIENT (L2TP) SETTINGS

L2TP pre-shared key abc1 2345|

v OK X Cancel
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5-4-2. L2TP VPN E EifRsRE

3#Z Windows (9 VPN o » BEIESTIM VPN 3843 o

VPN

Fi#8 VPN B4

HE885 F8I VPN
® BRI

HEMARSR

TREE

7, A BERAE VPN
® FEE

VPN

RAMER

) fTEHEAES

Proxy

B VPN Site H43278 ~ IPALL ~ BHXAG LR ERITL A S8 abc12345(tbBEE » FEERIREREARNTTEA)
FRAEZEREE » Aifg VPN FBELEIZ L2TP/IPsec ({(FATEL LR SR » SRESBIRHEHT -

W8 VPN EH
VPN 1Eft&

Windows (AE)

BREE

CP_L2TP

ARSI

VPN 832
L2TP/IPsec (ERFELLA2R)

BEHRAsR

BAERNER
ERESREAEE

ERESE EED

kevin

EE EEN

[ saznzAER
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Qo CHECK POINT

P,
Quantum Spark 1530 [RiR%

Fiig VPN 248

55| cpLaTe

HEREEIE
SRFRT RS L VPN
® &
& VPN

REBURIRA
® B

N2 M > DERTELER

AHE - WHEE T RINZRAZE (PAP) (U) ~ Challenge Handshake B&z538@
(H) ~ Microsoft CHAP Version2 (MS-CHAP v2) 83

See

I E (CHAP)
gﬁﬂ@@&ﬁm°

3 CPL2TPAE

X
—& #©E
VPN FE(T):
B IPsec (IE_BEEERIRT (L2TP/IPSec) v
E[EEE(S)
ENNMED):
SIERNE EIEEENENESES) v
=R
O EHTEEHBBEDIRE EAP)E)
@ AFEEEABREP)
FMELIZE (PAP)(U)
Challenge Handshake B2EREE (CHAP)(H)
Microsoft CHAP Version 2 (MS-CHAP v2)
[ EaEEZ Windows EAZERZE (REE » 18
EHE)A)
s
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as” S\ &
& cHeck POINT Quantum Spﬂsm;azs;é%;]ﬂﬁ >

[E1F VPN f » BREEREREER @R REINEIL L2TP VPN o

VPN

PP
% VPN B

o CPLat

pidicy- ]

FFFRENEEE LK VPN
® BR

BERLET VPN
® FE
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BNE FHREEERE

6-1. 3EREE (EEF R EARERES /RN R/ REEAERERERN)

6-1-1 IRBURFSRR B2

IZ &5 LARR VPN & A SR 48 S RO F TP/ 88 PR ) ™ & 10Mbps / - {&5Mbps °
B (i1 IMbps = 1024Kbpsfiizt&E

STEETEIRES £ 10,240 kbps
FTE#% HERSEA 5120 kbps

ZI) ACCESS POLICY > Policy - 435 New I ZE—{%E A Rate LimitingA9388l > #% Limit download traffic of application
to & Limit upload traffic of applications to ¥]4) » MifELimit download traffic of application tof&BIZE#&# A 10240 ~ 12
Limit upload traffic of application tof&RYZEAS#A A 5120 » STATEZHE Apply °

ADD RULE: OUTGOING ACCESS TO THE INTERNET

Traffic from VPN Remote Access to LAN networks of FTP Protocol is accepted and logged

# VPN Remote Access @ £TP Protocol
Write a ent.

Apply only during this time:

| Limit download traffic of applications to: 10240 | Kbps

v Apply | x cancel

SRR TE ©

Firewall Access Policy o
Outgoing access to the Internet

#* New v ' Edit X Delete = Disable [= Clone ## Customize Messages

Application / Servia ion Comment

¥ Manual Rules
1 2 VPN Remote Access # LAN networks @ FTP Protocol @ Accept B Log
~ Auto Generated Rules
2] * Any @ Internet 3% Undesired applications © Block B Log Standard default policy is configured in Firewall blade control page

3 * Any @ Internet * Any @ Accept — None Standard default policy is configured in Firewall blade control page
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6-1-2. 7 IP (per-ip) {ESEE &I

Z &5 LA PR $I A ER4E E IP: 192.168.1.125_F Youtube 93 & FE &I T &5MBps /- {85MBps ©
EE {17 Mbps = 1024Kbpstiizt &

SRR TEREANS 42,949 kbps
S8R EERES 42949 kbps

v Apply X Cancel

%l ACCESS POLICY > Policy » 2435 New ZR#TE2—1& 2B Rate LimitinghO#R Al » B43%E Source &1 A192.168.1.125 » FB2h
#E Application/Service i AYoutube I 3EIZZZ YN » 7A1EAF Limit download traffic of application to & Limit upload
traffic of applications to ¥J%4J » ATfE Limit download traffic of application to & BIZEFKEN A 42949 ~ TR Limit upload
traffic of application to {2 ROZERZE A 42949 » STERIRELIE Apply °

EDIT RULE: OUTGOING ACCESS TO THE INTERNET X

Traffic from 192.168.1.125 to the Internet of YouTube is accepted and logged
Source Destination Application / Service Action Log
B 192.168.1.125 @ Internet 8% YouTube @ Accept B Log
Write a comment... I youtubd X I
Common | Categories | Custom | Applications | Services
Apply only during this time: 09 : 00 || AR
{# YouTube
v Limit download traffic of applications to: 42949 | Kbps
V| Limit upload traffic of applications to: 42949  Kbps

fancel
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STRRANT

® Quantum Spark
@ 1500 Appliance

W admin | B> Log

~ Firewall

8lade Control
Policy
Servers

NAT

VolP

ACCES

POLICY Smart Accel

~ User Awareness
8lade Control

¥ Qos
8lade Control
Policy

~ SSL Inspection
Policy
Exceptions

Advanced

Firewall Access Policy

Outgoing access to the Internet

% New v Edit X Delete

No. Source
¥ Manual Rules
1 B 192.168.1.125
v Auto Generated Rules
2 * Any
*

a * Any

Incoming, Internal and VPN traffic

¥ Auto Generated Rules

1 4 VPN Remote Access
2

3 & LAN networks

4 * Any

Destination

@ Internet

@ Internet
@ Interne

@ Internet

Destination

* Any
* Any
* Any

* Any

Clone £ Customize Messages
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Application / Service

YouTube

3¢ Undesired applications

Service

* Any
* Any
* Any

* Any

Action

@ Accept

@ Block

@ Accept

Action

@ Accept
@ Accept
@ Accept
@ Block

B Log

[ Log

— None

B Log
B Log

— None

B Log

Comment

Standard default policy is configured in Fire:

Standard default policy is configured in Fire

Comment

Generated rule: Access policy is configured it
Generated rule: Access policy is configured i
Default policy is configured in Firewall blade

Default policy is configured in Firewall blade
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BLE ZRHEHRE

7-1. B RGHEE

BIRCRIEESS » @ A https://ip address:4434 » & A Quantum Spark 1530 B B

& Quantum Spark Security Appli- X + v - (] X
< C A FZZ | hitps//192.168.1.1:4434 Q2 & O &

& |ser name
E & Password
QUANTUM SPARK Save user name R
CURITY APPLIANCF S
\
\
\
-
CHECK
©2 ved. @ English

B . T
< System Operations: Manage your firmware version and backup your appliance @riep
@ v Network =
Appliance A~
Internet
Local Network Reboot Reboot the appliance
[ ] -
Hotspot Default Settings Restore factory default settings but keep the current firmware version
DEVICE
Rauting Factory Defaults Revert to the factory default image and settings.
MAC Filtering The factory firmware version is R80.20.15 (992001653)
DNS
Firmware Upgrade ~
Proxy
O] The current firmware version Is R80.20.15 (992001653)
O] ~
v System @ A new firmware version is available: 1500_R80.20.40_992002691. Upgrade Now | More Information
System Operations Configure automatic upgrades.
. I Manual Upgrade R P g
9o
Administrator Access
Backup and Restore System Settings ~
Device Details
32 Periodic backup is OFF | Settings
- Date and Time
Create Backup File Restore
DDNS & Device Access
— Tools
~ Certificates
Installed Certificates
Internal Certificate
~ Advanced
High Avallabllity
p > Advanced Settin -

nternet connes
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2435 DEVICE — Manual Upgarde

o d 2 PP Q Search
< System Operations: Manage your firmware version and backup your appliance @ Help
~ Network -
Appliance A
Internet
Ry h I
Local Network Reboot Reboot the appliance
o Hotspot Default Settings Restore factory default settings but keep the current firmware version
~
~
ith ‘.
Routing Factory Defaults Revert to the factory default image and settings.
e MAC Fiering The factory firmware version is R80.20.15 (992001653)
S ~
DNS So
% Firmware Upgrade .
Proxy So ’
The current firmware version is R80.20.15 (992001653)
v System ~ _a O Anew firmware version is available: 1500_R80.20.40_992002691. Upgrade Now | More Information
System Operations nfigure automatic upgrades.
Administrators ual Upgrade — = age
Administrator Access
Backup and Restore System Settings A~
Device Details
Perlodic backup Is OFF | Settings.
Date and Time =
Create Backup File Restore
DDNS & Device Access
Tools
v Certificates
Installed Certificates
Internal Certificate
v Advanced
High Availability
y > Advanced Settings -

see

235 Check Point Download Center

SOFTWARE UPGRADE WIZARD

Welcome to the Check Point 1530 Appliance Upgrade Wizard

The Check Point 1530 Appliance Upgrade Wizard helps you upgrade the
appliance to the latest software.

You can download the latest software from the[Check Point Download Center. |

Cancel Help Back Next >
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Contact Us Support Center Blog My Account

[ J
g CHECK POINT" PRODUCTS SOLUTION SUPPORT & SERVICES PARTNERS RESOURCES Q
Support Center > Downloads & Documentation - Quantum > 1500
Search Support Center Q
Home Downloads Documents
(53) 192
| —

C—
All Showing 1to 20 of 53 entries Show[20 v |entries
1500

_ 1. Check Point 1500 Appliance package R80.20.01 build 992000872 for R80 SmartUpdate
Version

2. Check Point 1500 Appliance package R80.20.01 build 992000899 for R80 SmartUpdate
All

. Check Point 1500 Appliance package R80.20.02 build 92000936 for RB0.20 SmartUpdate
R80 (EOL)
. Check Point 1500 Appliance package R80.20.05 build 992001134 for R80.20 SmartUpdate
. Check Point 1500 Appliance package R80.20.05 build 992001169 for R80.20 SmartUpdate

All . Check Point 1500 Appliance package R80.20.05 build 992001208 for R80.20 SmartUpdate

Gaia . Check Point 1500 Appliance package R80.20.10 build 92001433 for R80.20 SmartUpdate
Gaia Embedded

@ = o g W

. Check Point 1500 Appliance package R80.20.10 build 92001491 for R80.20 SmartUpdate

4

- CITECK FOmt TOUTAPPIETTE PatRage Rev. 20, 10 Tui 7y 2008 I3 ToT ReU- 20 STartopuate

242 Download @ FHF NEISTHL

Contact Us Support Center Blog My Account

[
g CHECK POINT  ProbuCTs SOLUTION SUPPORT & SERVICES PARTNERS RESOURCES Q
Support Center > Search Results > Download Details
Search Support Center Q

Download Details
R81.10.00 Build 996000558 for 1500 Appliances

QO My Favorites

Brief Description Pt
R81.10.00 Build 996000558 for 1500 Appliances Pt -7
Details Jrioal
File Name fwl_vx_dep_R81_10_00_996000558.img - -7
Product Quantum Spark Appliances - -
Model 1570R, 1500 g
Version R81 /," -
Minor Version R81.10 -7
0s All P -
Show more details v //"
4 :
[& fwi vxdepR8l..img ~ | [] CP1500.R81.10_.tgz ~ f Gateway-ID-7F9C..zip ~ | [] CP1500.R80.20_.tgz A E
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Welcome to the Check Point 1530 Appliance Upgrade Wizard
The Check Point 1530 Appliance Upgrade Wizard helps you upgrade the
appliance to the latest software.

You can download the latest software from the Check Point Download Center.

Cancel Help

Upload Software

Click Browse to locate the software file to upload.
Software file names end with an .img extension. For example:
fw1_vx_dep_R80_992000668_20.img.

Software file: fw1_vx_dep_R81_10_00_996000558.im

Cancel Help <Back Next >
SOFTWARE UPGRADE WIZARD X
Upload Software

Click Browse to locate the software file to upload.
Software file names end with an .img extension. For example:
fw1_vx_dep_R80_992000668_20.img.

Software file: Select an image file Browse...

Upload

IUpIoad progress: @ Upload flnishedl

Cancel Help
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Upgrade Settings
Version Information

The current software version is R80.20.15 (992001653) [Oct 27 2020]

You are about to upgrade the appliance to software version R81.10 (996000558).
Click 'Next' to start the upgrade. This process may take few minutes.

bl
Cancel Help
FIF B (K93 E8)

Upgrading
Performing step 1/2

2%
) Initializing upgrade process

Installing new image

Cancel

Help
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SOFTWARE UPGRADE WIZARD

Upgrading
Performing step 2/2

@ Initializing upgrade process
@ Installing new image
Upgrade complete.

Please wait while the appliance reboots. Please do not pull out the power cable.
Appliance will be up in about 246 seconds

© In the unlikely event that the appliance fails to boot properly,

resetting the power to the appliance will cause it to fully restore your current image.
Once the appliance is up it is recommended to clear the browser's cache.

Download Log Files

& User name
& Password

QUANTUM SPARK Save user name N
SECURITY APPLIANCE S

-®
CHECK

& A\Quantum Spark 15308 & » FERER IR IERE » S8k

Q park d g0 P Help / Sup Q Search

< @ We recommend you enforce password complexity for administrator passwords in Device > System > Administrators > Security Settings | Dismiss

A ~ Overview System @ telp
System =
SYSTEM INFORMATION NETWORK
Security Dashboard STSTEMINFORMATIO EWo
Security Management Quantum Spark @, Internet connected
Cloud Services 1530 Appli =Wy TD-7FICRO30-demo e e DHCP | Interface: WAN ess: 172161110724
AC: 00:1C7FICA0:40
Wednesday, December 7th, 2022 02:50:46 PM (GMT+08:00) Taipei
Site Map 'm is up for 0 days, 0 hours, 4 minutes and 45 seconds

~ Monitoring

Notifications NOTIFICATIONS Notifications page WATCHTOWER MOBILE APP
Active Devices N - - PR, o
ks New firmware available @ Informative Event 14:20:39 07 Dec 2022 Get security alerts to your mobile!
Monitoring F 500_R Enhance your Check Point network security with the ability to monitor
r net k any ickly mitigate securd reats on the go with your
T your network and quickly mitigate security threats on the go with yous

mobile phone

~ Troubleshooting

Tools PAIR YOUR MOBILE DEVICE

Support

NETWORK ACTIVITY Reports

Packet Rate (packets per second) Throughput (Kbps)
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7-2. SR EE B D R LB
7-2-1. FEERENEHED

FARY Quantum Spark 1530 GUI — DEVICE — System — System Operations — Backup and Restore System Settings —

Create Backup File

] Check Point

1530 Appliance

- < System Operations: Manage your firmware version and backup your appliance @ Help
A Hotspot -
Routing Appliance 2
MAC Filtering Reboot Reboot the appliance
DNS . . .
M Default Settings Restore factory default settings but keep the current firmware version
DEVICE \A Proxy
Factory Defaults Revert to the factory default image and settings.
=s= “ The factory firmware version is R80.20.15 (992001653)
System Operations
Firmware Upgrade &
Administrators \\\ Pe
D . N The current firmware version is R80.20.15 (992001653)
<J Administrator Access N i .
Sy @ Firmware is up to date | Check now
Device Details 3
N Configure automatic upgrades...
Date and Time I Manual Upgrade Revert tc ma;
23 A 4
' DDNS & Device Access
|Backug and Restore System Settmgﬂ -~
Tools T
;J. - Certificates Periodic backu FF | Settings...
Create Backup File Restore
Installed Certificates
Internal Certificate
~
¥ v Advanced

@ Internet connected

7-2-1-2 Create Backup — Download Backup — Finished

BACKUP SETTINGS X

Backup Settings

Use file encryption
Set password:

Confirm password:

Comment:

Backup File Contents

V| Backup system settings

Create Backup Cancel Help
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© o1:40pPM

BACKUP SETTINGS X

Backup Settings

Use file encryption
Set password:

Confirm password:

Comment:

Backup File Contents

v Backup system settings

Download Backup Cancel Help

Click the Download button to save the backup file
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7-2-2. HiEEREE D

FIEXQuantum Spark 1530 GUI — DEVICE — System — System Operations — Backup and Restore System Settings —

Settings

) Check Point i - 5
1530 Appliance W admin | [ Log Out QHeIp/Supporl

System Operations: Manage your firmware version and backup your appliance
Hotspot -
Routing Appliance 2
MAC Filtering Reboot Reboot the appliance
DNS . -
L Default Settings Restore factory default settings but keep the current firmware version
\A Proxy
Factory Defaults Revert to the factory default image and settings.
= The factory firmware version is R80.20.15 (992001653)
System Operations
Administrators AN AR e a
N
Ad e AN The current firmware version is R80.20.15 (992001653)
ministrator Access N
N @ Firmware is up to date | Check now
Device Details \\\ Configure automatic upgrades...
N
Date and Time Ny Manual Upgrade Revert to Previous Image
N
DDNS & Device Access ‘
Tools |Backup and Restore System Settmgsl 2
- Certificates Periodic backup I‘St’
installed Certfi Create Backup File Restore
nstalle ertificates
Internal Certificate
v Advanced

@ Internet connected © o01:40PM

Enable scheduled backups » {xBB R & EEEST » A FEIFATR

File Storage - & A&7 1% (Backup server path) » Username and password (Quantum Spark 1530 & A IR 5% Z4585)

PERIODIC BACKUP SETTINGS X

|/ Enable scheduled backups |\ =
s\
File Storage \‘
Backup server path: \\192.168.171.3\QS-1530-backup-del
Username: admin
Password:
File Encryption
Use file encryption
Password:
Confirm:
Show
Schedule Periodic Backup
® Daily
Time of day: 01:00 - 02:00 w2
Weekly
v

v Apply % Cancel
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Schedule Periodic Backup » {fkBBEESRIEZHIFZH D ATE — Apply

PERIODIC BACKUP SETTINGS X

v Enable scheduled backups

File Storage

Backup server path: \\192.168.171.3\QS-1530-backup-del
Username: admin

Password: | eeeese

File Encryption
Use file encryption
Password:
Confirm:
Show

Schedule Periodic Backup

Daily

Time of day: 01:00 - 02:00 »

Weekly

7-2-3. LB/ERERERE

BB Quantum Spark 1530 GUI — DEVICE — System — System Operations — Backup and Restore System Settings —

Restore

5] Check Point W admin | B+ Log Out | @ Help / Support

1530 Appliance

- < System Operations: Manage your firmware version and backup your appliance @ Help
,ﬂ Hotspot -
Routing Appliance 2
MAC Filtering Reboot Reboot the appliance
(o] DNS o .
oY Default Settings Restore factory default settings but keep the current firmware version
DEVICH [N ‘ Proxy
Factory Defaults Revert to the factory default image and settings.
ono The factory firmware version is R80.20.15 (992001653)
A~

N Firmware Upgrade
Administrators N

. S The current firmware version is R80.20.15 (992001653)
@ Administrator Access ) )
AN @ Firmware is up to date | Check now
. ’ N
DevceDER e ) Configure automatic upgrades...
\
Date and Time N Manual Upgrade Revert to Previous Image

294 N
‘e DDNS & Device Access ‘
| Backup and Restore System Semngls~ Se A

Tools ~
Periodic backup is OFF | Settings... A

23 v Certificates
Create Backup File Restore

Installed Certificates

Internal Certificate

Y v Advanced

4 » A
@ Internet connected © o1:40 PM
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2535 Browse — EIBAUERAVER EH D HE — Upload File — Restore — OK (FEsR 2 E18/5) REBOOTING (Z513260%D)
— 0K (SESSION TIMEOUT) — OK (SESSION TIMEOUT) —REBOOTING (254%81%)) — Quantum Spark 1530 GUI — & A

— 5Th

RESTORE SETTINGS X

Upload Settings File

Settings file: Gateway-lD-7F9CAO40-dem_Q_BSJ———

Upload File |4~ Close

RESTORE SETTINGS X

File Information
Backup saved on appliance: Gateway-ID-7F9CA040-demo

Firmware version: R81.10_996000558

Date: Dec 08, 2022 01:05:42 PM

Created by: admin

Policy: Included in backup (locally managed)
Comment:

RESTORE SETTINGS

Are you sure you want to restore settings? This will override your current settings and
reboot the appliance.

Cancel
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REBOOTING...

Appliance will be up in about 252 seconds

h

SESSION TIMEOUT

Your session will expire in 57
seconds. Click OK to continue your
session.

OK

SESSION TIMEOUT

Your session has expired

OK

@

REBOOTING...

: 81 seconds
& User name
& Password
QUANTUM SPARK Save user name
SECURITY APPLIANCE
4

A.CNECK LOGIN I
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FENE BiREERHXKIERE

8-1. F#& APP EIEFE S

FAER Quantum Spark 1530 GUI — HOME — System — PAIR YOUR MOBILE DEVICE

] Check Point

" i S-153 = O g - h
1530 Appliance W admin | QS-1530-demo.jlead_com_tw | [+ Log Out | @ Help / Support

< system @ Help
& = Qverview -
HOME SYSTEM INFORMATION NETWORK Internet connections

Security Dashboa '
c J “:L\\ Check Point Version: R80.20.15 (992001653) @, Internet connected

Security Management  ~_ 1530 Appliance Gateway-ID-7F9CAD40-SMP Connection type: DHCP | Inte

) S VAC:  00:1C:7F:9C:A0:40 172161110124
Cloud Services
. Wednesday, December 7th, 2022 11:17:26
License AM (GMT+08:00) Taipei
Site Ma «_ System s up for 0 days, 1 hour, 45 minutes
P b ~and 12 seconds
_ ~ Monitoring \\
= Notifications Tael
NOTIFICATIONS ‘J:k)llﬁtalloﬂs page WATCHTOWER MOBILE APP
Active Devices o~

3 y . . ~ .
Monitoring = New firmware available © Informative Event 0952:07 07

Get security alerts to your mobile!

s available for upgradé ~

firmware version 1500_R80.20.40_99

Reports

Enhance your Check Point network security
with the ability to monitor your network and
quickly mitigate security threats on the go
with your mobile phone

~ Troubleshooting
Tools

Support ]

NETWORK ACTIVITY Reports | Monitoring

Packet Rate (packets per second Throughput (Kbps)

Q. uptod

BILE DEVICE

Generate a new one-time use QR code to connect the Check Point
WatchTower mobile app with the gateway.

Select administrator:  admin v

CONFIRM

This operation will allow access to the gateway from mobile devices.
Are you sure you want to continue?
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CONNECT MOBILE DEVICE X CONNECT MOBILE DEVICE X

one-time Generate a new one-time use QR code to connect the Check Point
WatchTower mobile app with the gateway.

v 5 e Select administrator:  admin v Generate

»

Establishing a connection through Reach-My-Device service...

Scan QR code with Check Point WatchTower
Expires at 15:53

Share the invite link by email or message | Copy to clipboard | Show link

{ER{TENEE B T &) Check Point WatchTower (i0S App Store / Android Google Play) — BEX Check Point WatchTower
T EF23 — Another time

ol PERE 4G 09:52 ¥ @ 100% -

Q. check point watchtower O B

B Check Point WatchTower @

J&] Check Point

WELCOME!

Show Me Around

Another time
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BREANFEZEIURS - IRIEEMH — S8 — FR privacy policy (FEE%FEA) — Sign Up — B E S FEURENER
EBEH GEERTENEERBEREEME) — Confirm — BUBIRSE — BRERN — Activate (5E%)

ol FURE 4G RERN 18 96% H

: I : Welconiefto Check Boint WatchTower Ap...

@ onaexronr
CREATE AN ACCOUNT o

Protect your settings and data

Check Point WatchTower

Hi |
Your new WatchTower account is ready
ts-group%40jlead.com.tw

To continue, from your mobile device, click on
the following link:

Or copy and paste this token:

1175¢794-ecd5-45a2-b384-

tw = &

ET PASSWORD WEECOMES

Log in to your WatchTower account

Activate

Version 1.52.7 (1)
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/!

BRI & A Check Point WatchTower App

WELCOME! Account activated successfully!

Log in to your

Forgot your

Add Gateway
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BLEE Add Gateway — IRHEARIN AR Check Point Quantum Spark 1530 QR Code (1.2 Z=4E#9 QR Code) — @) A Check
Point Quantum Spark 1530 & ABESE 2% — Connect — Finished

12:45

Add Gateway

CONNECT TO:

Account activated successfully!

i e ]
Few more seconds...

Gateway-ID-7F9CA040-SMP

Add Gateway
Cancel

46 13:05 ¥ @ 98% &

Gateway-ID-7F9CA040-SMP 0

The Local
Internet Network

K

Connecting... Check Point
1530 Appliance

0 Security updates

® 2 © NA

Protected Malware
Devices Events
Cancel
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8-2. SMP Portal Zin EIBFA
sESMP (Security Management Portal)

F BB EE 25 — https://smpl.portal.checkpoint.com/ — New Domain Request

‘ a«

QUANTUM SPARK
SECURITY MANAGEMENT PORTAL Save user name

New Domain Request

LOGIN

Service Domain Name (& A /A S]Domain) — Domain’s Goal (3232{E FH B #J) — County GEIE[EZ) — Expected number
of Gateways (8] AR EIRRIBH N AEEZ)

NEW SERVICE DOMAIN REQUEST X NEW SERVICE DOMAIN REQUEST X

a -
Service Domain Name: | l

Service Domain Name: jlead.com.tw
Domain's Goal: Select a domain goal v

Domain's Goal: Select a domain goal v
Country: Select a country v Select a domain goal

Country: Demo/Poc
Expected number of Gateways: Production

Expected number of Gateways: Other
Service Domain Administrator:

Service Domain Administrator:
First Name:

First Name: } }
Last Name:
» Last Name:
Email:

Email:
User Center Account:

User Center Account:
Prerequisites for New Service Domain

Prerequisites for New Service Domain

™
BAZHEA s P
reCAPTCHA b S g ae
EFLE - 5% BAEHBEA 0
=R reCAPTCHA
= R . A2 hd
+ Finish X Cancel + Finish x Cancel
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NEW SERVICE DOMAIN REQUEST

Service Domain Name:
Service Domain Name: jlead.com.tw

Domain's Goal: Select a domain goal ¥
Domain's Goal: Select a domain goal 3.

Country: Select a country v

Country: Tuvalu by
| Sudan - Expected number of Gateways:
Expected number of Gateways: Suriname
| Svalbard and Jan Mayen Service Domain Administrator:
Service Domain Administrator: | Sweden
‘ Switzerland First Name:
First Name: Syrian Arab Republic
Taiwan, Province of China Last Name:
Last Name: Tajikistan
Tanzania, United Republic of Email:
Email: Thailand
Timor-Leste
Togo
Tokelau Prerequisites for New Service Domain
| Tonga

| Trinidad and Tobago
 Tnista =2 ST EIN e

BIAEREA | Turkey reCAPTCHA
ref Turkmenistan BTAE - 1532
=i

“SE4 Turks and Caicos Islands
| Tuvalu -

2 Einich: SeCancal - + Finish % Cancel

User Center Account:
User Center Account:

Prereq|

Service Domain Administrator — First Name — Last Name — Email GRS A S Y FTEE S iS22 Email B
#£) — User Center Account (UC ID &35 2 082.15 ~ 2165 88)

NEW SERVICE DOMAIN REQUEST X

-

Service Domain Name:
Domain's Goal: Select a domain goal v
Country: Select a country v

Expected number of Gateways:

Service Domain Administrator:

First Name:

Last Name:

Email:

User Center Account:

Prerequisites for New Service Domain

™
HBAZHEA R
reCAPTCHA
EfAE - 53

+ Finish X Cancel
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BIRNGE B INE 1 — BHEE Direct URL — B A Domain (FEfAF{ERE491) ~ User Name ~ Password — Login (58A%
EA)

SMP Domain Creation Template - POC [ ref;:_00D2090X._500672eVPVM:ref |

Check Point Support <support@checkpoint.com>
f#+# @TS-Group

@ HBIE - % 202F1287TH2H= B 2022F1287ARH= 3 -
BE—TEETHER - R7ROFRECTHETL  Outiook FTEEH FREBHPHFLEEE -

2 EBeEEA RO (B —efEEs ®Y SEsraE
CF

i
Hi JLEAD,

Thank you for contacting Check Point Support.
My name is Itay and this case has been assigned to my care.

Following your request, a new SMP domain was opened with the following details:

* Domain Purpose: Demo / POC

Password.

7

) 4
i
Ihlgs://smg-bela.chec@inl.coa

9
‘ User name B

QUANTUM SPARK
SECURITY MANAGEMENT PORTAL Save user name AN

New Domain Request

FIRUEIEE 25 > B A https://accounts.checkpoint.com/ » B ABESEZZREE A

[ J
& cHeck POINT

Sign In
To continue to User Center/PartnerMAP

User Name (Email)

T
|
Password N
v

Forgot Your Password?

New Customer? Sign Up Now
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2435 MY CHECK POINT — My Accounts » BB]&ZI/AS]Fff&E UC ID

< = & @& usercenter.checkpoint.com/usercenter/portal/media-type/html/role/usercenterlser/page/default.psml/js_pane/Myinfold,MyProfileldSub#/ 2 2w 0O a
CHEUNE Contact Us  Support Center  Blog Welcome | Sign Out
@® Check Point - Supp ) Sign Ou

e Paﬂner“ap SALES & KNOWLEDGE =~ MARKETING ~ CUSTOMER ACQUISITIONS ~ SUPPORT _| MY CHECK POIN Q

My Accounts My Info____———”“ My Partner Profile
Product Center “_——""‘—— My Profile Partner Dashboard

My Certifications Partner Courses
Track Orders GIID My Subscriptions

Notifications

Tools

Accounts, Products and Orders
Sync License Information Tool

Download Contract File

A 4

Contact Us  Support Center Blog Welcome: | Sign Out

@ Check Point
6 Paﬂner“ap SALES & KNOWLEDGE MARKETING CUSTOMER ACQUISITIONS SUPPORT MY CHECK POINT Q

My UC Accounts

| ~ucin v =
Showing 2 of 2 Accounts | Active Filters: ~ Only Active Accounts € -7

D ID Company Name Account Name __--~ “Customer Name Country # of Products Renewal Date Authorization

v INFORMATION(1) ~ __--~

D XXXXXXX INFORMATION INFORMATION  Taiwan 27 31-Jul-2023 Administrator

v UC Accounts not attached to any customer (1)

‘:‘ XXXXXXX Information Co... Taiwan 0 Administrator
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SMP (Security Management Portal) 48 Quantum Spark 1530

FIRURIEE 25 — https://smpl.portal.checkpoint.com/login — & ADoamin ~ User name and Password & A

) ] L

QUANTUM SPARK
SECURITY MANAGEMENT PORTAL Save user name S

New Domain Request *

2Hi% HOME — Plans — New

» Quantum Spark

&% Security Management Portal )(Super User) | @ HELP | @ LOGOUT yel

. o
A » Q Refresh i Delete To Excel Foll 4 0 of 0 Results
i o

\
Overview
1

| = Name R Firewall AppsandURL IPS Traditional Anti-Virus Anti-Spam QoS Remote Access Site to Site User Awarg
Map -
1

Gatev*s - |

Users

Communities

A Service Domain NO Items fOUnd
Settings
Roles
Custom Images
A Logs
Gateway Logs
System Logs
Activity Logs

A Cyber Views

Gateways: @ 0 Connected ¢ 0 Disconnected | i@ 0Plans

07 December 10:49:19 GMT +08:00

# A Plans 218 (Rt n]tE R] A1H) — Next — Next — Finsh

CREATE NEW PLAN x CREATE NEW PLAN x

Name SMP-demo-Qs-153¢|

Supply the following services:

Description manager from cloud v Store gateway logs

\ v Send periodic reports
\ v Firmware upgrades
\ v Dynamic DNS
\ Send cloud notifications

3 Periodic backup can be configured after the Plan is created.

x Cancel @ Back x Cancel
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CREATE NEW PLAN

-

Activate the g Security e

v Firewall
v Application Control and URL Filtering
v IPS
v Traditional Anti-Virus
v Anti-Spam
Qos
v Remote Access VPN
v Site to Site VPN
v User Awareness
v Anti-Virus

v Anti-Bot

By default, Security Software Blades are remotely managed.
Changing this configuration is possible only after the plan is created.

@ Back x Cancel

o
# Heww O Selrech @ Deiste  ToEecs Pr Jct | Reculs @

A Hoow

Crenney

rap

b O o Q Q o U] o o

Gedemars

Flone

Usars

Rithes

Custem mages
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2435 HOME — Gateways — New

tum Spark 1530 [ 3R &2 3% F i

Security Management Portal
» [Home]
1
)
OvE‘erview
)
Mav

Exza )

Plans

W Delete  Actions ~
Description

Human Readable Address

Users

Communities

A Service Domain

Access Gateway

0 of 0 Results @
Settings

MAC Address
Roles

Custom Images

No items found
A Logs

Gateway Logs
System Logs
Activity Logs
A Cyber Views

Gateways:

0 Conne

INAERY})

07 December 10:52:53 GMT +08:00
CREATE NEW GATEWAY X
Type
Name

Small Office Appliance v
QS-1530-demo &gGenerate
Description manager from cloud
\\
v Managed by SMP \
° \
Plan SMP-demo-QS-1530 ‘\ v
\
v
Registration key CF7PcSQY \ &gGenerate
‘\
\
\
)
Owner ID “ Y Search... # New...
‘\
\

* Cance'

b
b 4
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» Quantum Spark i s
&% Security Management Portal o(SuperUser) | @ HELP | @ LOGOUT
¢ & Gateway Edit o
A Home
QS-1530-demo B8 Access Gateway #i Delete Gateway Actions ~
Overview
Map §ol Description manager from cloud
Gateways ) Enabled . )
General
Plans 9 Location Gateway type Small Office Appliance
Users & Owner Reported Firmware
Communities ® status
@ internet Monitoring o Managed by SMP
A Service Domain o
B Logs Plan SMP-demo-Q5-1530 Change Plan > Go
Settings » ® Device Settings Remote management
Roles » Security Software MAC addresso
Blades
Custom Images » B services Last connected IP address
(]
3 Registration ke! CF7PcSQY
A Logs » % VPN 8! Y Q g
» ¥ setup Activation key smp-beta.checkpoint.com&QS-1530-demo.jlead_com_tw&CF7P g

ST » @ cu Scripts
System Logs

Activity Logs

A Cyber Views Cancel

Gateway: 08 December 1

® Quantum Spark N o )
@ 1530 Appliance i admin | E» Log Out | @ Help / Support

& Cloud Services: Configure a Cloud Services provider that can handle your security policy and supply a variety of services @ Help

Cloud Services

\
\  Security Dashboard

\
‘k@mmy Management

License

Site Map

~ Monitoring

Notifications

Available Services

Active Devices
Monitoring Reports ) ) Firmware Upgrades
Reports
~ Troubleshooting Logs Periodic Backup
— Tools

Support Dynamic DNS

v Apply X Cancel
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Bh I Activation key — Apply — Cloud Services: Connecting (5545384%) — Cloud Services: Connected (52X iE4R)

CONFIGURE CLOUD SERVICES X

Activate connection to a Cloud Services using:

® Activation key: ’ 1p-beta.checkpoint.com&QS-1530-demo.jlead_com_tw&CF7PcSQY

Activation details: )

v Apply X Cancel

. tum Spark . _ ) ) ) -
0 ?;;g:;gr;ﬂi::\::e W admin | QS-1530-demojlead_com_tw | B+ Log Out | @ Help / Support

< Cloud Services: Configure a Cloud Services provider that can handle your security policy and supply a variety of services @ Help
& ~ Overview - -
o) Cloud Services: Connecting...
HOME System On

Security Dashboard " Step 1 of 3: Connecting to Cloud Services...

= Security Management Off )
Details
Cloud Services
Managed Security Blades
. License
% 1oy
Site Map g g g A L2
€ Applic: QoS Anti-Virus Anti-Bot Threat Anti-Spam Site To Site
~ Monitoring &URL Emulation VPN

O] Filtering
~ Notifications S

Active Devices Available Services
20 Monitoring Reports Firmware Upgrades
s per € t T seme

Reports

~ Troubleshooting Logs Periodic Backup

4 Tools ‘ R

Support Dynamic DNS
~ :

v Apply X Cancel
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® Quantum Spark
@ 1530 Appliance

W admin | Q5-1530-demojlead_com_tw | E» Log Out | @ Help/ Support [SYEEE

< Cloud Services: Configure a Cloud Services provider that can handle your security policy and supply a variety of services

O Help
B ~ Overview -
Cloud Services: Connected
HOME System ® on
Last sync: Thursday, December 8th, 2022 10:17:54 AM | Fetch now
Security Dashboard
=
Security Management off Details
Cloud Services .
Managed Security Blades
License
Site Map
* Monitoring
@
Notifications
Active Devices Available Services
Monitoring h Reports s Firmware Upgrades
Recelve periodic network and security reports by mall J Firmware upgrades management
Reports St settings.
~ Troubleshooting @ Logs Periodic Backup
‘ St logs in cloud servers he aj
d Tools
Sipporc @ Dynamic DNS
Assign a persistent domain name
~

v Apply X Cancel

» Quantum Spark

&% Security Management Portal (SuperUser) | @ HELP | ® LOGOUT
A Home Status Sessions
Overview Show All
Gateways
Map
© Connected 1 Show
Gateways
Not connected 0 Show
P
SE ® Dpisabled 0 Show
Users
) Plans
Communities
B Pians 1 Show
A Service Domain
Settings Users
Roles (4] Logged In 1
Custom Images
A Logs
& Service Center Name: jlead_com_tw

Gateway Logs
System Logs

Activity Logs Refresh Generate Report

A Cyber Views

Connecte:

07 December 11:04:43 GMT +08:00
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h. 4
D

&

A Home

# New (> Refresh i Delete Actions ~ L r
Overview

= W status Description
Map

[« N Q5-1530-demo

0 of 1 Results &

Human Readable Address

Access Gateway MAC Address
manager from cloud 220.128.138.24 00:1C:7F:9C:A0:40 Licens
Gateways

Plans
Users
Communities
A Service Domain
Settings
Roles
Custom Images
A Logs
Gateway Logs
System Logs
Activity Logs

A Cyber Views

Gateway:

»
& 1 Plans
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