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Check Point Quantum Spark ᴠ箛℃盠蝧ਞ蕕ಋ㲘

傶狒ᵑ揫ਮ䜛稗ፅ牧硩ک๜戔猋ԏ盅牧藶ෝ收到設備 30 ॠ獉啟用牐

՞揲๐率襎扖物0809-081-866ع

狒ࢴ๗褖物扗戔猋啟用ԏ෭蚏懯二ଙ

毆戔 IP 现 癱ੂ

LAN IP Address物https://192.168.1.1

User Name物admin (預設)

Password物(自行填入)
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ᒫӞᒍ    ਞ蕕现戔ਧ Quantum Spark ᴠ箛℃

1-1. 藨蘷 Check Point Quantum Spark ᴠ箛℃

䌘ෝੜ憒秇旰獍ਰ౲螐ᒒӬ磪战ग़獤蟂ጱմ禂ᘒ᥺牧瞱媲姘虁翕᪠ਞ獊ፘ吚ࢯ櫞牧ࢩ傶獍ݪ獉ݝ磪੝碍Ո牏綍

ᛗ䷱磪Ո㹓ٍ猋 IT 䌕禂牐ᘒӾੜࣳ膏螐ᒒ旰獍ਰՖ簁襑ᥝ膏य़մ禂Ԇᥝ旰獍ਰፘݶ羷獨ጱ狒虁牧犥䌘ಯ蕦褾ጱ

翕᪠硭䢗޾襉碻癩শ胿牐Quantum Spark 1530 虻ਞᴠ虁樑螇ฎੜࣳմ禂膏螐ᒒग़獤讨旰獍ਰጱቘమḒ螡牐ਙ胼

൉׀墋ฃӬፗ憽ጱ翕殷ୗ๜瑿ᓕቘՕᶎ牧螕አෝੜࣳ旰獍絑हጱ๜瑿ᓕቘ膏ඪൔ牐舙ฎ஠殾ኧ者蟂ᓕቘ虻ਞጱ

ग़獤讨մ禂牧㳷ݢ螀አ獉蟂౲襇ᒒ蜃ᓕ蝱ᤈ螐ᒒᓕቘ牧㪔ݢ傶ݱ獤讨旰獍ਰ碍犥܉懯ጱ耆ग़蕕ᗝ䛑አ൉׀瞱媲

௔ጱ虻ਞ硰ᒽ牐

Check Point 1530 猻玊

  ൉׀ SandBlast ग़ݳӞ稞Ӯդশ胿ᴠ虁 (SNBT)物䛑አग़䍅狒虁ᴠफ蕦褾ጱ翕᪠輮胿-አ纷ୗ矒ᓕ牏翕殷螂筪牏 

 IPS牏䵮疷翕᪠ᴠ虁牏ᴠྰ牏襎ৼ蟈կਞ獊膏 SandBlast 襉碻癩ᴠ虁ො礯 (ဉᓟ秚ګ)牐

㮆 Internal Port牏1 㮆 WAN port牐 5 ׀㮆 1G Ԛॡ翕᪠蝫矑ओ物൉ 6 و  

  獉ୌ R80.20.15 (992001653) 粚๜牐

襇ᒒୗᓕቘ牐޾ (搳ݚᓕቘ秚襑) ඪൔӾ矒ୗᓕቘݢ  

1-2. Quantum Spark 1530 叨ߝक़薪

1. USB Port3.0物አෝ敟誢ӥ斉

2. Internal (Port1-5)物Gigabit Ethernet ൉׀蝫矑獉蟂翕᪠ֵአ牧WAN Port ൉׀ ISP 娄᪠ֵአ牧

 毆戔 IP物192. 168. 0. 1物4434

3. Console Port物൉׀ CONSOLE ᓕቘՕᶎ牧Speed物115200

4. Power DC12V物襎რ娄矑৿

5. Factory Default物瞱媲裾瓟ᛗ Port LED 簬竾牧夹傶 12 ᑁ牧ݢ疥戔猋螭ܻ傶ٌڊ皜毆戔꧊

6. Power Button物ೲӥ犥樄珸౲橕樂Ꮭ誢戔猋

2

USB 3.0 WAN1 3 4 52/SYNC

CONSOLE

FACTORY
DEFAULT

POWER
DC 12V

6

3 4 51

 胙ᶎ礂
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ᓕቘ LED

ᓕቘLED䨝氥纈᯿手秚ګጱ制眲物

1

1. ᴠ緱矠བ物ࣁ種矠獈ᴠ緱娄牐ֵአ Kensington ޾ Sunbox TL-623M 耪娄֢傶㷢ᘍ

ᓕቘ LED

翕褬翕᪠ LED

襎რ LED 
 (制眲) 

橕物䷱磪翕褬翕᪠蝫娄
槼粅萠ᜋ物ྋࣁ琲手蝫娄ᛗ翕褬翕᪠
萠ᜋ物૪蝫娄
槼粅夺ᜋ物蝫娄०硻

绐ਧ萠ᜋ物ྋଉ砺֢
槼粅萠ᜋ物橕秚蝱ᤈӾ犥现ਞ蕕覩誢牐ࣁ纷ଧਠ౮ԏ盅牧LED䨝绐ਧ犝蚏萠籗牐
夺ᜋ物梊藮/蘻纈

橕樂物䷱磪ᓕቘ
氅ᜋ物藶憎ӥො

ဳ఺物吚Ꮭ誢戔猋ᒫӞ稞樄珸碻牧種 LED 䨝ฎ夺ᜋ

Zero Touch ྋࣁ䁆ᤈӾ牐 槼粅夺ᜋ (娓眸)

૪౮ۑ蝫娄ᛗ Zero Touch 襇ᒒ֑๐瑊㪔Ӭ㱪ਂ蟂ᗟ瞲犤嘨牐 槼粅夺ᜋ (盠蝧)

Zero Touch 纷ଧ૪ਠ౮牐SMP 珸አ犋襑ᥝ牐 LED橕樂

珸አ縌፦碻樌牐 槼粅萠ᜋ (娓眸)

᯿碝珸አ牐 槼粅萠ᜋ (盠蝧)

SMP ૪蝫娄牐 绐ਧ萠ᜋ

SMP 秇ୗ૪橕樂牐 LED橕樂

樑螇篷ဩ蝫娄ᛗ SMP牧疥䨝ℂ᯿手瞲犤嘨വڊ牐 瞱媲夺ᜋ

㵕֢ ᓕቘ LED ၚ㵕

 籗蒈藯ก

 㯎ᶎᶎ礂



Quantum Spark 1530 盠蝧ਞ蕕ಋ㲘

- 06 -

篷蝫奾 物LED1 (翑ᜋ) 橕樂牏LED2 (素ቅᜋ) 橕樂

1G蝫奾 物LED1 (翑ᜋ) 樄珸牏LED2 (素ቅᜋ) 橕樂

1Gၚ㵕 物LED1 (翑ᜋ) 槼粅牏LED2 (素ቅᜋ) 樄珸

100M蝫奾 物LED1 (翑ᜋ) 樄珸牏LED2 (素ቅᜋ) 橕樂

100Mၚ㵕 物LED1 (翑ᜋ) 槼粅牏LED2 (素ቅᜋ) 橕樂

10M蝫奾 物LED1 (翑ᜋ) 樄珸牏LED2 (素ቅᜋ) 橕樂

10Mၚ㵕 物LED1 (翑ᜋ) 槼粅牏LED2 (素ቅᜋ) 橕樂

翕᪠ LED (RJ45 WAN ޾ LAN 蝫矑ओ)牐

ྯ㮆蝫矑ओ䨝ֵአ櫕ᜋ LED 犥玱碸蝫奾/ၚ㵕膏蝧ଶ (ℂ10M1کGbE)牐

翕᪠ LED (翕᪠৿)

1-3. ਞ蕕 Quantum Spark 1530 戔猋

[藶ဳ఺] 藶螨ع疥 Check Point-1530 ጱ Internal Port 蝫矑ک匍磪翕᪠Ӥ牧Checkpoint-1530 毆戔 DHCP Server ๐率牧

ই矑ک匍磪翕᪠Ӥ䨝蝨౮翕᪠吖ଉ牐

1.  ֵአ RJ45 翕᪠娄牧Ԁ矑ෝ WAN 翕᪠ओ牐

  磪Ӟ㮆疝毱娄᪠牧ୌ捍ֵአ Check Point-1530ݝӞᒒ矑ෝ碍硁秚౲ฎӤӞ䍅䌘क़翕᪠ጱ翕᪠戔猋牧揫ਮ䜛舙ݚ  .2

 ጱ WAN Port牐

3.  藶ֵአ獉ᴫጱ襎რ虋瓟瑊 (12V / 3.0A) 蝫矑ᛗ Check Point-1530 襎რ矑৿牧ݚӞᒒ蝫矑ᛗ襎რ矠ଷ牐

4.  ֵአ RJ-45 翕᪠娄牧疥襎脲౲執懿ࣳ襎脲蝫矑ෝ Internal Port 翕᪠ओ犨ӞओӤ牐
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5.  藶薪疗獮ොᶎ粚籗蒈牐POWER 籗蒈盱犝萠籗碻牧ܨ蔭纈ਠ౮樄秚牐
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ྍ詽ӣ物藶ک揫ਮ䜛ጱ襎脲ᒒ

 1-4-1. 襎脲ᒒ戔ਧ

 藶狅揫ਮ䜛ֵአጱ֢禂羬翄牧螡䢔ፘ䌘䛑ጱᒍ℄㷢ᘍ戔ਧ牐

  1-4-1-1. Windows 10

戔ਧፓጱ : 嘦藨֦ጱ襎脲玟ऒ翕᪠戔ਧ傶 DHCP Client牧ݢ犥ᛔ㵕ℂ Check Point-1530 DHCP Server 糷஑ྋ嘦 IP牐

ྍ詽Ӟ物嘦ਧ襎脲ጱ翕᪠ओྋ嘦蝫矑ک CheckPoint-1530 ጱWAN翕᪠ओ

ྍ詽ԫ物藶嘦ਧ CheckPoint-1530 ጱ籗蒈氥纈ྋଉ (POWER盱犝)牧CheckPoint-1530 毆戔傶 DHCP Server   

  䨝蟴咳 192.168.1.1ӗ192.168.1.254 ጱ IP 妔襎脲

1-4. ಅ襑絑हՕ奧

褂捝犥ӥဳ఺Ԫ殻物ض蝱ᤈ戔ਧԏ獮牧藶揫ਮ䜛ࣁ

1.  藶嘦藨翕褬翕᪠蝫娄ฎ玽ྋଉ螀֢物ୌ捍ض犥襎脲ፗ矑蝫矑 ISP ൉׀ԏ疝毱戔猋牧介手㪔嘦藨襎脲胼ྋଉጱ 

 蝫矑ک翕褬翕᪠牐

2. ୌ捍揫ਮ䜛ֵአ Windows 10/11 ֢禂羬翄现 Edge/Firefox/Chrome 倵薩瑊㬵戔ਧ Check Point Quantum Spark  

 1530牐

3. ୌ捍ֵአ倵薩瑊牧犥瑽୵Օᶎ蝱ᤈਞ蕕戔ਧ牧ࣁ樄ত戔ਧԏ獮ୌ捍揫ਮ䜛ض疥倵薩瑊܋羷ᛗ磧碝ጱ粚๜牧 

 㪔嘦藨 Java ྋ嘦ጱਞ蕕牐

4. Check Point-1530 蝚螂玟ऒ蝫娄ओ ( Internal Port ) ݢܨ蝱ᤈ戔ਧ牐襎脲౲戔猋襑狶ፘ橕玟ऒ翕᪠ TCP/IP 戔ਧ 

牐(托奞藶㷢ᘍ 4.1. 襎脲ᒒ戔ਧ) ݢܨ 
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ྍ詽م物讨螡Ԛॡ翕᪠

ྍ詽ࢥ物藶讨螡向ᶎݦӥ薫"翕᪠蝫娄瑽୵ ೲݦ棎 螡玲樄珸翕᪠و޾አӾஞ

ྍ詽Բ物藶讨螡虋ๅՕᶎܜ戔ਧ
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ྍ詽獌物藶螡䢔ᛔ㵕玲஑IP֖࣎ (O) Ⱦ 藶螡䢔ᛔ㵕玲஑DNS ֑๐瑊֖࣎ (B)

簁盅讨螡嘦ਧ

ྍ詽Ԝ物藶讨螡橕樂 

ྍ詽܈物藶ࣁ玟ऒ蝫娄Ӥ讨螡笅诊ݦ棎 Ⱦ 藶讨螡制眲

ྍ詽犊物ࣁԚॡ翕᪠獉਻憙绯牧螡䢔翕褬翕᪠蝢懱㶧ਧᒫ 4 粚 (TCP/IPv4)
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ྍ詽܈ԫ物藶䲒礚 IP Address ฎ玽傶 192.168.1.X ( 磧盅Ӟ嘨狅 DHCP Server 蟴咳 192.168.1.1~192.168.1.254 磪ಅ犋ݶ牧 

ই 192.168.1.2)牧Subnet Mask 㳷傶 255.255.255.0牧Default Gateway 䛑傶 192.168.1.1牧ইຎ篷藮藶ፗ矑橕樂種憙绯牧

舙犋ྋ嘦藶疥襎脲᯿碝樄秚盅ٚ嘦藨Ӟ稞牐

ྍ詽܈Ӟ物藶讨螡托奞虻碘
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  1-4-1-2. Windows 11

戔ਧፓጱ : 嘦藨֦ጱ襎脲玟ऒ翕᪠戔ਧ傶 DHCP Client牧ݢ犥ᛔ㵕ℂ Check Point-1530 DHCP Server 糷஑ྋ嘦 IP牐

ྍ詽Ӟ物嘦ਧ襎脲ጱ翕᪠ओྋ嘦蝫矑ک CheckPoint-1530 ጱWAN翕᪠ओ

ྍ詽ԫ物藶嘦ਧCheckPoint-1530ጱ籗蒈氥纈ྋଉ (POWER盱犝)牧CheckPoint-1530 毆戔傶 DHCP Server 䨝蟴咳 

192.168.1.1ӗ192.168.1.254 ጱ IP 妔襎脲

ྍ詽ӣ物藶ک揫ਮ䜛ጱ襎脲ᒒ

ྍ詽ࢥ物藶讨螡棎練ೲ衔 win+I牧䨝氥纈ӥ瑽

ྍ詽Բ物藶讨螡蝱褩翕᪠戔ਧ
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ྍ詽م物藶讨螡ๅग़翕᪠Օᶎܜ螡殻

ྍ詽犊物讨螡Ԛॡ翕᪠
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ྍ詽獌物ࣁԚॡ翕᪠獉਻憙绯牧螡䢔翕褬翕᪠蝢懱㶧ਧᒫ 4 粚 (TCP/IPv4)

ྍ詽Ԝ物藶螡䢔ᛔ㵕玲஑IP֖࣎(O) Ⱦ 藶螡䢔ᛔ㵕玲஑DNS ֑๐瑊֖࣎(B)

簁盅讨螡嘦ਧ

ྍ詽܈物藶讨螡橕樂

ྍ詽܈Ӟ物藶ࣁ玟ऒ蝫娄Ӥ讨螡笅诊ݦ棎 Ⱦ 藶讨螡制眲
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ྍ詽܈ԫ物藶讨螡托奞虻碘

ྍ詽܈ӣ物藶䲒礚 IP Address ฎ玽傶 192.168.1.X (磧盅Ӟ嘨狅 DHCP Server 蟴咳 192.168.1.1ӗ192.168.1.254 磪ಅ犋

牧Subnet Mask 㳷傶 255.255.255.0牧Default Gateway 䛑傶 192.168.1.1牧ইຎ篷藮藶ፗ矑橕樂種憙绯牧舙犋ྋ嘦(ݶ

藶疥襎脲᯿碝樄秚盅ٚ嘦藨Ӟ稞牐

ȡ ྋ嘦瑿ਠ౮犥Ӥጱ㵕֢盅牧藶狅 1-4-2 ᒍ℄戔ਧ倵薩瑊牐
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 1-4-2. 倵薩瑊戔ਧ

戔ਧ Web 倵薩瑊牧๜藯ก䨗犥 Edge , FireFox 犥现 Chrome 傶塅ֺ牧藶狅揫ਮ䜛ጱ襑ضԏ獮牧஠殾ߝ戔ਧ๜叨ࣁ

穩螡䢔ፘ䌘䛑ጱᒍ℄蝱ᤈ戔ਧ牐

  1-4-2-1. Edge

戔ਧፓጱ物嘦藨֦ጱ襎脲倵薩瑊戔ਧྋ嘦牧犋䨝ᛔ㵕䡿蒈蝫娄牧犖䷱磪戔ਧ Proxy ֑๐瑊牐

ྍ詽Ӟ物棎練蜍獈Windows 秂扮棎  + I Ⱦ 讨螡翕᪠޾翕褬翕᪠ Ⱦ 讨螡翕᪠و޾አӾஞ Ⱦ 讨螡翕褬翕᪠螡殻䨝

(ADSL 䡿蒈蝫娄憙绯藶疥ٌ橕樂 ڊ種碻舙螭犋胼Ӥ翕牧ইຎ᪡) 匍犥ӥ向ᶎڊ

᮷犋ᥝۮ螡Ⱦ嘦ਧ盅藶讨螡嘦ਧ牧Ⱦ ٚ讨螡Ӟ稞嘦ਧਠ౮戔ਧ

ȡྋ嘦瑿ਠ౮犥Ӥጱ㵕֢盅牧蔭纈揫ਮ䜛૪妿ݢ犥蝚螂揫ਮ䜛ጱ襎脲㬵蝫矑ک CheckPoint-1530牧矑ӥ㬵藶᪡ᛗ  

 1-5-1 蝱獈毆戔 Web 戔ਧ向ᶎ牐

ྍ詽ԫ物讨螡玟ऒ翕᪠戔ਧ䨝ڊ匍玟ऒ翕᪠ (LAN) 戔ਧጱ憙绯
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  1-4-2-2. FireFox

戔ਧፓጱ : 嘦藨֦ጱ襎脲倵薩瑊戔ਧྋ嘦牧䷱磪戔ਧ Proxy ֑๐瑊牐

ྍ詽Ӟ物樄珸FireFox 倵薩瑊 Ⱦ 讨螡戔ਧ Ⱦ ࣁӞ膢殷ᶎӥ೉翕᪠戔ਧ牧讨螡戔ਧ䨝ڊ匍ӥ瑽  (種碻舙螭犋胼Ӥ

翕牧ইຎ᪡ڊ ADSL 䡿蒈蝫娄憙绯藶疥ٌ橕樂)

藶螡玲犋ֵአ Proxy (Y) 牧ೲ嘦ਧਠ౮戔ਧ牐

ȡྋ嘦瑿ਠ౮犥Ӥጱ㵕֢盅牧蔭纈揫ਮ䜛૪妿ݢ犥蝚螂揫ਮ䜛ጱ襎脲㬵蝫矑ک CheckPoint-1530牧矑ӥ㬵藶᪡ᛗ  

 1-5-1 蝱獈毆戔 Web 戔ਧ向ᶎ牐
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  1-4-2-3. Google Chrome

戔ਧፓጱ物嘦藨֦ጱ襎脲倵薩瑊戔ਧྋ嘦牧䷱磪戔ਧ Proxy ֑๐瑊牐

ྍ詽Ӟ物樄珸Chrome 倵薩瑊 Ⱦ 讨螡ݦӤ薫戔ਧ Ⱦ 讨螡ૢ㯎羬翄䨝ڊ匍ӥ瑽物

ྍ詽ԫ物ٚ螡玲樄珸襎脲ጱProxy戔ਧ

橕樂 Proxy ֑๐瑊戔ਧ牧Ⱦ 㱪ਂਠ౮戔ਧ

ȡྋ嘦瑿ਠ౮犥Ӥጱ㵕֢盅牧蔭纈揫ਮ䜛૪妿ݢ犥蝚螂揫ਮ䜛ጱ襎脲㬵蝫矑ک CheckPoint-1530牧矑ӥ㬵藶᪡ᛗ  

 1-5-1 蝱獈毆戔 Web 戔ਧ向ᶎ牐
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1-5. 樄ত戔ਧ Quantum Spark ᴠ箛℃

 1-5-1. 蝱獈毆戔 Web 珸㵕̿Ḓ稞戔ਧ羊覄̀

戔ਧ獮藶ض嘦藨૪ਠ౮ ᒫӞᒍ ᒫ 3 ℄. ਞ蕕 Quantum Spark 1530 戔猋牧ᒫ 4 ℄. ಅ襑絑हՕ奧牐

樄珸揫ਮ䜛ጱ翕殷倵薩瑊  Ⱦ 藶ࣁ翕࣎蜍獈https://192.168.1.1:4434

edge 䨝ڊ匍犥ӥጱ向ᶎ牧Ŋ螡玲蝱褩牧媣媲獮ஃ 192.168.1.1Ŋ

 1-5-2. 蝚螂羊覄戔ਧ CheckPoint-1530

ྍ詽Ӟ物ڡ稞戔ਧ䨝ፗ矑蝱獈犥ӥጱ向ᶎ (毆戔承᥺傶舣෈)牧舙ᥝ虋ๅ WebUI 䛑አ纷ୗጱ承᥺牧螡玲殷ᶎ殸ᒒ

ጱ承᥺蝫奾 (舣෈/෭෈)牐
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ྍ詽ԫ物戔ਧੂ嘨牧蜍獈ᓕቘᘏጱ癱蒈膏ੂ嘨

 涢挨托奞虻碘

涢挨托奞虻碘殷ᶎӾ牧蜍獈ጭ獈Ꮭ誢戔猋 WebUI ಅ襑ጱ托奞虻碘物ࣁ

ᓕቘ㹓ݷ圸物౯㮉ୌ捍眅虋ๅ毆戔ጱᓕቘ㹓ጭ獈ݷ圸̿admiǹ牐ݷ圸磪玟獤य़ੜ䌃牐

ੂ嘨物䔶ୗੂ嘨ᛗ੝䨝磪6㮆ਁز牧ٌӾ۱ೡᛗ੝Ӟ㮆य़䌃ਁྮ牏Ӟ㮆ੜ䌃ਁྮ犥现Ӟ㮆粬ྛਁز牐ֵአੂ嘨

䔶ଶ蔭㬵ᤍᰁ眅ጱੂ嘨䔶ଶ牐

ဳ఺物䔶ଶ蔭ݝฎӞ㮆瞲秂牧㪔犋䨝䔶ګୌ缏ٍ磪瞲ਧ碍ᰁጱਁز౲ਁز奲ݳጱੂ嘨牐舙ᥝ䋿碞ੂ嘨蕦褾௔牧

藶ೲӞӥ໐玲ො璸牐

ྍ詽ӣ物戔ਧ碻樌膏碻玟

 Ꮭ誢戔猋෭๗膏碻樌戔ਧ

Ꮭ誢戔猋෭๗膏碻樌戔ਧ殷ᶎ牧ಋ㵕戔ਧᏝ誢戔猋ጱ෭๗牏碻樌犥现碻玟戔ਧ牧౲ฎֵአ̿翕᪠碻樌蝢懱㶧ࣁ

ਧ̀螡殻牐
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ইຎ眅螡䢔螡殻ಋ㵕戔ਧ碻樌牧Ꮭ誢戔猋䨝ֵአ襎脲Ӿጱ෭๗膏碻樌֢傶ڡত꧊牐ইຎ襑ᥝ牧藶虋ๅ碻玟戔ਧ

犥氥纈眅ጱྋ嘦֖ᗝ牐礬硁毆戔牧䨝ᛔ㵕珸አ෭ط℄夹碻樌牐眅ݢ犥ࣁWebUI䛑አ纷ୗӾጱ蕕ᗝ>෭๗膏碻樌殷

ᶎ虋ๅ種碻樌牐

෭๗物礬硁毆戔牧෭๗䨝ࣁ襎脲Ӥ氥纈牐ইຎ襑ᥝ牧藶戔ਧ犋ݶጱ෭๗牐

碻樌物礬硁毆戔牧碻樌䨝ࣁ襎脲Ӥ氥纈牐ইຎ襑ᥝ牧藶戔ਧ犋ݶጱ碻樌牐

碻玟物礬硁毆戔牧碻玟䨝ࣁ襎脲Ӥ氥纈牐ইຎ襑ᥝ牧藶螡䢔碻玟戔ਧ犥玱碸眅伛嘦ጱಅ֖ࣁᗝ牐

ԆᥝNTP֑๐瑊物ԆᥝNTP֑๐瑊ጱIP౲Ԇ秚ݷ圸牐毆戔֑๐瑊傶ntp.checkpoint.com

稞ᥝNTP֑๐瑊物稞ᥝNTP֑๐瑊ጱIP౲Ԇ秚ݷ圸牐毆戔֑๐瑊傶ntp2.checkpoint.com

ྍ詽ࢥ物戔ਧ戔猋ݷ圸膏翕ऒݷ圸

 Ꮭ誢戔猋ݷ圸

牐(犥犋஠蜍獈ݢ) 圸ݷ圸犥蘷獨Ꮭ誢戔猋牧簁盅蜍獈翕ऒݷ圸殷ᶎӾ蜍獈ݷᏝ誢戔猋ࣁ

吚樑螇傶瞲ਧጱᇔկݷ圸䁆ᤈ DNS 薹ຉ碻牧翕ऒݷ圸䨝ᴫےᛗᇔկݷ圸牐ই種ݢ犥虏翕᪠ӾጱԆ秚ೲٌ獉蟂ݷ

圸礚扇Ԇ秚牐
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ྍ詽Բ物戔ਧᓕቘ秇ୗ 㻌讨ᓕቘ/Ӿஞᒒᓕቘ

 ਞ獊௔ܻ㳷ᓕቘ

Ӿ瓷ᓕቘ (Central)物螐ᒒጱ̿ਞ獊ᓕቘ֑๐瑊ֵ̀ݢአ翕᪠ᇔկ犥现ਞ獊௔ܻ㳷ᓕቘ SmartConsole Ӿጱਞ獊樑螇牐

๜秚ᓕቘ (Local)物Ꮭ誢戔猋ֵአ翕᪠䛑አ纷ୗ㬵ᓕቘਞ獊௔ܻ㳷牐ࣁ眅ֵአ̿Ḓ稞戔ਧ羊覄̀蟴ᗝᏝ誢戔猋ԏ盅牧

疥䨝ᛔ㵕䋿碞毆戔ਞ獊௔ܻ㳷牐萞ኧᏝ誢戔猋 WebUI ጱ㶧ۗ牧ݢ犥蟴ᗝ眅珸㵕ጱ̿敟誢ڏ栭̀㪔Ӭ盏藲ਞ獊௔ܻ

㳷牐

๜̿獈槹瞲̀ܖ矟蝄ই֜蟴ᗝ๜秚ጱ蟂ᗟ牐

ྍ詽م物戔ਧ翕褬翕᪠

 翕褬翕᪠蝫娄

翕褬翕᪠蝫娄殷ᶎӾ牧戔ਧ眅ጱ翕褬翕᪠蝫娄奞℄牧౲ฎ螡䢔纸盅戔ਧ翕褬翕᪠蝫娄牐ࣁ

舙ᥝ缏ܨ戔ਧ翕褬翕᪠蝫娄物

1. 螡䢔缏ܨ戔ਧ翕褬翕᪠蝫娄牐

2. ℂ蝫娄觊ࣳӥ೉ୗ竃㻌Ӿ牧螡䢔አෝ蝫娄ᛗ翕褬翕᪠ጱ㶧ਧ牐

3. 蜍獈螡玲蝫娄㶧ਧጱ䳱֖牐眅朼䌘ྯ㮆㶧ਧ蜍獈ጱ虻懱஠殾ݱ磪犋ݶ牐眅ݢ犥蝚螂翕褬翕᪠๐率൉׀ᘏ( ISP) 

 玲஑牐

  覌眲IP物ࢴਧ(覍㵕眲)ጱIP֖࣎牐

  DHCP物㵕眲Ԇ秚戔ਧ蝢懱㶧ਧ(Dynamic Host Configuration Protocol, DHCP)䨝ᛔ㵕疥瞲ਧ塅瑻獉ጱIP֖ 

  ࣎咳妔翕᪠Ӥጱ蕕ᗝ牐蝡ฎࣁ眅蝚螂翕᪠碍硁秚蝫矑碻ଉ憎ጱ螡殻牐
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  PPPoE (Ԛॡ翕᪠ӤጱPPP)物አෝ੗蕕Ԛॡ翕᪠໛礍獉ጱ讨䌘讨蝢懱㶧ਧ(PPP)໛礍ጱ翕᪠蝢懱㶧ਧ牐Ԇᥝ 

  䨝膏DSL๐率砇蟴ֵአ牧ࣁ種๐率Ӿ牧㮆獨ֵአᘏ䨝蝚螂Ԛॡ翕᪠޾᮷䨝Ԛॡ翕᪠蝫矑ᛗ DSL 碍硁秚牐 

  蜍獈ISPጭ獈ֵአᘏݷ圸膏ISPጭ獈ੂ嘨牐ဳ఺物̿ࣁḒ稞戔ਧ羊覄̀Ӿ㰍ඪൔ㵕眲IP牐

  PPTP物讨䌘讨蝢螇蝢懱㶧ਧ(PPTP)䋿碞蒅硈ᐺՈ翕᪠牐PPTPࣁTCP犥现GRE蝢螇֢禂Ӿֵአ矒ګ蝢螇犥੗ 

  蕕PPP੗۱牐

  L2TP物ᒫԫ䍅蝢螇蝢懱㶧ਧ(L2TP)ฎአෝඪൔ蒅硈ᐺՈ翕᪠(VPN)ጱ蝢螇蝢懱㶧ਧ牐種蝢懱㶧ਧ㪔๚൉׀ 

  犨֜ੂے౲狒ੂ牐ਙ狅蚅ጱฎੂے蝢懱㶧ਧ牧種㶧ਧ䨝ࣁ蝢螇獉蟂㯽蜍犥൉׀褲ᐺ牐

  䱋矑瑊物蝫矑虻碘蝫奾䍅 (ᒫԫ䍅) ጱग़㮆翕᪠玟ྦྷ牐

  DNS֑๐瑊 (覌眲IP膏䱋矑瑊蝫矑)物ࣁፘ橕䳱֖Ӿ蜍獈 DNS ֑๐瑊֖࣎虻懱牐䌘ෝ DHCP牏PPPoE牏PPTP牏 

  L2TP牏ᤈ㵕翕妏犥现牧DNS戔ਧฎኧ眅ጱ๐率൉׀ᘏಅ൉׀牐眅ݢ犥纸盅ࣁWebUI䛑አ纷ୗጱ蕕ᗝ Ⱦ DNS 

  皈ӥӾ薟䌃蝡犚戔ਧ牐

౯㮉ୌ捍眅疥 DNS 戔ਧ傶Ꮭ誢戔猋襑ᥝ牧犥׎朼䌘犋ۑݶ胼䁆ᤈ DNS 薹ຉ牐膐ֺ㬵藯牧ࣁദ稗珸አ๗樌౲ฎ吚䛑

አ纷ୗ矒ګ牏翕ᒊ塟螡牏ᴠྰ敟誢౲ฎᴠ࣯璀蟈կ๐率珸አ碻蝫娄ᛗ Check Point ֵአᘏӾஞ牐

* 藶狅ᆙ翕᪠觊ࣳ㷢ᆙ 5-2-1. 戔ਧक़蟂蝫娄 (㻌礿疝毱翕᪠) 

舙ᥝ介手眅ጱ ISP 蝫娄制眲物ೲӞӥ蝫娄牐

Ꮭ誢戔猋䨝蝫矑ᛗ眅ጱ ISP牐౮ۑ౲०硻䨝氥纈ࣁ殷ᶎ皈蟂牐
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ྍ詽犊物戔ਧ玟ऒ翕᪠

 玟ऒ翕᪠

玟ऒ翕᪠殷ᶎӾ牧螡䢔珸አ౲ฎ؊አ LAN 蝫矑ओጱ樄橕牧㪔Ӭ蟴ᗝ眅ጱ翕᪠戔ਧ牐礬硁毆戔牧ਙ㮉傶珸አ制ࣁ

眲牐ࣁᏝ誢戔猋ጱܻতIP狒ਂ傶獨ݷIP碻牧眅ݢ犥虋ๅIP֖࣎㪔Ӭ狒瞱蝫娄牧ፗک眅ڡ稞疥Ꮭ誢戔猋樄秚傶ྊ牐

ፘ橕虻懱

  珸አ LAN 蝫矑ओጱ樄橕物䕍者ಅ磪 LAN 蝫矑ओ֢傶樄橕牧ݶ碻種樄橕䨝磪Ӟ㮆IP֖࣎牐ইຎ૪؊አ種螡 

  殻 (૪竃ᴻ໐玲ො璸)牧㳷䨝疥玟ऒ翕᪠ਧ嬝傶㰍 LAN1牐

   翕᪠ݷ圸物蜍獈翕᪠ݷ圸牐

  IP ֖࣎物眅ݢ犥狕硬IP֖࣎㪔Ӭ姘瞱蝫矑௔牐Ꮭ誢戔猋ጱܻতIP狒ਂ傶獨ݷIP犥姘瞱蝫矑௔牧ፗک羊覄ਠ 

  ౮傶ྊ牐

  ৼ翕᪠螘ᗛ物蜍獈ৼ翕᪠螘ᗛ牐

  DHCP ֑๐瑊膏塅瑻䳱֖物礬硁毆戔牧DHCP 傶珸አ制眲牧㪔Ӭ磪毆戔ጱ翕᪠塅瑻牐藶率஠戔ਧ螕吚塅 

  瑻牧犋ᥝࣁ翕᪠Ӿ۱ೡ毆ضਧ嬝ጱ覌眲 IP牐

  矎ᴻ塅瑻物戔ਧ DHCP ֑๐瑊๚ਧ嬝ጱIP֖࣎ጱ矎ᴻ塅瑻牐ਧ嬝ࣁ翕᪠Ӿ瞲ਧ IP ֖࣎碻 DHCP 䨝矎ᴻጱ IP 

  ֖࣎塅瑻牐Ꮭ誢戔猋ጱ IP ֖࣎䨝ᛔ㵕ℂ塅瑻矎ᴻ牐膐ֺ㬵藯牧ইຎᏝ誢戔猋 IP 傶 1.1.1.1牧㳷塅瑻犖䨝ℂ 

  1.1.1.1樄ত牧֕ฎٌᛔ蛪ጱ IP ֺ֖࣎क़牐

᯿ᥝԪ殻物ইຎ眅螡䢔؊አ Enable Switch on LAN ports牧藶嘦ਧ眅ጱ翕᪠娄૪蝫矑 LAN1 蝫娄ओ牐玽㳷牧ࣁ眅ೲӞ

ӥӥӞྍ碻疥䨝螣०蝫娄牐
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ྍ詽獌物戔ਧਂ玲塅瑻

 ᓕቘ㹓ਂ玲

犥ℂ瞲ਧጱ IP ֖࣎౲犨֜ IP ֵ֖࣎አᏝ誢戔猋牐ݢᓕቘ㹓ਂ玲殷ᶎӾ牧戔ਧᓕቘ㹓ฎ玽ࣁ

舙ᥝ戔ਧᓕቘ㹓ਂ玲稗褖物

1. 螡䢔رݢ战ᓕቘ㹓ਂ玲ጱ㬵რ֖ᗝ物

  LAN物ಅ磪獉蟂䋿誢蝫矑ओ牐

犨ጱ篷娄物૪Ꭳጱ篷娄翕᪠牐מݑ  

  VPN物ℂ螐ᒒ翕ᒊ蝚螂 VPN 蝢螇ֵአੂے窕ᰁ౲ฎֵአ螐ᒒਂ玲ਮ䜛牐

  翕褬翕᪠物竃ᴻ翕褬翕᪠ጱ窕ᰁ (犋ୌ捍)牐

2. 螡䢔 IP ֖࣎牧ᓕቘ㹓ݢ犥蝚螂種 IP ֖࣎ਂ玲Ꮭ誢戔猋物

  犨֜ IP ֖࣎牐

  㰍瞲ਧጱ IP ֖࣎物螡玲種螡殻胼䄪虏ᓕቘ㹓蝚螂瞲ਧጱ IP ֖࣎౲翕᪠ਂ玲Ꮭ誢戔猋牐ೲӞӥ碝ी犥戔ਧ  

  IP ֖࣎虻懱牐

  翕褬翕᪠Ӿጱ瞲ਧ IP ֖࣎犥现ٌ犢㬵რጱ犨֜IP֖࣎物螡䢔種螡殻رݢ战ᓕቘ㹓㰍ݢℂ翕褬翕᪠Ӿጱ粬ਧ 

  IP֖࣎ਂ玲牧౲ฎℂ犨֜ IP ֖࣎ጱٌ犢螡玲㬵რਂ玲牐種螡殻傶毆戔꧊牐

舙ᥝ瞲ਧ IP ֖࣎物

1. ೲӞӥ碝ी牐

IP ֖࣎戔ਧ憙绯Ӿ牧螡䢔Ӟ㮆螡殻物 ࣁ .2

  粬ਧ IP ֖࣎物蜍獈 IP ֖࣎౲ฎೲӞӥℂ౯ጱ襎脲玲஑ IP牐

  粬ਧ翕᪠物蜍獈翕᪠ IP ֖࣎犥现ৼ翕᪠螘ᗛ牐

3. ೲӞӥॺአ牐
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ྍ詽Ԝ: 戔ਧᏝ誢戔猋戢㲘

 Ꮭ誢戔猋戢㲘

Ꮭ誢戔猋ݢ犥蝫矑ᛗ Check Point ֵአᘏӾஞ牧ڥአٌ䚣挨ݢ犥玲஑ദ稗虻懱㪔Ӭ珸㵕Ꮭ誢戔猋牐ইຎ眅૪妿

戔ਧ翕褬翕᪠蝫娄物ೲӞӥ珸አദ稗牐眅䨝ᤩޞᎣ૪妿౮ۑ珸㵕Ꮭ誢戔猋牧㪔Ӭ䨝፡憎ྯ㮆̿敟誢ڏ栭̀ጱദ

稗制眲牐

ྍ詽܈: 䲒憙൹ᥝ

 ൹ᥝ

൹ᥝ殷ᶎ氥纈ֵአ̿Ḓ稞戔ਧ羊覄̀戔ਧزᔰጱ托奞虻碘牐ೲӞӥFinish牧犥ਠ౮̿Ḓ稞戔ਧ羊覄̀牐
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疥襎脲翕ܜ IP 狕硬傶蚤ᴠ箛℃ݶӞ翕ྦྷ盅牧ࣁ倵薩瑊蜍獈碝戔ਧጱ IP牧ጭ獈翕殷嘦藨牧制眲戔ᗝਠ౮

   1-5-2-1. 戔ਧक़蟂蝫娄 (㻌礿疝毱翕᪠)

IP ਮ䜛 ګਧࢴ .1-5-2-1-1    

藶ӥ೉ connection type牧螡玲 Static IP 盅牧蜍獈疝毱翕᪠禂ᘏ൉׀ IP ֖࣎虻碘犥现毆戔樑螇瑊 IP ֖࣎虻碘

IP 翕࣎/翕᪠螘ᗛ物10.10.150.99/255.255.255.0牧Default gateway 10.10.150.254 (種傶塅ֺ牧藶揫ਮ䜛狅疝毱翕᪠禂ᘏ

൉׀虻碘棎獈)

犥现 DNS 虻碘 8.8.8.8

ਠ౮盅ೲ Apply ਠ౮戔ਧ
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    1-5-2-1-2. 覍ࢴਧګ IP ਮ䜛 (PPPoE)

ইਮ䜛䌘क़翕᪠ฎ PPPOE 秇ୗ牧㳷ࣁ Connection type 螡玲 DHCP牧讨䢗 Connect 介手牧ই DHCP ྋଉ㳷ૢࣁӥ

薫氥纈翑ᜋۮۮ犥现糷஑ IP ֖࣎牧ই糷玲०硻藶蝫媒 ISP 翕᪠禂ᘏ

    1-5-2-1-3. DHCP ګਮ䜛

ইਮ䜛䌘क़翕᪠ฎ DHCP 秇ୗ牧㳷ࣁ Connection type 螡玲 DHCP牧讨䢗 Connect 介手牧ই DHCP ྋଉ㳷ૢࣁӥ薫

氥纈翑ᜋۮۮ犥现糷஑ IP ֖࣎牧ই糷玲०硻藶蝫媒 ISP 翕᪠禂ᘏ
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ᒫԫᒍ    樄ত戔ਧ Quantum Spark ᴠ箛℃

2-1. 戔ਧ獉蟂翕᪠奲眲

揫ਮ䜛藶ጭ獈 Check Point 1530牧讨螡 DEVICE Ⱦ Local Network Ⱦ 螡玲 LAN1 ೲ  Edit 牧蝱獈ӥӞྍ詽

秇ୗӥ牧ๅ硬ಅ襑ጱ IP ֖࣎现翕᪠螘ᗛ (ֺই物 192.168.1.99/255.255.255.0 )֖࣎ࣁ

藶ဳ఺ : 藶率஠ๅ硬 DHCP 窔咳 IP 塅瑻牧讨螡 DHCP Server ֖࣎塅瑻牧狕硬傶 :

IP : 192.168.1.110-192.168.1.210 (種傶塅ֺ牧藶揫ਮ䜛狅䋿褬制丆ๅ硬)
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螡玲 DHCPv4 setting 殷ᶎ牧嘦ਧ讨螡 Auto-Use the DNS configuration of the device

ਠ౮盅牧讨螡嘦ਧ牧戔ਧਠ౮

藶ဳ఺物種碻蝫娄䨝Ӿ䥁 牧 藶ๅ硬襎脲 IP ֖࣎傶 ࢴਧ IP 盅 ( ֺই物192.168.1.99 ) ٚ蝫娄ک CheckPoint 1530 羬翄

 ( ֺই物https://192.168.1.254)

2-2. 戔ਧक़蟂翕᪠奲眲

አ䜛牧藶㷢ᘍ 2-2-1 戔ਧ牐ګਧࢴ

覍ࢴਧګአ䜛 (PPPoE)牧藶㷢ᘍ 2-2-2 戔ਧ牐

DHCP ګአ䜛牧藶㷢ᘍ 2-2-3 戔ਧ牐
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IP ਮ䜛 ګਧࢴ .2-2-1 

揫ਮ䜛藶ጭ獈 CheckPoint1 530牧讨螡 DEVICE Ⱦ Internet Ⱦ ೲ Edit牧蝱獈ӥӞྍ詽

藶ဳ఺物羬翄毆戔꧊傶 DHCP
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藶ӥ೉ connection type牧螡玲 Static IP 盅牧蜍獈疝毱翕᪠禂ᘏ൉׀ IP ֖࣎虻碘犥现毆戔樑螇瑊 IP ֖࣎虻碘

IP 翕࣎/翕᪠螘ᗛ物10.10.150.104/255.255.255.0牧Default gateway 10.10.150.254 (種傶塅ֺ牧藶揫ਮ䜛狅疝毱翕᪠禂

ᘏ൉׀虻碘棎獈)

犥现 DNS 虻碘 168.85.1.1牏8.8.8.8

ਠ౮盅ೲ Apply ਠ౮戔ਧ
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 2-2-2. 覍ࢴਧګ IP ਮ䜛 (PPPoE)

揫ਮ䜛藶ጭ獈CheckPoint1530牧讨螡 DEVICE Ⱦ Internet Ⱦ ೲ Edit牧蝱獈ӥӞྍ詽

藶ဳ఺物羬翄毆戔꧊傶 DHCP
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藶ӥ೉ connection type牧螡玲 PPPOE 盅牧蜍獈疝毱翕᪠禂ᘏ൉׀ጱֵአᘏ癱蒈犥现ੂ嘨牧ਠ౮盅ೲ Apply ਠ౮

戔ਧ
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羬翄毆戔꧊傶 DHCP牧䲒礚 connection type 傶 DHCP 盅牧

ೲ Apply ਠ౮戔ਧ

 2-2-3. DHCP ګਮ䜛

揫ਮ䜛藶ጭ獈CheckPoint1530牧讨螡 DEVICE Ⱦ Internet Ⱦ ೲ  Edit牧蝱獈ӥӞྍ詽
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2-3. 戔ਧ DNS/NTP ֑๐瑊֖࣎

揫ਮ䜛藶ጭ獈CheckPoint1530牧讨螡 DEVICE Ⱦ DNS Ⱦ ೲ Configure牧ಋ㵕戔ਧDNS IP

౲螡玲 Use DNS servers configured for the active connection(s)牧ᛔ㵕ֵአ襎מ禂ᘏ൉׀ጱ DNS

ਠ౮盅ೲ Apply ਠ౮戔ਧ
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揫ਮ䜛ݢ犥ࣁ DEVICE Ⱦ Date and Time Ӿ戔ਧ碻樌牧ই襑ಋ㵕戔ਧݢ犥讨螡 Set date and time manually牧ಋ㵕狕

硬碻樌

ই襑戔ਧ NTP server ݢ犥讨螡 Set date and time using a Network Time Protocol (NTP) server

ਠ౮盅ೲ Apply ਠ౮碻樌戔ਧ
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2-4. 戔ਧᴠ箛℃樄珸ፘ橕๐率

揫ਮ䜛藶ጭ獈 CheckPoint1530牧讨螡 HOME Ⱦ Security Dashboard牧ࣁ殷ᶎӾݢ犥螡䢔樄珸౲橕樂ᴠ箛℃ፘ橕ጱ

胼ۑ

2-5. 戔ਧ IPS/Application Control/URL Filtering/Anti-Bot/AV&AM

揫ਮ䜛藶ጭ獈 CheckPoint1530牧讨螡 THREAT PREVENTION Ⱦ Blade Control牧ࣁ殷ᶎӾݢ犥螡䢔樄珸౲橕樂

IPS/Anti-Virus/Anti-Bot/Threat Emulation牧犖ݢ犥蝱ᤈ虻碘䓚ጱๅ碝牧ࣁ Policy ጱ蟂獤ݢ犥狅ᆙਮ䜛襑穩藲碉瑥

挘ଶ牧毆戔缛羷傶 Recommended
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戔ਧਠ౮盅ೲ Apply ਠ౮戔ਧ

犥朼䌘 IPS ጱ獉਻֢奞蟂戔ਧݢ殷ᶎӾࣁ犥讨螡 THREAT PREVENTION Ⱦ IPS Protection牧ݢ

2-6. Mac Binding

ই襑戔ਧ IP-Mac Binding 殾獮ஃ USER&OBJECTS Ⱦ Network Objects牧ࣁ殷ᶎӾӤො讨螡 New牧䨝᪡ڊ NEW 

NETWORK OBJECT ጱ憙绯牧疥 Type 螡殻硬傶 Single IP 㪔蜍獈ᇔկ IP 犥现ᇔկݷ圸牧㪔ۮ螡 Reserve IP address in 

DHCP service for MAC 牧㪔ࣁ MAC address 䳱֖蜍獈 MAC ֖࣎

ဳ఺物໒ୗ殾傶 AA:AA:AA:AA:AA:AA
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ᒫӣᒍ    ୌ缏մ禂獉蟂翕ᒊ๐率

ইຎ揫ਮ䜛襑ᥝ礍戔獉蟂ጱ֑๐瑊 IP 瑿࣎䌘䛑 ( ই物翕殷֑๐瑊牧蟈կ֑๐瑊 )牧౲ฎ礓犚翕᪠๐率襑ᥝ戔ਧ

蝢懱ओ (port) ጱ䌘䛑 (ই物翕᪠蝿瞁牏BitTorrent)牧ݢܨෝ NAT 戔ਧ牐

3-1. 戔ਧ Web (翕殷) ֑๐瑊

揫ਮ䜛藶嘦藨ਠ౮獉蟂翕᪠奲眲现क़蟂翕᪠奲眲戔ਧ牧嘦藨翕褬翕᪠蝫娄ྋଉ

樄珸 Web UI 螡䢔ૢ螲獤殷ጱ [ACCESS POLICY] Ⱦ [Firewall] Ⱦ [NAT]牧螡䢔ݦ螲螡㻌 NAT Rules ጱ [New Server 

(forwarding rule)] 蝱ᤈ戔ਧ牐

Port 䌘䛑ොୗ (क़蟂  IP Port 䌘䛑ک獉蟂 IP Port牧 種戔ਧ䨝疥ಅ磪蝫娄کक़蟂 IP Port 旉ک獉蟂 IP Port)

礍䯤瑽ইӥ:
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螡䢔 [Web Server]牧㪔ෝ盅ො [edit]牧戔ਧಅ襑䌘䛑ጱ port ᒒ戔ਧ牐
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戔ਧ翕殷֑๐瑊獉਻物

Name (አ䜛ݷ)物WebServer  (種傶塅ֺ牧藶揫ਮ䜛狅襑穩蜍獈)

IP Address (IP瑿࣎)物172.16.1.100  (種傶塅ֺ牧藶揫ਮ䜛狅襑穩蜍獈)

Comments (戢薹)物web server (ݢݝ舣෈) (種傶塅ֺ牧藶揫ਮ䜛狅襑穩蜍獈)

 Allow DNS Server to resolve this object name (種傶塅ֺ牧藶揫ਮ䜛狅襑穩蜍獈)

Ⱦ ر战 DNS ֑๐瑊薹ຉ種䌘虡ݷ圸

 Exclude from DHCP service (種傶塅ֺ牧藶揫ਮ䜛狅襑穩蜍獈)

Ⱦ ℂ DHCP ๐率矎ᴻ

 Reserve IP address in DHCP service for MAC

Ⱦ ෝ DHCP ๐率Ӿ蝚螂 MAC 狒ኸ IP

MAC address物
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戔ਧ我㺔㬵რ物

螡䢔ݢ我㺔種֑๐瑊ጱ玟ऒ物

 All zones (including the internet) (種傶塅ֺ牧藶揫ਮ䜛狅襑穩蜍獈)

Ⱦ ಅ磪玟ऒ緡ݢ犥我㺔

 Only trusted zones (my organization)

   LAN

   Remote Access VPN Sites

   Remote VPN Sites

Ⱦ ݝ磪מݑ犨ጱ玟ऒݢ犥我㺔

 Manually configure access policy to this server

Ⱦ ಋ㵕蟴ᗝ䌘種๐率瑊ጱ我㺔ᒽኼ

Ping to this server物

 Allow access to the server using ICMP (ping) (種傶塅ֺ牧藶揫ਮ䜛狅襑穩蜍獈)

Ⱦ ر战ֵአICMP֑ک๐瑊

Logging traffic to this server物

 Log blocked connections  (種傶塅ֺ牧藶揫ਮ䜛狅襑穩蜍獈)

 Log accepted connections

Ⱦ 疥窕ᰁ懿袅ک種๐率瑊
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翕᪠瑿࣎旉矦戔ਧ物

 Hide Behind Gateway(port Forwarding)

Ⱦ 褲萢ࣁ翕橕盅ᶎ(ᒒݗ旉咳)

 Static NAT物[210.243.191.65] (種傶塅ֺ牧藶揫ਮ䜛狅襑穩蜍獈)

Ⱦ 覌眲NAT

   Hide outgoing traffic from the server behind this IP address(種傶塅ֺ牧藶揫ਮ䜛狅襑穩蜍獈)

 No NAT

Ⱦ 篷NAT

 Redirect from port物[____________]

戔ਧਠ౮盅ک[ACCESS POLICY]�[Servers]嘦藨ฎ玽磪戔ਧ౮ۑ牐
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嘦藨૪磪戔ਧ౮ۑ牧ٚک [ACCESS POLICY] Ⱦ [Firewall] Ⱦ [NAT]牧螡䢔 [Hide NAT rules]牧嘦藨ฎ玽磪ᛔ㵕叨ኞڊ

䌘䛑ጱrule牐

3-2. 戔ਧ (Mail) 蟈կ֑๐瑊

揫ਮ䜛藶嘦藨ਠ౮獉蟂翕᪠奲眲现क़蟂翕᪠奲眲戔ਧ牧嘦藨翕褬翕᪠蝫娄ྋଉ

樄珸 Web UI 螡䢔ૢ螲獤殷ጱ [ACCESS POLICY] Ⱦ [Firewall] Ⱦ [NAT]牧螡䢔ݦ螲螡㻌 NAT Rules ጱ [New Server

(forwarding rule)] 蝱ᤈ戔ਧ牐
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Port 䌘䛑ොୗ ( क़蟂  IP Port 䌘䛑ک獉蟂 IP Port牧 種戔ਧ䨝疥ಅ磪蝫娄کक़蟂 IP Port 旉ک獉蟂 IP Port )

礍䯤瑽ইӥ物

螡䢔 [Mail Server]牧㪔ෝ盅ො [edit]牧戔ਧಅ襑䌘䛑ጱportᒒ戔ਧ牐
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戔ਧ蟈կ֑๐瑊獉਻物

Name(አ䜛ݷ)物MailServer  (種傶塅ֺ牧藶揫ਮ䜛狅襑穩蜍獈)

IP Address(IP瑿࣎)物172.16.1.200  (種傶塅ֺ牧藶揫ਮ䜛狅襑穩蜍獈)

Comments(戢薹)物ݢ犋霘 (ݢݝ舣෈)(種傶塅ֺ牧藶揫ਮ䜛狅襑穩蜍獈)

 Allow DNS Server to resolve this object name(種傶塅ֺ牧藶揫ਮ䜛狅襑穩蜍獈)

Ⱦ ر战DNS֑๐瑊薹ຉ種䌘虡ݷ圸

 Exclude from DHCP service(種傶塅ֺ牧藶揫ਮ䜛狅襑穩蜍獈)

Ⱦ ℂDHCP๐率矎ᴻ

 Reserve IP address in DHCP service for MAC

Ⱦ ෝDHCP๐率Ӿ蝚螂MAC狒ኸIP

MAC address物
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戔ਧ我㺔㬵რ物

螡䢔ݢ我㺔種֑๐瑊ጱ玟ऒ物

 All zones(including the internet) (種傶塅ֺ牧藶揫ਮ䜛狅襑穩蜍獈)

Ⱦ ಅ磪玟ऒ緡ݢ犥我㺔

 Only trusted zones(my organization)

   LAN

   Remote Access VPN Sites

   Remote VPN Sites

Ⱦ ݝ磪מݑ犨ጱ玟ऒݢ犥我㺔

 Manually configure access policy to this server

Ⱦ ಋ㵕蟴ᗝ䌘種๐率瑊ጱ我㺔ᒽኼ

Ping to this server物

 Allow access to the server using ICMP (ping) (種傶塅ֺ牧藶揫ਮ䜛狅襑穩蜍獈)

Ⱦ ر战ֵአICMP֑ک๐瑊

Logging traffic to this server物

 Log blocked connections  (種傶塅ֺ牧藶揫ਮ䜛狅襑穩蜍獈)

 Log accepted connections

Ⱦ 疥窕ᰁ懿袅ک種๐率瑊
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戔ਧਠ౮盅ک [ACCESS POLICY] Ⱦ [Servers] 嘦藨ฎ玽磪戔ਧ౮ۑ牐

翕᪠瑿࣎旉矦戔ਧ物

 Hide Behind Gateway(port Forwarding)

Ⱦ 褲萢ࣁ翕橕盅ᶎ(ᒒݗ旉咳)

 Static NAT物[210.243.191.65] (種傶塅ֺ牧藶揫ਮ䜛狅襑穩蜍獈)

Ⱦ 覌眲NAT

   Hide outgoing traffic from the server behind this IP address(種傶塅ֺ牧藶揫ਮ䜛狅襑穩蜍獈)

 No NAT

Ⱦ 篷NAT

 Redirect from port物[____________]
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嘦藨૪磪戔ਧ౮ۑ牧ٚک [ACCESS POLICY] Ⱦ [Firewall] Ⱦ  [NAT]牧螡䢔 [Hide NAT rules]牧嘦藨ฎ玽磪ᛔ㵕叨ኞ

䌘䛑ጱrule牐ڊ

3-3. 戔ਧ䌘क़๐率֑๐瑊

揫ਮ䜛舙磪襑穩ᥝ疥獉蟂 PC 樄硯ኧक़蟂蝫娄 ( ই牧PC 襑क़蟂Ո㹓蝫娄螐ᒒ礰ᶎ㶧ۗ戔ਧ )

揫ਮ䜛藶嘦藨ਠ౮獉蟂翕᪠奲眲现क़蟂翕᪠奲眲戔ਧ牧嘦藨翕褬翕᪠蝫娄ྋଉ

樄珸 Web UI 螡䢔ૢ螲獤殷ጱ [ACCESS POLICY] Ⱦ  [policy] 螡䢔ݦ螲螡㻌ӥො [incoming]ጱ[New] 蝱ᤈ戔ਧ牐
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Port 䌘䛑ොୗ (क़蟂  IP Port 䌘䛑ک獉蟂 IP Port牧 種戔ਧ䨝疥ಅ磪蝫娄کक़蟂 IP Port 旉ک獉蟂 IP Port )

礍䯤瑽ইӥ:

螡䢔 [Source]牧簁盅蜍獈๐率翕᪠֖࣎/塅瑻物210.243.191.66 (種傶塅ֺ牧藶揫ਮ䜛狅襑穩蜍獈牧藶ֵۯአक़蟂翕

᪠Օᶎ IP牧舙ݝ磪Ӟ㮆፥䋿क़蟂 IP牧藶ֵአ Port 旉咳ොୗ)
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螡䢔 [Destination]牧螡䢔 [New] Ӿጱ [Network object]
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ෝ New Network object Ӿጱ [type] 螡䢔 Single IP

嘦藨᮷磪戔ਧਠ౮盅牧螡[apply]嘦藨

IPV4 address物172.16.1.50 (種傶塅ֺ牧藶揫ਮ䜛狅襑穩蜍獈)

Object name物MyPC (種傶塅ֺ牧藶揫ਮ䜛狅襑穩蜍獈)

 Allow DNS Server to resolve object name (種傶塅ֺ牧藶揫ਮ䜛狅襑穩蜍獈)

Ⱦ ر战DNS֑๐瑊薹ຉ種䌘虡ݷ圸

 Exclude from DHCP (種傶塅ֺ牧藶揫ਮ䜛狅襑穩蜍獈)

Ⱦ ℂDHCP๐率矎ᴻ
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3-4. 戔ਧ樄珸 BitTorrent ๐率

樄蚏㻌Ӟ PC ֵݢአ BitTorrent ๐率

揫ਮ䜛藶嘦藨ਠ౮獉蟂翕᪠奲眲现क़蟂翕᪠奲眲戔ਧ牧嘦藨翕褬翕᪠蝫娄ྋଉ

樄珸 Web UI 螡䢔ૢ螲獤殷ጱ [ACCESS POLICY] Ⱦ  [Firewall] Ⱦ [NAT]牧螡䢔ݦ螲螡㻌 NAT Rules ጱ [New Server

(forwarding rule)] 蝱ᤈ戔ਧ牐

戔ਧਠ౮盅ک [ACCESS POLICY] Ⱦ [Servers] 嘦藨ฎ玽磪戔ਧ౮ۑ牐
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Port 䌘䛑ොୗ (क़蟂  IP Port 䌘䛑ک獉蟂 IP Port牧 種戔ਧ䨝疥ಅ磪蝫娄کक़蟂 IP Port 旉ک獉蟂 IP Port )

礍䯤瑽ইӥ物

螡䢔[Other Server]牧螡䢔Protocol牧簁盅戔ਧಅ襑䌘䛑ጱportᒒ戔ਧ牐

Procotol物TCP  (種傶塅ֺ牧藶揫ਮ䜛狅襑穩蜍獈)

TCP ports物6881-6889  (種傶塅ֺ牧藶揫ਮ䜛狅襑穩蜍獈)



Quantum Spark 1530 盠蝧ਞ蕕ಋ㲘

- 56 -

戔ਧ䌘क़֑๐瑊獉਻物

Name (አ䜛ݷ)物My_PC  (種傶塅ֺ牧藶揫ਮ䜛狅襑穩蜍獈)

IP Address (IP瑿࣎)物172.16.1.10  (種傶塅ֺ牧藶揫ਮ䜛狅襑穩蜍獈)

Comments (戢薹)物BitTorrent access (ݢݝ舣෈)(種傶塅ֺ牧藶揫ਮ䜛狅襑穩蜍獈)

 Allow DNS Server to resolve this object name (種傶塅ֺ牧藶揫ਮ䜛狅襑穩蜍獈)

Ⱦ ر战DNS֑๐瑊薹ຉ種䌘虡ݷ圸

 Exclude from DHCP service (種傶塅ֺ牧藶揫ਮ䜛狅襑穩蜍獈)

Ⱦ ℂ DHCP ๐率矎ᴻ

 Reserve IP address in DHCP service for MAC

Ⱦ ෝ DHCP ๐率Ӿ蝚螂 MAC 狒ኸ IP

MAC address物
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戔ਧ我㺔㬵რ物

螡䢔ݢ我㺔種֑๐瑊ጱ玟ऒ物

 All zones(including the internet) (種傶塅ֺ牧藶揫ਮ䜛狅襑穩蜍獈)

Ⱦ ಅ磪玟ऒ緡ݢ犥我㺔

 Only trusted zones(my organization)

   LAN

   Remote Access VPN Sites

   Remote VPN Sites

Ⱦ ݝ磪מݑ犨ጱ玟ऒݢ犥我㺔

 Manually configure access policy to this server

Ⱦ ಋ㵕蟴ᗝ䌘種๐率瑊ጱ我㺔ᒽኼ

Ping to this server物

 Allow access to the server using ICMP (ping) (種傶塅ֺ牧藶揫ਮ䜛狅襑穩蜍獈)

Ⱦ ر战ֵአICMP֑ک๐瑊

Logging traffic to this server物

 Log blocked connections  (種傶塅ֺ牧藶揫ਮ䜛狅襑穩蜍獈)

 Log accepted connections

Ⱦ 疥窕ᰁ懿袅ک種๐率瑊
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翕᪠瑿࣎旉矦戔ਧ物

翕᪠瑿࣎旉矦戔ᗝ物

 Hide Behind Gateway(port Forwarding)

Ⱦ 褲萢ࣁ翕橕盅ᶎ(ᒒݗ旉咳)

 Static NAT物[210.243.191.65] (種傶塅ֺ牧藶揫ਮ䜛狅襑穩蜍獈)

Ⱦ 覌眲NAT

   Hide outgoing traffic from the server behind this IP address(種傶塅ֺ牧藶揫ਮ䜛狅襑穩蜍獈)

 No NAT

Ⱦ 篷NAT

 Redirect from port物[____________]
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戔ਧਠ౮盅ک [ACCESS POLICY] Ⱦ [Servers] 嘦藨ฎ玽磪戔ਧ౮ۑ牐

嘦藨૪磪戔ਧ౮ۑ牧ٚک [ACCESS POLICY] Ⱦ [Firewall] Ⱦ [NAT]牧螡䢔 [Hide NAT rules]牧嘦藨ฎ玽磪ᛔ㵕叨ኞڊ

䌘䛑ጱrule牐
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ᒫࢥᒍ    娄᪠ Fail-over 戔ਧ

4-1. ISP Redundancy

ISP Redundancy ݝඪൔ IPv4 秇ୗ牧ݢ犥ࣁṛݢአ௔(猋ൔ)౲揗斉وՁ秇ୗӥ蟴ᗝग़㮆԰肥翕蝫矑牐 吚眅蟴ᗝग़

㮆԰肥翕蝫矑碻牧ࣁDevice > Internet ᶎݢ虏眅ࣁ蝡犚螡殻ԏ樌獥矦牐 ྯ㮆 Internet 蝫矑ጱ Advanced 戔ᗝر战

眅礬硁戔ᗝጱ秇ୗ牧蟴ᗝྯ㮆蝫矑ጱ猻ض羷౲稗᯿牐

  High Availability 秇ୗ- 猻ض羷 - 螡䢔蝫矑ጱ猻ض羷牐 ݝ磪ࣁ斃ṛ猻ض羷ጱ蝫矑犋ݢአ碻牧಍䨝ֵአ斃犵  

  猻ض羷ጱ蝫矑牐

  Load Balancing 秇ୗ- 稗᯿ - ک Internet ጱ窕ᰁ礬硁ٌ稗᯿ࣁಅ磪ݢአ蝫矑ԏ樌獤蟴牐

ྍ詽Ӟ物讨螡ૢӤ薫 DEVIC Ⱦ 讨螡 Network Ӿጱ Internet 䨝ڊ匍ӥ瑽物
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ྍ詽ԫ物讨螡 Add an Internet connection牧蜍獈娄᪠ݷ圸牏螡䢔ጱ翕᪠ port 犥现種翕᪠ጱ觊ࣳ ex ࢴਧ IP or DHCP牐

ྍ詽ӣ物戔ਧਠ౮盅ݢ犥፡ک獋礿娄᪠ጱ制眲 (毆戔傶ṛݢአ௔/猋ൔ秇ୗ)
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ྍ詽ࢥ物讨螡 Configure ݢ犥螡䢔秇ୗ HA (ṛݢአ௔/猋ൔ秇ୗ) ౲ Load Balancing (揗斉وՁ秇ୗ)

ྍ詽Բ: 螡玲 Load Balancing (揗斉秇ୗ) 秇ୗ牧䨝氥纈ӥ瑽
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ྍ詽م物螡玲襑ᥝ戔ਧጱ娄᪠盅牧瑽纈傶 Internet1 (primary)牧讨螡 Edit ݢ犥狕硬娄᪠ጱ稗᯿牧犥现ٌ犢戔ਧ牧

ইӥ瑽

戔ਧਠ౮盅ೲ Apply ਠ౮戔ਧ
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A讨戔ਧ物

ጭ獈 CheckPoint ᴠ箛℃盅牧ෝૢ螲ۑ胼䳱֖讨螡 VPN 螡殻牧ٚک Site to Site ۑ胼ӥ螡䢔 Blade Control牧疥 Site 

to Site VPN ۑ胼螡殻螡䢔 On牐

ᒫԲᒍ    VPN 蝫娄戔ਧ

5-1. IPsec VPN (Site-to-Site) 戔ਧ

揫ਮ䜛磪讨䌘讨 VPN 蝫娄襑穩牧ݢ狅๜ᒍՕ奧戔ਧ VPN牧藶ض嘦藨犥ӥ᯿讨物

  獋ᒒ讨緡襑ࢴਧIP

 獋ᒒ讨獉蟂翕᪠ IP 翕ྦྷ傶犋ፘݶ翕ྦྷ牐 (ֺইӞᒒ傶 192.168.1.0/24牧ݚӞᒒ傶192.168.2.0/24)

翕᪠礍䯤瑽纈物
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VPN Sites Ӿ牧讨螡 New 㬵碝ीӞ執碝ጱ VPN Site ک

IP Address Ӿ蜍獈䌘ᒒ戔猋ጱ IP : 192.168.200.1 (種傶塅ֺ牧藶揫ਮ ࣁ圸牐ݷ種 VPN Site ጱݷ޸Site Name Ӿ牧 ࣁ

䜛狅襑穩蜍獈)牧㪔ෝ Pre-shared secret 蜍獈Ӟ奲獋 VPN Site ፘݶጱوՁੂ槄 1qaz@WSX (種傶塅ֺ牧藶揫ਮ䜛

狅䋿褬制丆蜍獈)牐
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ӥොࣁRemote Site Encryption Domainӥጱ Encryption domain 螡䢔 Define remote network topology manually 㪔ࣁ

螡䢔 New 㬵ے獈ᥝਂ玲ጱ䌘ᒒৼ翕ྦྷ牐

疥ᥝਂ玲ጱ䌘ᒒৼ翕 192.168.1.0/24 现 192.168.2.0/24 (種傶塅ֺ牧藶揫ਮ䜛狅䋿褬制丆蜍獈)碝ୌ౮傶ᇔկ牧ਠ౮

盅ೲ Apply 媣媲牐 
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碝ी盅ೲ Apply ਠ౮牐

B讨戔ਧ物

ጭ獈 CheckPoint ᴠ箛℃盅牧ෝૢ螲ۑ胼䳱֖讨螡 VPN 螡殻牧ٚک Site to Site ۑ胼ӥ螡䢔 Blade Control牧疥 Site 

to Site VPN ۑ胼螡殻螡䢔 On牐
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VPN Sites Ӿ牧讨螡 New 㬵碝ीӞ執碝ጱ VPN Site ک

IP Address Ӿ蜍獈䌘ᒒ戔猋ጱ IP : 172.16.1.1 (種傶塅ֺ牧藶揫ਮ䜛狅 ࣁ圸牐ݷ種 VPN Site ጱݷ޸Site Name Ӿ牧 ࣁ

襑穩蜍獈)牧㪔ෝ Pre-shared secret 蜍獈Ӟ奲獋 VPN Site ፘݶጱوՁੂ槄 1qaz@WSX牐(種傶塅ֺ牧藶揫ਮ䜛狅䋿

褬制丆蜍獈)
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ӥොࣁRemote Site Encryption Domainӥጱ Encryption domain 螡䢔 Define remote network topology manually 㪔ࣁ

螡䢔 New 㬵ے獈ᥝਂ玲ጱ䌘ᒒৼ翕ྦྷ牐

疥ᥝਂ玲ጱ䌘ᒒৼ翕10.10.10.0/24现10.10.11.0/24(種傶塅ֺ牧藶揫ਮ䜛狅䋿褬制丆蜍獈)碝ୌ౮傶ᇔկ牧ਠ౮盅ೲ

Apply 媣媲牐
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碝ी盅ೲ Apply ਠ౮牐

嘦藨ݢ犥ℂ B 讨 ping ک A 讨 LAN



Quantum Spark 1530 盠蝧ਞ蕕ಋ㲘

- 71 -

獈VPN ጱֵአᘏ牐ے Remote Access Users 皈ӥ牧讨螡 Add ک

蜍獈ᥝ碝ीጱ VPN ֵአᘏ癱蒈ੂ嘨牧㪔ۮ玲 Remote Access permissions ਠ౮盅ೲ Apply 奾๳牐

5-2. SSL VPN 戔ਧ

 5-2-1. SSL-VPN 戔ਧྍ詽

ጭ獈 CheckPoint ᴠ箛℃盅牧ෝૢ螲ۑ胼䳱֖讨螡 VPN牧ٚک Remote Access > Blade Control 皈ӥ牧疥 Remote 

Access ۑ胼螡䢔 On 珸አ牧ٚ疥 VPN Remote Access users can connect via: 皈ӥጱ SSL VPN 螡殻಑ۮ牐
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讨螡ૢ螲ۑ胼䳱 DEVICE > Advanced Setting牧ತک VPN Remote Access – Remote Access port 盅讨螡Edit牐

 5-2-2. SSL-VPN አ䜛ᒒጭ獈

ጭ獈 CheckPoint ᴠ箛℃盅牧ෝૢ螲ۑ胼䳱֖讨螡 VPN牧ٚک Remote Access > Blade Control 皈ӥ牧疥 Remote 

Access ۑ胼螡䢔 On 珸አ牧ٚ疥 VPN Remote Access users can connect via物皈ӥጱ SSL VPN 螡殻಑ۮ牐

憙绯Ӿ蜍獈ֵአᘏጱVPN癱蒈ੂ嘨盅ೲ OK ਠ౮牐ڊ᪡ࣁ翕殷倵薩瑊Ӥ牧蜍獈VPN Site ጱ https:// (IP֖࣎)牧㪔ک

 舙倵薩瑊੗森᪡ڊ憙绯牧藶懿஑رض战᪡ڊ憙绯㪔᯿碉殷ᶎ

 舙మๅ硬毆戔ጱᴘ蒈 443牧藶狅犥ӥྍ詽物
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Remote Access PortӾ蜍獈ཿๅ硬ጱᴘ蒈牧㪔ೲ Apply  ਠ౮牐ࣁ

5-3. Check Point Remote VPN 戔ਧ

 5-3-1. SSL-VPN 戔ਧྍ詽

ጭ獈 CheckPoint ᴠ箛℃盅牧ෝૢ螲ۑ胼䳱֖讨螡 VPN牧ٚک Remote Access > Blade Control 皈ӥ牧疥 Remote 

Access ۑ胼螡䢔 On 珸አ牧ٚ疥 VPN Remote Access users can connect via: 皈ӥጱ Check Point VPN clients 螡殻಑

牐ۮ
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 5-3-2. Check Point VPN ਮ䜛ᒒ戔ਧ

ᛗ https://www.checkpoint.com/quantum/remote-access-vpn/#downloads ತک䌘䛑ਮ䜛奰ᒒ蕕ᗝ羬翄ጱӥ斉殷

ᶎ牧讨螡 DOWNLOAD 蝱獈牐

蝱獈殷ᶎ盅ٚ讨玲向ᶎӾ夺໛֖ᗝጱ Download ӥ斉 Checkpoint Remote VPN 䛑አ纷ୗ牐
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櫕䢗ӥ斉ጱ䲆礯蝱獈Check Point VPN Installation Wizard牧㪔讨 Next 蝱獈ӥӞྍ牐

螡䢔 Endpoint Security VPN 㪔ೲ Next ӥӞྍ牐

托捝敟誢ֵአ肨ก盅ۮ螡 I accept the terms in the license agreement 㪔讨 Next ӥӞྍ牐
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ইຎ襑ᥝๅ矦ӥ斉ፓ袅牧ೲ Change ๅ矦牧ই犋襑ᥝ藶ፗ矑讨 Install ӥ斉㪔缛盃ਞ蕕ਠ౮牐

ਠ౮盅蝱ک Site Wizard 稭蜰Օᶎ牧讨 Next ӥӞྍ牐

蜍獈ᴠ箛℃ጱ䌘क़ IP牧㪔讨 Next 蝱کӥӞྍ牐
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缛盃戔ਧਠ౮盅ٚ讨 Next 蝱کӥӞྍ牐

舙磪獺ୌग़㮆 SiteጱVPN ጱ扖牧螡䢔ཿ蝫娄ጱ VPN Site牐

蜍獈ᛔᤈ戔ਧጱ Username 犥现 Password牧ਠ౮盅讨 Connect 蝫娄牐
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讨螡 L2TP pre-shared key 蝱݄牧戔ਧӞ奲وՁੂ嘨牐

戔ਧوՁੂ嘨 abc12345 (種傶塅ֺ牧藶揫ਮ䜛狅䋿褬制丆蜍獈)牧ਠ౮盅ೲ OK 奾๳牐

5-4. L2TP VPN 戔ਧ

 5-4-1. L2TP VPN 戔ਧ

ጭ獈CheckPoint ᴠ箛℃盅牧ෝૢ螲ۑ胼䳱֖讨螡 VPN牧ٚک Remote Access > Blade Control 皈ӥ牧疥Remote 

Accessۑ胼螡䢔 On 珸አ牧ٚ疥 VPN Remote Access users can connect via: 皈ӥጱ Windows VPN Client 螡殻಑ۮ牐
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蜍獈 VPN Site 蝫娄ݷ圸牏IP֖࣎牏ᴠ箛℃Ӥ戔ਧጱوአᰂ槄: abc12345(種傶塅ֺ牧藶揫ਮ䜛狅䋿褬制丆蜍獈)牏

ֵአᘏݷ圸现ੂ嘨牧㪔疥 VPN 觊ࣳ螡䢔 L2TP/IPsec (ֵአ毆وضአᰂ槄)牧戔ਧਠ盅ೲ㱪ਂ牐

 5-4-2. L2TP VPN ਮ䜛ᒒ戔ਧ

蝱ک Windows ጱ VPN Ӿ牧讨螡碝ी VPN 蝫娄牐
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讨螡ݦ螲虋ๅՕᶎܜ螡殻牐

ጱੂ嘨 (PAP) (U)牏Challenge Handshake 涢挨蝢懱㶧ਧ (CHAP)ੂے战蝡犚蝢懱㶧ਧ牧㪔疥皈ӥ๚ر螡ۮਞ獊௔牧ک

(H)牏Microsoft CHAP Version2 (MS-CHAP v2) ጱ螡殻಑ۮ盅ೲ嘦ਧ牐
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ୌ缏 L2TP VPN牐ۑVPN Ӿ牧讨螡蝫娄盅氥纈૪蝫娄դ蔭૪౮ کࢧ



Quantum Spark 1530 盠蝧ਞ蕕ಋ㲘

- 82 -

ਠ౮盅ইӥ瑽牐

ᒫمᒍ    翕᪠毱疝ᓕቘ

6-1. 毱疝ᓕቘ (揫ਮ䜛ݢ䛑አෝ翕᪠承ᶪ/憙懱䨝捍/褖ֵګአᘏ窕ᰁ现蝫娄碍) 

 6-1-1. 狅硰ᒽ֢毱疝ᓕቘ

I๜塅ֺ犥褖ګVPN窕ᰁ䌘獉蟂翕᪠ጱFTP㯽蜍褖ګӥ斉10Mbps /Ӥ㯽5Mbps牐

㻌֖犥1Mbps = 1024Kbps狶懯ᓒ

懯ᓒ盅ӥ斉窕ᰁ傶物10,240 kbps

懯ᓒ盅Ӥ㯽窕ᰁ傶物5,120 kbps

 ACCESS POLICY > Policy牧讨螡 New 㬵碝ୌӞ礿ٍ磪Rate Limitingጱ憒㳷牧疥 Limit download traffic of application ک

to 现Limit upload traffic of applications to ಑ۮ牧㪔ࣁLimit download traffic of application to盅ጱ绚໒蜍獈10240牏ෝ

Limit upload traffic of application to盅ጱ绚໒蜍獈5120牧ਠ౮盅讨螡 Apply牐
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 6-1-2. 狅 IP (per-ip) ֢毱疝ᓕቘ

๜塅ֺ犥褖ګ獉蟂粬ਧIP: 192.168.1.125ӤYoutubeጱ窕ᰁ褖ګӥ斉5MBps /Ӥ㯽5MBps牐

㻌֖犥1Mbps = 1024Kbps狶懯ᓒ

懯ᓒ盅ӥ斉窕ᰁ夹傶物42,949 kbps

懯ᓒ盅Ӥ㯽窕ᰁ傶物42,949 kbps

ACCESS POLICY > Policy牧讨螡 New 㬵碝ୌӞ礿ٍ磪Rate Limitingጱ憒㳷牧讨螡 Source 蜍獈192.168.1.125牧ٚ讨 ک

螡 Application/Service 蜍獈Youtube㪔螡䢔扗ᇔկ牧簁盅疥 Limit download traffic of application to 现 Limit upload 

traffic of applications to ಑ۮ牧㪔ࣁ Limit download traffic of application to 盅ጱ绚໒蜍獈42949牏ෝ Limit upload 

traffic of application to 盅ጱ绚໒蜍獈42949牧ਠ౮盅讨螡 Apply牐
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ਠ౮盅ইӥ瑽牐
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ᒫ犊ᒍ    羬翄猋犩戔ਧ

7-1. ๅ碝羬翄覩誢

樄珸倵薩瑊牧蜍獈 https://ip address:4434牧ጭ獈 Quantum Spark 1530 Ḓ殷
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讨螡 DEVICE Ⱦ Manual Upgarde

讨螡 Check Point Download Center
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螡䢔覩誢粚๜

讨䢗 Download牧缛盃ӥ斉ਠ౮
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讨螡 Next

讨螡 Browe牧斉獈ཿๅ碝覩誢 Ⱦ Upload Ⱦ Upload finished Ⱦ Next
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嘦藨粚๜虻懱篷藮盅讨螡Next

缛盃ๅ碝 (夹3獤楮) 
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ๅ碝ਠ౮盅牧襑缛盃300ᑁ牧羬翄ᛔ㵕᯿珸蜴ࢧጭ獈殷ᶎ Ⱦ 蜍獈癱蒈ੂ嘨

ጭ獈Quantum Spark 1530Ḓ殷牧嘦藨戔猋粚๜ྋ嘦牧ਠ౮
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7-2-1-2 Create Backup Ⱦ Download Backup Ⱦ Finished

7-2. 戔ਧ䲆猋犩现Ӥ㯽

 7-2-1. ಋ㵕戔ਧ䲆猋犩

樄珸 Quantum Spark 1530 GUI Ⱦ DEVICE Ⱦ System Ⱦ System Operations Ⱦ Backup and Restore System Settings Ⱦ 

Create Backup File
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Enable scheduled backups牧狅ᆙӥྍڜ詽蝱ᤈ牧ইӥ瑽ಅ纈

File Storage牧蜍獈猋犩᪠䕩 (Backup server path) 牏Username and password (Quantum Spark 1530 ጭ獈癱蒈ੂ嘨) 

 7-2-2. 矎纷戔ਧ䲆猋犩

樄珸Quantum Spark 1530 GUI Ⱦ DEVICE Ⱦ System Ⱦ System Operations Ⱦ Backup and Restore System Settings Ⱦ 

Settings
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Schedule Periodic Backup牧狅ᆙ襑穩螡䢔矎纷猋犩碻樌 Ⱦ Apply

 7-2-3. Ӥ㯽/螭ܻ戔ਧ䲆

樄珸 Quantum Spark 1530 GUI Ⱦ DEVICE Ⱦ System Ⱦ System Operations Ⱦ Backup and Restore System Settings Ⱦ 

Restore
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讨螡 Browse Ⱦ 螡䢔ཿ螭ܻጱ戔ਧ猋犩䲆 Ⱦ Upload File Ⱦ Restore Ⱦ OK (嘦藨ฎ玽螭ܻ)  REBOOTING (缛盃260ᑁ) 

Ⱦ OK (SESSION TIMEOUT) Ⱦ OK (SESSION TIMEOUT) ȾREBOOTING (缛盃81ᑁ) Ⱦ Quantum Spark 1530 GUI Ⱦ ጭ獈 

Ⱦ ਠ౮
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8-1. ಋ秚 APP ᓕቘଘݣ

樄珸 Quantum Spark 1530 GUI Ⱦ HOME Ⱦ System Ⱦ PAIR YOUR MOBILE DEVICE

Generate Ⱦ Yes (嘦藨ر战膏ᤈ㵕蕕ᗝ蝫矑) Ⱦ 缛盃叨ኞ QR Code

ᒫ獌ᒍ    螐ᒒᓕቘᴠ箛℃戔ਧ
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ֵአᤈ㵕蕕ᗝӥ斉 Check Point WatchTower (iOS App Store / Android Google Play) Ⱦ 樄珸 Check Point WatchTower 

ૡٍ纷ୗ Ⱦ Another time
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Ḓ稞ጭ獈藶ୌ缏癱䜛牧癱蒈ݷ圸 Ⱦ 蟈կמᓟ Ⱦ 樄珸 privacy policy (毆戔橕樂) Ⱦ Sign Up Ⱦ 藶ᛗ蟈կמᓟ硩玲涢

挨מկ (藶ֵአᤈ㵕蕕ᗝ樄珸涢挨蟈կ)  Ⱦ Confirm Ⱦ 珸አ癱蒈 Ⱦ 戔ਧੂ嘨 Ⱦ Activate (ਠ౮) 

 

 



Quantum Spark 1530 盠蝧ਞ蕕ಋ㲘

- 99 -

樄珸㪔ጭ獈 Check Point WatchTower App
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讨䢗 Add Gateway Ⱦ 矊矟ཿے獈ጱ Check Point Quantum Spark 1530 QR Code (1.2 叨ኞጱ QR Code) Ⱦ 蜍獈 Check 

Point Quantum Spark 1530 ጭ獈癱蒈ੂ嘨 Ⱦ Connect Ⱦ Finished
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8-2. SMP Portal 襇ᒒᓕቘଘݣ

戢㲘SMP (Security Management Portal) 

樄珸倵薩瑊 Ⱦ https://smp1.portal.checkpoint.com/ Ⱦ New Domain Request

Service Domain Name (蜍獈獍ݪDomain) Ⱦ DomainŇs Goal (螡䢔ֵአፓጱ) Ⱦ County (螡䢔㾴疑) Ⱦ Expected number 

of Gateways (蜍獈ཿᓕቘጱᴠ箛℃碍ᰁ) 
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Service Domain Administrator Ⱦ First Name Ⱦ Last Name Ⱦ Email (ୌ捍ֵአ獍ݪ吚ڡಅ搳揮碻൉׀ԏ Email ኩ

藶) Ⱦ User Center Account ( UC ID 礚ತ藶㷢ᆙ2.1.5牏2.1.6ྍ詽) 



Quantum Spark 1530 盠蝧ਞ蕕ಋ㲘

- 103 -

樄珸戢㲘౮מۑկ Ⱦ 讨䢗 Direct URL Ⱦ 蜍獈 Domain (戢㲘碻ֵአ翕ऒ) 牏User Name牏Password Ⱦ Login (ਠ౮

ጭ獈) 

樄珸倵薩瑊牧蜍獈 https://accounts.checkpoint.com/牧蜍獈癱蒈ੂ嘨ጭ獈
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讨螡 MY CHECK POINT Ⱦ My Accounts牧ݢܨ፡ک獍ݪಅ痀 UC ID

  UC ID
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SMP (Security Management Portal) 羳ᓕQuantum Spark 1530

樄珸倵薩瑊 Ⱦ https://smp1.portal.checkpoint.com/login Ⱦ 蜍獈Doamin牏User name and Password ጭ獈

讨螡 HOME Ⱦ Plans Ⱦ New

蜍獈 Plans ݷ圸 (硼蝄ݢ霘ݢ犋霘) Ⱦ Next Ⱦ Next Ⱦ Finsh
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讨螡 HOME Ⱦ Gateways Ⱦ New

螡䢔Type Ⱦ Name (ᛔ懪嬝ཿᓕቘ戔猋ݷ圸) Ⱦ Finsh Ⱦ 蕦蕣 Activation key 猋አ (Quantum Spark 1530 join SMP 碻

஠殾虻碘) 
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ጭ獈Quantum Spark 1530 Ⱦ HOME Ⱦ Cloud Services Ⱦ Configure
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揳Ӥ Activation key Ⱦ Apply Ⱦ Cloud Services: Connecting (缛盃蝫娄)  Ⱦ Cloud Services: Connected (ਠ౮蝫娄) 
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